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(%

MdsuazlndazdredemnussuuuiRnisuaslusunsy freeradius Jamsidenldmdsetnagniies fadl
- Debian 9.8 (stretch)
cat /etc/debian_version
- Freeradius 3.0
freeradius -v

TAs9d319ATaU18UsENaUNITAAAY

| o +
+---]| eduroam-TH | Thailand NRO
| Fo +

| 202.28.112.6

| Ty ——— +
+---|] Radius server | Main Realm
| Fom e + eduroam@uxx.ac-th

| radius.uxx.ac.th (192.168.1.1)

| Fo +
+---| Radius server | Sub-Realm
Fom e + eduroam@abc.uxx.ac.th

radius.abc.uxx.ac.th (192.168.1.111)
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+--—] LDAP server | ldap.uxx.ac.th

| Fom + user@uxx.ac.th

| Idap.uxx.ac.th (192.168.1.2)

| or

| o +

+---] Active Directory | ad.uxx.local/UXX_.LOCAL
| Fomm + user@uxx.ac-th

| ad.uxx.ac.th (192.168.1.3)

| or

| o ———— +

+-—-] MySQL | radius:radpass@mysqgl.uxx.ac.th/radius
| e et T + user@uxx.ac-.th

| mysql .uxx.ac.th (192.168.1.2)

I
I
+-——[ WLC or AP ]

== Hosts Account/Password ==
Linux: root/asdf
Windows: Administrator/Asdfl1234
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salusunsy AndaunanatugIu Anssuwnenaatiuayuy Anaslusunsudmsunageu unlvanaudfnu
31U uagnageun sy Tnenisnaaeulziideagiduuulnadeniuiiieglla user-eduroam.conf

19U

1. SWNIALWALNIAIGALATUWALNINUFIY

apt update

apt upgrade -y
91ARDIIUN

apt install ntp -y
service ntp restart

2. AAAIUNALND freeradius WATUNANIFTUAYY

apt install freeradius -y
apt install easy-rsa -y
apt install wget -y

update-rc.d freeradius enable

3. anulnanuazradlnapsasiiodvsunagau

I3 = = =l o 1 v o [ . U .
L‘U‘uLﬂﬁ@\‘m@‘Vﬁ’eﬂﬂiLLﬂiiJﬁ']‘Vﬁ‘UISU‘VI@ﬁ@Uﬂ’]iVINW‘Lﬂ,UEJ\‘i radius server lnganunsanagaunu radius

server LAENAU WPA-Enterprise 899U phase-2 e

apt install gcc make libssl-dev -y
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cd /etc/freeradius/3.0

wget \
http://www.rmuti.ac.th/user/prakai/p/2019-05-freeradius-test-t

ool .tar.gz

tar vxfz 2019-05-freeradius-test-tool.tar.gz
cd tool/wpa_supplicant-2.6/wpa_supplicant

cp Tf defconfig .config

nano .config

CONFIG_EAPOL_TEST=y

#CONFIG_DRIVER_NL80211=y

make eapol_ test
cp eapol _test ../../bin

ref: http://deployingradius.com/scripts/eapol test

4. anlluanynlndanautAdnsagy

Julvdauaniididaguaglasunisusuunsandudsunsdinliudy

cd /etc/freeradius/3.0

wget \
http://www.rmuti.ac.th/user/prakai/p/2019-05-freeradius-3-debi
an-eduroam.tar.gz

5. uanlwdnnaudfdnsagy
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wanlidauanifdnsagy Wnglndnaaudfdnsaguiivaralng losunisusuussrfmudsunsanlindy

1
v =

2udabafnA1a5une (comment) sanly Wislilanlulnainnunseduiu

tar vxfz 2019-05-freeradius-3-debian-eduroam.tar.gz

[

senslidanautaSaguiised
6. AanTAMANYeA freeradius 3.0 lHquiteifisudmiuudlylndtagdy
radiusd-eduroam.conf
7. msfanseatnyilivie realm filigndes
eduroam-realm-checks.conf
eduroam-mon-checks.conf

8. Usznelednsan1susn1sued freeradius @115U eduroam LUy Main realm #39

Sub-realm sites-available/eduroam-main
sites-available/eduroam-sub
sites-available/eduroam-inner-tunnel
sites-available/eduroam-status

9. msleusiariu radius w5edU WU NRO, Main realm 138 Sub-realm
proxy-eduroam-main.conf
proxy-eduroam-sub.conf
clients-eduroam-main.conf
clients-eduroam-sub.conf

10. AsanURluga EAP uag attr filter
mods-avai lable/eap-eduroam
mods-config/Zattr_filter/pre-proxy

11. Jayaglduuulug
mods-avai lable/files-eduroam
mods-config/files-eduroam/accounting
mods-config/files-eduroam/pre-proxy
mods-config/files-eduroam/authorize

12. Ugy¥ll¥an LDAP server
mods-avai lable/ldap-eduroam
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13. ﬁzy%;:ﬂsﬁmﬂ Microsoft Active Directory
mods-avai lable/mschap-eduroam
14. ﬁm%ﬁﬂ‘fjjﬁﬂﬂ MySQL server

mods-avai lable/sgl-eduroam
mods-config/sgl/main/mysql/queries-eduroam.conf

15. whllWa radiusd.conf

TngUsuuilangalagisuanntig radiusd-eduroam.conf

cd Zetc/freeradius/3.0

nano radiusd.conf

# Change some configurations in radiusd.conf as show below

# PROXY CONFIGURATION

#

proxy_requests = yes
$INCLUDE proxy.conf

# eduroam

$INCLUDE proxy-eduroam.conf

# CLIENTS CONFIGURATION

#

$INCLUDE clients.conf

# eduroam

$INCLUDE clients-eduroam.conf

16. 'si"lLm’l;wéé’m%’umsﬁlu;ﬂﬁﬁmsdasl (Sub-Realm) vasaa1Uu

wanlglwad sy Sub-Realm
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cd /Zetc/freeradius/3.0
cp proxy-eduroam-sub.conf proxy-eduroam.conf

cp clients-eduroam-sub.conf clients-eduroam.conf
cp sites-available/eduroam-sub sites-available/eduroam

17. udlvlna proxy-eduroam.conf

Yuunlulwdiameaanasauily

cd Zetc/freeradius/3.0

nano proxy-eduroam.conf

# realm for local service
#

realm abc.uxx.ac.th {
auth_pool = localhost
nostrip

18. wAlvlna sites- available/eduroam

4

Ysuuilulndanizgaisaauily

cd /etc/freeradius/3.0

nano sites-available/eduroam

authorize {

# Change realm to be LOCAL for local user
1IT( ("%{Realm}" =~ /Nabc.uxx.ac.th$$/) ) {
update control {

Usenel U8 (prakai@rmuti.ac.th) ImnssuneunInes un1neaemaluladsI1vnadai



s

01739989 Radius server 81%3UU3113 eduroam - Sub realm - 9/59

Y

Proxy-To-Realm := LOCAL

¥
by
pre-proxy {
# Update Operator-Name to IdP
ifT ("%{Operator-Name}" == ") {
update proxy-request {
Operator-Name := ""labc.uxx.ac.th"
¥
by
}

19. snianlodiy waziUaldlu lna

cd /Zetc/freeradius/3.0/sites-enabled

rm -Ff default

rm -f inner-tunnel

In -s ../sites-available/eduroam

In -s ../sites-available/eduroam-inner-tunnel
In -s ../sites-available/eduroam-status

20. Lﬂﬂiﬁﬁu@a eap-eduroam Lay files-eduroam

cd Zetc/freeradius/3.0/mods-enabled
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Y

In -s ../mods-available/eap-eduroam
In Ts ../mods-available/files-eduroam
cd

21. @319l94a Certificates

4

Ysuuilulndanizgaisauily

cd /Zetc/freeradius/3.0/certs

rm *
cp /usr/share/doc/freeradius/examples/certs/* .

nano ca.cnf

[ CA default ]

default_days = 3650

[certificate_authority]

countryName = TH

stateOrProvinceName = Bangkok

localityName = -

organizationName = XX University

emai lAddress = eduroam@uxx.ac-th
commonName = "UXX Wi-Fi1 Certificate
Authority"”

nano server.cnf

[ CA default ]

default_days = 3650
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[server]

countryName = TH

stateOrProvinceName = Bangkok

localityName = -

organizationName = XX University

emai lAddress = eduroam@uxx.ac.th
commonName = "UXX Wi-Fi Certificate”

nano client.cnf

[ CA _default ]

default_days = 3650

[client]

countryName = TH
stateOrProvinceName = Bangkok
localityName = -
organizationName = XX University
emai lAddress = eduroam@uxx.ac.th
commonName = eduroam@uxx.ac.th

nano Makefile

openssl dhparam -dsaparam Tout dh $(DH_KEY_SIZE)

./bootstrap

cd

22. Wasugnsvsodnvasvadling
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chown -R freerad:freerad /Zetc/freeradius/3.0

23. NAFBUNITINURUUNUFIY

Tydrlddmsunisaaeveglulng
mods-config/files-eduroam/authorize

o =
N 1

service freeradius stop
freeradius -X
(stop debugging with CTRL+C)

P97 2

cd /etc/freeradius/3.0/tool

./rad_eap test -H 127.0.0.1 -P 1812 -S testingl23 \
-u "eduroam@abc.uxx.ac.th® \
-p "TESTING-PASSWORD" \
-v -m IEEE8021X \
-s eduroam -e PEAP -2 MSCHAPV2
access-accept; O
RADIUS message: code=2 (Access-Accept) identifier=8
length=187
Attribute 27 (Session-Timeout) length=6
Value: 600
Attribute 1 (User-Name) length=21
Value: "eduroam@abc.uxx.ac.th*
Attribute 79 (EAP-Message) length=6
Value: 03080004
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Attribute 80 (Message-Authenticator) length=18
Value: 6668Fe5c30e59946dc91ad7200c0a810
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N5 WaNABNULASDYWIUSN1ISVaN (Main-Realm) Ya9dn1Uy

24. wAlulng radiusd.conf

TngUsuuilanzgalagisuaintig radiusd-eduroam.conf

cd Zetc/freeradius/3.0

nano radiusd.conf

# Change some configurations in radiusd.conf as show below

# PROXY CONFIGURATION

#

proxy_requests = yes
$INCLUDE proxy.conf

# eduroam

$INCLUDE proxy-eduroam.conf

# CLIENTS CONFIGURATION

#

$INCLUDE clients.conf

# eduroam

$INCLUDE clients-eduroam.conf

25. udlulna proxy-eduroam.conf

4

Ysuuilulndanizgaisauily

cd /Zetc/freeradius/3.0

nano proxy-eduroam.conf
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# home server for UXX.AC.TH -- Main Realm
#
home_server eduroam-uxx-ac-th {
type = auth+acct
Ipaddr = XXX.XXX.XXX.XXX # 192.168.1.1
port = 1812
secret = XXXXXXXXXXXXXXXX
#src_ipaddr = XXX . XXX . XXX . XXX
status _check = status-server
require_message authenticator = yes

#
# home server pool for UXX.AC.TH -- Main Realm
#
home_server_pool eduroam-uxx-ac-th-pool {
type = fail-over
home_server = eduroam-uxx-ac-th

}

#
# vrealm for UXX_AC.TH -- Main Realm
#
realm eduroam {
auth_pool = eduroam-uxx-ac-th-pool
nostrip

26. wilvlng clients-eduroam.conf

4

Ysuuilulndanizgaisauily

cd /Zetc/freeradius/3.0

nano clients-eduroam.conf
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#

# UXX.AC.TH server -- Main Realm

#

client eduroam-uxx-ac-th {
Ipaddr = XXX XXX.XXX.XXX # 192.168.1.1
netmask = 32
secret = XXXXXXXXXXXXXXXX
require_message_authenticator = no
shortname = eduroam-uxx-ac-th
nastype = other
virtual _server = eduroam

27. NAgaUN1IVINUAIEH 1Y eduroam AnATaslUINIMEN (Main Realm) vasan1tu

TilddmsunisaaeveglulWanesadiuinisuanvesanvu
mods-config/files-eduroam/authorize

o =
N 1

service freeradius stop
freeradius -X
(stop debugging with CTRL+C)

P97 2

cd /etc/freeradius/3.0/tool

./rad_eap test -H 127.0.0.1 -P 1812 -S testingl23 \
-u "eduroam@uxx.ac.th® \
-p "TESTING-PASSWORD® \
-v -m IEEE8021X \
-s eduroam -e PEAP -2 MSCHAPV2

access-accept; O
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