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o a dn, ¥ U o va d‘ L gj dgj
wazn1salunsuguliaansasessunIsmmvuanuaudRves DNSSEC uwasasivneg Tlutunaull

anvzldfesiniunislag mndun1snsfinds DNSSEC uuiasadudunefilinunis DNS oguan

1. AWNIALWALNIAIGALAZUNANINUFIU

Debian
apt-get update
apt-get upgrade -y
979699 reboot
apt-get install ntp -y
CentOS

yum update -y
yum upgrade -y

979894 reboot
yum install ntp -y

2. AAAIUNWALND BINDY UazsunAnIstiusayu

Debian (Bind9-9.9.5)
apt-get install bind9 -y

apt-get install dnsutils -y

CentOS (Bind9-9.9.4)
yum install bind -y

yum install bind-utils -y

chkconfig named on

Microsoft DNS Server

T3 lupLanItundUNISANAY
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3. ladnmosuazlndnnauifvas BIND9

a o

lssasiwaslasnvesuarmenmsindauauifnsiuves BINDY fdsil

Debian (Bind9-9.9.5)

/etc/bind/
- named.conf

- named.conf.options

- named.conf.default-zones

- named.conf.local

- zones.rfcl918

- bind.keys

- rndc.key
/var/cache/bind/

CentOS (Bind9-9.9.4)
/etc/

- named/

- named.conf

- named.rfcl912.zones
- named.iscdlv.key

- named.root.keys

- rndc.conf

- rndc.key

/var/named/

4. WY zone %38 domain Tna

Jumouthunsifis domain %38 zone ¥ rmutX.ac.th dwsuidusiegrssznaunsingds DNSSEC
Ingiuniaaslndasdedmulaseainensruvead BINDY vedwsarseuuyufn1s domain
Debian

LLﬁlﬂlWéﬂmamﬁawﬁﬂ (/etc/bind/named.conf.local) titeUszne zone Tudl

vi /etc/bind/named.conf.local

zone "rmutX.ac.th" IN {

type master;

file "rmutX.ac.th.zone";
}s
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a319l9a zone dwSU rmutX.ac.th

vi /var/cache/bind/rmutX.ac.th.zone
STTL 1800 ; 2 hours
rmutX.ac.th. IN SOA nsl.rmutX.ac.th. noc.rmutX.ac.th. (
2016021700 ; serial

7200 ; refresh
3600 ; retry
2419200 ; expire
10800 ; minimum

)
NS nsl.rmutX.ac.th.
NS ns2.rmutX.ac.th.

SORIGIN rmutX.ac.th.

nsl A 203.158.xxx.XXX
AAAA 2001:3c8:xxXXX: :XXXX
ns2 A 203.158.xxx.XXX

AAAA 2001:3c8:xxXXX: :XXXX

CentOS

whlulvdaauandivan (etc/named.conf) iedsenae zone Tui

vi /etc/named.conf

include "/etc/named.rfcl912.zones";
include "/etc/named.root.keys";

zone "rmutX.ac.th" IN {
type master;
file "rmutX.ac.th.zone";

}s

a51alnd zone dmsU rmutX.ac.th

vi /var/named/rmutX.ac.th.zone

STTL 1800 ; 2 hours
rmutX.ac.th. IN SOA nsl.rmutX.ac.th. noc.rmutX.ac.th. (
2016021700 ; serial
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7200 ; refresh
3600 ; retry
2419200 ; expire
10800 ; minimum

)
NS nsl.rmutX.ac.th.
NS ns2.rmutX.ac.th.

SORIGIN rmutX.ac.th.

nsl A 203.158.xxx.XxXX
AAAA 2001:3c8:xxXXX: :XXXX
ns?2 A 203.158.xxx.XxXX

AAAA 2001:3c8:xxXXX: :XXXX

Microsoft DNS Server

- WUalUsunIuUIMISIANIS DNS
- %lUdsie Forward Lookup Zones 31nlATaa319n Uty uaInan s uinvessnd
- 1d@eniy New Zone...

- AUIUMINNTUABY §519 Primary zone

DNS Manager
Bl § EE
£, DNS Name
b E NS2 7 Forware Welcome to the New Zone
4 § Ns3 : [ Reverse Wizard
I || Forward Lookup Zones | L Trust Py L
] RéVEFSIE.LDD.I(U.p zmir New Zone —| . This wizard helps you create a new zone for your DNS
== g | ti SErver,
I+ || Trust Points | 1 =
= Conditional Fi d Refresh A zone translates DNS names to related data, such as IP
[ L] Conditional Forward Hi addresses or network services,
I Global Logs Help i
” ) To continue, dick MNext.
Zone Type
The DNS server supports various types of zones and storage. '
(Createa newz,
Select th e of zone you want to create:
(®) Primary zone
Creates a copy of a zone that can be updated directly on this server,
() Secondary zone

Creates a copy of a zone that exists on another server, This option helps balance T

the processing load of primary servers and provides fault tolerance. i | Next > ‘ | Cancel
() Stub zone

Creates a copy of a zone containing only Mame Server (NS), Start of Authority

{50A), and possibly glue Host {A) records. A server containing a stub zone is not
authoritative for that zone.

Store the zone in Active Directory (available only if DNS server is a writeable domain

controller)

< Back ” Next > | | Cancel
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- MuuATe zone 3o domain LU rmutX.ac.th
o - § o v v = Y
- ﬂWﬂUWﬂQIWﬁﬁqﬁiUUUWﬂT@%a%@ﬂZone
o a 1 1% <
- mmumamalﬂﬁmummiﬂ
Zo“:n’::tni;eﬁ've name of the new zone? Ea)

The zone name specifies the portion of the DNS namespace for which this server is
authoritative. It might be your organization's domain name (for example, microsoft.com)
or a par| of the domain name (for example, newzone.microsaft.com). The zone name is
not the @ihe of the DNS server.

Zone na
| rmutklac, th
Zone File

You can create a new zone file or use a file copied from another DNS server.

Do you want to create a new zone file or use an existing file that you have copied

from another DNS server?

(®) Create a new file with this file name:

rmutX.ac. th.dns i ” Next = | | Cancel

() Use this existing file:

Dynamic Update
‘fou can spedfy that this DNS zone accepts secure, nonsecure, or no dynamic | "

To use this existing file, ensure that it has been copied to the folder updates,

%SystemRoot¥s\system32'dns on this server, and then dick Next,
Dynamic updates enable DNS dient computers to register and dynamically update their
0 resource records with a DNS server whenever changes ocour.,

Select the type of dynamic updates you want to allow:

Allow only secure dynamic updates (recommended for Active Directory)

This option is available only for Active Directory-integrated zones.

() Alloae hoth o

L =.2nd.eacure dynamic updates
= - =cords are accepted from any dient.
Complehng the New Zone Wizard t security vulnerability because updates can be

sources,

You have successfully completed the New Zone Wizard. You

specified the following settings: scords are not accepted by thisgemne. You must update

Z
Name:  rmutX.ac.th A
Type:  Standard Primary
< Back ” Next = | | Cancel |
Lockup type: Forward
File name: rmutX.ac. th.dns 1

Note: You should now add records to the zone or ensure
that records are updated dynamically. You can then verify
name resolution using nslookup.

To dose this wizard and create the ne| ne, dick Finish.

< Back ” Finish || Cancel

a v o

5. BUAUNITINUYRUSHNSU TN

nnassnsinsuilulwdaauaudfvedlusunsy BINDY sndusesbiilusunsuilndnuaudlndluldau
) Y v a v o I :.;
wseddbisuiwiuveslusunsulvinnasy

Debian & CentOS

rndc reload

Debian

service bind9 reload
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CentOS

service named reload

6. NAFBUNITNINU
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ANUNTONARBUNITVINIUTDS DNS Taanads dig

NFHIDYANES Hanlaazdanananalusnenis NS nUsenalidnsu rmutX.ac.th Usznausie

nsl.rmutX.ac.th wag ns2.rmutX.ac.th

dig @localhost rmutX.ac.th NS

;7 ANSWER SECTION:

rmutX.ac.th.
rmutX.ac.th.

900
900

;7 ADDITIONAL SECTION:

nsl.rmutX.
nsl.rmutX.
ns2.rmutX.

ns2.rmutX.

ac.
ac.

ac

ac.

il
th.
o EIL
th.

300
300
300
300

IN
IN

IN
IN
IN
IN

NS
NS

AARAA

AARAA

nsl.rmutX.ac.th.
ns2.rmutX.ac.th.

203.158.xxx.xXxX
2001:3c8:xxXXX: 1 XXXX
203.158.xxx.xXxX
2001:3c8:xxXxXxX: 1 XXXX
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N13NVUAAMENUR DNSSEC

nsalilUsunsy BIND Tsfusnnsiidauanansaiiensiu DNSSEC I sxdasiinssdiuns 3 daw
w8 3 Jumeu fe
1) M3a31e key dm5UNS sign Yeyauing Tneldi@1da dnssec-keygen
%lﬁwaé’wﬂﬁulvxléﬁusﬁau”aﬁLﬁaasﬁaaﬁu key $1uau 2 lnldronsadns key wilinds
Usznaumelldiiu public key \iueglulnaifiduveedolnd key uas private key
\Aueglulwdiiidiuvenedeolug private
2) MIAUILTUTE 11T0N15 sign Uaya zone AN key FlFlusuTiuns sign Toyalulla
zone 138 domain Tagldi@1ds dnssec-signzone wadnsildazifulg zone
nidlyiniidoyaiinanin W muasisaeumiugnieswesionislu zone
Tnénadnsazddrunenedolndidu siened
3) MsfmualAlUsATy BINDY Wanisvinauliiininainsaves DNSSEC wazn1siil zone

H1UNT sign wdranTuneui 2) lulwusns

Key FlduUsznouiie 2 keys i Zone Signing Key (ZSK) Tdmsuns Sine Uoya zone fiazliu3nig

uaz Key Signing Key (KSK) lgdmsunis Sign Ty ZSK

7. N1UAlYA DNS server iN9Ulaein1u81315a989 DNSSEC

Wioanuaninsalunsihauieddu DNSSEC azdeauflulndnaauifndnvedlusunsy
TaglusunsuluunsssuuuiRnsenaidansviawAeaiu DNSSEC ogudn
wifinspsUSuLianansRianAtluuegn TudsfeadlvanadRielfiusinsy BINDS thing zone
s sign wasluldauunulng zone Fuatuiiu

Debian

vi /etc/bind/named.conf.options

options {
// Enable DNSSEC

dnssec-enable yes;
dnssec-validation auto;
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// Path to ISC DLV key
bindkeys-file "/etc/bind/bind.keys";
managed-keys-directory "/var/cache/bind";

CentOS

vi /etc/named.conf

options {
recursion yes;
// Enable DNSSEC

dnssec-enable yes;
dnssec-validation auto;

// Path to ISC DLV key
bindkeys-file "/etc/named.iscdlv.key";

managed-keys-directory "/var/named/dynamic";

}s

Microsoft DNS Server

(%

nN3tiuad DNS server Ul Microsoft Windows 1y finsivualyi DNSSEC
yhaduidsiueguda aunsonsnaeuld el

- WalUsunsuuImsdanis DNS

- #HludsTaindosside udnanludurnveand

A .
- l@|nly Properties
Y
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e DNS Manager =
File Action View Help

e XEB ez He i EE

‘ Debug Logging I Event Loggin; Monitoring Securty
d‘"?: DNS Mame ‘ Intefaces | Forwarders [ Advanced Foot Hints
I ﬂ MS2 | Forward Look =
— - Server version number:
4 j NS3 il Rﬂ[eL’.EL?UI(L 5.2 9200 [&2¥0)
b Configure a DNS Server... ts it n——
4 = Mew Zone... al F( | Server options:
r = Set Aging/Scavenging for All Zones... = [C|Enable BIND secondaries ~
bl 5 Stale R N J []Fail on load f bad zone data
g cavenge Stale Resource Records i
3 g : N [v|Enable round robin
Update Server Data Files [w]|Enable netmask ordering =
Clent Cache [w]Secure cache against pollution
[w|Enable DNSSEC validation for remote responses
Launch nslookup ¢ ¥
. —
(Opens the Al Take Name checking: [yt (UTFE) v]
View i Load zone data on startup: | From Active Directory and registry W |
Delete
Enable automatic scavenging of stale records
Refresh
i 5 =
Eiert et Scavenging period: |.- | |days v|
S | Reset to Default
Help

LWUI1 DNS server Uu Microsoft Windows server 2012 1n151Uan159119114989 DNSSEC

Phluensissiuoguds dunaldnindudeon [/] Enable DNSSEC validator for remote responses

ANNTITUMDUVBINITALTUNISE DNS server Tu Microsoft Windows 111971u60e31U DNSSEC
e 9aNYIIABNISLIY root trust anchors Tl Trust Point laensiiiy Delegatin Signer ¥4
root W UEA Trust Point w&3 DNS server ag1i1A1 DS LieSasuatoya DNSKEY

VDU D NF BN

\83991nAN01 root trust anchors Huasuulasle Tneg IANA Juduiuilaen (aatlvanldain
https://data.iana.org/root-anchors/root-anchorsxml) Fsindusissnsiageunasysulssdoya
root trust anchors @gLese

TYUMBUNITLAN root trust anchors WALUES Trust Point J6adl

~ aiflwan root anchors 7 https://data.iana.org/root-anchors/root-anchors.xml
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¥ <TrustAnchor id="AD42165F-3B1A-4778-BF42-D34A1D41FD93" scurce="http://data.
<Zone>.</Zone>
¥ <KeyDigest id="Kjgmt7v" validFrom="201@-87-15Te0:00:08+20:00" >
<KeyTag»>19836</KeyTag>
<Algorithm>8</Algorithm:
<DigestTyper2</DigestType>
¥ <Digest>
49AAC11D7BOFE446 TR 2ES4A1GRT 371607A1A41B55200FD2CELICDDES2F24EBFBS
</Digest>
</KeyDigest>
</TrustAnchor:

- WalUswNsuusSmsInnig DNS

gl’ % N d‘ [N ¥ a 1 ¥ s
- Fundlddisnens Yoirsesuiny LLa'JﬂaﬂﬂaiJﬂ’]u‘?J'J']‘UE]\‘iLiJ']ﬁ

- \@eniuy Add DS

File Action View Help
e« 7E o= H=E i 8

é, DS Name Status Type Algorithm
b g Ns2 [ {root) Active
4 g Ns3
p [ Fol Lookup Zones
b [ Revelfe Lookup Zones
P T”msi Poinﬁ.| Add
b [ (root)
[ Conditional
[ Global Logs

Import

|&oation Signer (DS) |

/

me:

Fully qualified domain name (FQDM):
ITrustAnd"lors.

Key Tag: [ 1036 5
Algorithm: R5a/5HA-256 | ¢
Digest Type: fsHa-256 =] ¢

Digest:
45AAC11D7BGFO446 702ES4A 160737100 7A 1A41855200FD2CEICDDES

2F24E8FBY|

Lok || concel |

VINYLUR: AVBLAVYBI Algorithm wag Digest Type lafnAKUIN

8. uhlvanaudfliindaya zone NE1UNTT sign uddvaslall rmutX.ac.th

v

aya zone NU3N1SUUTEUY DNSSEC Wudeyaazldainnis sign Tutumeuit 14 Tagld key

£%
¥ =

Mavasrevulutunoud 11 uag 12 Tdfn1unis sign udazlanaansidulng zone
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¥

MiideyausynaunsnTvdeuANgniedvesdayanien T zone n1ui8n15999 DNSSEC  Inainuns

sign agilduvenedelvadu signed

uAlvlnasnenis zone wielvonslulgnanniunis sign was ununslelng zone Auatu

Debian

vi /etc/bind/named.conf.local

zone "rmutX.ac.th" IN {
type master;
file "rmutX.ac.th.zone.signed";

}s

CentOS

vi /etc/named.conf

include "/etc/named.root.keys";

zone "rmutX.ac.th" IN {
type master;
file "rmutX.ac.th.zone.signed";

CentOS

o
Y o

Taifigunaun1sAaunIg

9. #51slaSnnaidwmsudanulng key

Key Alddmiun159i1euves DNSSEC agiinans key dmsulusunsy BINDY 1u unag key
zgnUuiinlilulvdueniy sudamsuimsdnns key Maenaifidduenanslugiswing asiinisaie key
Juanlinsoue Audnuane key Jsmisasraladnanesdmsunulndmariulilusumiaseatu

Debian
mkdir -p /etc/bind/keys/rmutX.ac.th

CentOS
mkdir -p /etc/named/keys/rmutX.ac.th
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#1115U DNS Server Ui Microsoft Windows 11 n1satiiunisiieniu DNSSEC agueniuluwsas zone

finsadunsluiuy step-by-step lngaziSuauainnisldiay Sign the zone nUUAEALTUAITATI

(%
v

key MAgIT0e JUAUGAMNILNTS sign Uaya zone N1IANTUNSTHINANTTUABUITUAUAMT]

WalUswnsuusmIsannis DNS

Handludate zone 31nlastaseiugiy waIRANULAMUINVOIUE

L?ﬂ‘aﬂmw DNSSEC >> Sign the zone

AU EIN1a99a L dun15AeIU DNSSEC

@onAtunIg Sign wUUUSULSALBY (Customize zone signing parameters)

=

File Action View Help

DNS Manager

e nE XE 6= Hm § @6

BE |

v v v v v

v

ES

Name
§—| (same as parent folder)
§—| (same as parent folder)

Signing Options

=l rmutX.acth |

I Reverse| Update Server Data File
r T'UStPci Reload

I [ Conditi¢ e Lt ia

b [l Global L Ew Host iR of AR

Mew Alias (CNAME)...
Mew Mail Exchanger (MX)...

Newgdomain...
M egation...
Othegflew Records...

Type Data

Start of Authority (SOA) [1], *- ~ormutily

Mame Server (NS) v tidocal
m >

v

DMSSEC

<

Sign the Zone ||

All Tasks.
View
Delete
Refresh
Export Li

Propertie

The DMS server supports three signing options.

Choose one of the options to sign the zone:

(®) Customize zone signing parameters.

>l

Unsign the Zone

DNS Security Extensions (DNSSEC)

Domain Mame System Security Extensions (DNSSEC) is a suite of
extensions that add security to the DNS protocol. Specifically, DNSSEC
provides arigin authority, data integrity, and authenticated denial of
existence. DNSSEC provides the ahility for DMS servers and resolvers to
trust DNS responses by using digital signatures for validation,

iﬂ} e you through the zone

in

Signe the zone with a new set of zone signing parameters,

() Sign the zone with parameters of an existing zone.

() Use default settings to sign the zone.,

Signs the zone using default parameters.

mare au DNSSEC

< Back ” Next = || Cancel
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11. 6519 Key Signing Key (KSK)

Junsadne key dmsuldlunns sisn deya DNSKEY (30 singn Wifiu ZSK 8nil) - adelagldmas

dnssec-keygen iail

dnssec-keygen [options] zone name

options
-f KSK AvuAlase KSK key
A Y a =
-a denlydaneasiiu
-b AUUATUIAUDY key
-n mvualasng key wieldiudayauuule

Debian

cd /etc/bind/keys/rmutX.ac.th
dnssec-keygen -r /dev/urandom -f KSK —-a RSASHA512 -b 2048 \
-n ZONE rmutX.ac.th

KrmutX.ac.th.+010+50136

CentOS

cd /etc/named/keys/rmutX.ac.th
dnssec-keygen -r /dev/urandom -f KSK —-a RSASHA512 -b 2048 \
-n ZONE rmutX.ac.th

KrmutX.ac.th.+010+50136

[
= L 1%

sremsinanlaanads dnssec-keygen azUszneunie 2 lild Ao IuAUMIY K A1us8de zone A1NAIY
algorithm id wag key id Inglwanladdruvene@elnailu key dwsuiiu public key

wazdnvenedolndilu private dwiuiiu private key figuuuu fie

K<zone>.+<algorithm id>+key id.key
K<zone>.+<algorithm id>+key id.private

Debian

1ls -1 /etc/bind/keys/rmutX.ac.th

KrmutX.ac.th.+010+50136.key
KrmutX.ac.th.+010+50136.private
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CentOS
ls -1 /etc/named/keys/rmutX.ac.th

KrmutX.ac.th.+010+50136.key
KrmutX.ac.th.+010+50136.private

Lﬁawﬂuiﬂl\lﬁ public key U89 Key Signing Key

Debian
cat /etc/bind/keys/rmutX.ac.th/KrmutX.ac.th.+010+50136.key

; This is a key-signing key, keyid 50136, for rmutX.ac.th.
; Created: 20160218160014 (Thu Feb 18 23:00:14 20106)
; Publish: 20160218160014 (Thu Feb 18 23:00:14 20106)
; Activate: 20160218160014 (Thu Feb 18 23:00:14 2010)
rmutX.ac.th. IN DNSKEY 257 3 10 XwEAAeMBSmZ...42P0edD404tK
gMKEgENn3wcGg7g3sPbION39qUk2iCMrwsdFCX0ZBc5. .. ZVb+ldnnbD2=

CentOS
cat /etc/named/keys/rmutX.ac.th/KrmutX.ac.th.+010+50136.key

; This is a key-signing key, keyid 50136, for rmutX.ac.th.
; Created: 20160218160014 (Thu Feb 18 23:00:14 2010)
; Publish: 20160218160014 (Thu Feb 18 23:00:14 2016)
; Activate: 20160218160014 (Thu Feb 18 23:00:14 20106)
rmutX.ac.th. IN DNSKEY 257 3 10 XwEAAeMBSmZ...42P0edD404tK
gMKEgEn3wcGg7g3sPbION39qUk2iCMrwsdFCX0ZBc5. .. ZVb+ldnnbD2=

Microsoft DNS Server

N15E319 Key Signing Key 89 DNS server Uy Microsoft Windows iu

agaflunsaeanduneun 10 Anuun Sdunouvesnsadunisiduwuy step-by-step LA

&
U

>e

- e lanunisadne Key Signing Key
- aandu Add \ieuiu Key Signing Key Tngazanunsod Key Siening Key liunnndn 1
579013

- mMuuaRdentun1sase key Usenausig
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- Key Properties: laananasdAnsiiisiaiuangan wu RSA/SHA512
Bonmnuenves key wisldrsadudu 2048 dwuindonsy q fnde
TldAndeuvoslsunsy

- Key Rollover: @onldannardsdurediusunsy

- Lﬁ'aéuqmmia%f’m key agnuidl key aglusienis
grannsasniunsiulunendsld wu au viowdly WHudu

Key Signing Key (KSK)
A KSK is an authentication key used to sign other keys.

The KSK is an authentication key that corresponds to a private key used to sign one or more other
signing keys. Typically, the private key corresponding to a KSK will sign other keys used for signing
the zone. A KSK may have a long validity period in order to provide a more stable secure entry

point into the zone. The public key of a K5K is used as a trust anchor for validating DNS responses.

Click Next to configure key signing keys.

Key Signing Key (KSK)
Configure one or more KSKs .

Configure parameters for at least one K3K. A maximum of three KSKs can be spedified for each of the
available cryptographic algorithms.

Algorithm Key length KSP Replication Rollover state  Initial rollover o... |
Guid
Guid: {00000000-0000-0000-0000-000000000000% ‘

Key Generation

< (®) Generate new signing keys.

Edit () Use pre-generated keys

: \/
Key Properties V
Cryptographic algorithm: |R5AJSHA'512 ¥ |
Key length (Bits): | 2043 v |

|M\crnsnft Software Key Storage Frov v |

Select a key storage provider to generate and store keys:

. ~
Key Signing Key ( DNSKEY RRSET signature validity period (hours): | 168 [

Configure one ¢

Replicate this private key to all DNS servers authoritative for this zone.

Configure parar

available crypto Key Rollover

Algorithm Enable automatic rollover

RSA/SHA-256 | 755 &
Rallover frequency (days): b2
Delay the first rollover by (days): | o : ]

| oK | | Cancel |
<| m | > ‘
Add ‘ | Edit | ‘ Remave

< Back ” Next > ‘| Cancel
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12. 6319 Zone Signing Key (ZSK)
Junisasne key dwsuldlunis sign snensdeya w3e Record i) 283 zone Wi SOA LTusiu
a¥9ldlmeldienda dnsseckeygen WuiRenfun1sase KSK audumeudduil 11 desusiussinnues key
flazadne vidoludessey k KK dndunsdall

dnssec-keygen [options] zone name

options
A Y a =
-a denlydaneasiiu
-b AUUATUIAUDY key
-n mvualasng key wieldiudayauuule

Debian

cd /etc/bind/keys/rmutX.ac.th
dnssec-keygen -r /dev/urandom —-a RSASHA512 -b 2048 \

-n ZONE rmutX.ac.th

KrmutX.ac.th.+010+29105

CentOS

cd /var/named/keys/rmutX..ac.th
dnssec-keygen -r /dev/urandom -a RSASHA512 -b 2048 \

-n ZONE rmutX.ac.th

KrmutX.ac.th.+010+29105

s1emsbilanlaaindnds dnssec-keygen azUsenausmie 2 Tild wasdsunuumuiediunisasng KK

muduneun 11 J5Uiuu Ao
K<zone>.+<algorithm id>+key id.key
K<zone>.+<algorithm id>+key id.private

Debian
1ls -1 /etc/bind/keys/rmutX.ac.th

KrmutX.ac.th.+010+29105. key
KrmutX.ac.th.+010+29105.private
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CentOS
ls -1 /var/named/keys/rmutX.ac.th

KrmutX.ac.th.+010+29105. key
KrmutX.ac.th.+010+29105.private

ilomlulig Zone Signing Key

Debian

cat /etc/bind/keys/rmutX.ac.th/KrmutX.ac.th.+010+29105.key
; This is a zone-signing key, keyid 29105, for rmutX...
; Created: 20160218160039 (Thu Feb 18 23:00:39 2016)
; Publish: 20160218160039 (Thu Feb 18 23:00:39 2016)
; Activate: 20160218160039 (Thu Feb 18 23:00:39 2016)
rmutX.ac.th. IN DNSKEY 256 3 10 XwEAAezAg8g...90nxD+YCULg9
PaVyANuS18H8mR1/FMr8Hcttltln3rjySIuQYAOlSr... ZxddFJrmAbe=

CentOS

cat /var/named/keys/rmutX.ac.th/KrmutX.ac.th.+010+29105.key
; This is a zone-signing key, keyid 29105, for rmutX...
; Created: 20160218160039 (Thu Feb 18 23:00:39 20106)
; Publish: 20160218160039 (Thu Feb 18 23:00:39 20106)
; Activate: 20160218160039 (Thu Feb 18 23:00:39 2010)
rmutX.ac.th. IN DNSKEY 256 3 10 XwEAAezAg8g...90nxD+YCULg9
PaVyANuS18H8mR1/FMr8Hcttltln3rjySI1uQYAQlSr... ZxddFJrmAbe=

Microsoft DNS Server

N158379 Zone Signing Key 984 DNS server Ui Microsoft Windows
A IuNIFIINTUREUNNTASS Key Signing Key Sumouil 11 firnuan
waziitunouvesmsAdiunsiduuwuy step-by-step ULy st
- yhenulanunisasne Zone Signing Key
- A@AnYy Add \fiauiyl Zone Signing Key Tngazanunsadl Zone Signing Key liunnnia 1
PRl

- muuasdentun1sase key Usenausie
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- Key Properties: laananasdAnsiiisiaiuangan wu RSA/SHA512
Bonmnuenves key wisldrsadudu 2048 dwuindonsy q fnde
TldAndeuvoslsunsy

- Key Rollover: @onldannardsdurediusunsy

- Lﬁ'aéuqmmia%f’m key agnuidl key aglusienis
grannsasniunsiulunendsld wu au viowdly WHudu

Zone Signing Key (Z5K) E*/
=

A Z5K is an authentication key used to sign the zone data.

The Z5K is an authentication key that corresponds to a private key used to sign zone data.
Typically Z5Ks are rolled over more frequently than KSKs,

Click Mext to configure zone signing keys.
Zone Signing Key (Z5K)
Configure one or more Z5Ks o
L~

Configure parameters for at least one ZSK. A maximum of three Z5Ks can be spedified for each of the
available cryptographic algorithms.

Algorithm Keylength  KSP Rollover state  Initial rollover o...  Rollover frequ ot ZSK
” Next = | | Cancel
Guid (m ]
Guid: {00o00ooo-oooo-oooo-oooo-ooooooooj& |

Cryptographic algorithm: | RSA[SHA-512 v ‘

Key length (Bits): | by
|Miu’osof‘t Software Key Storage Prov v ‘

Select a key storage provider to generate and store keys:

~
DMSKEY signature validity period (hours): | 168 v
Zone Signing Key (Z DS signature validity period (hours): | 168 |
Configure one or m =
Zone record validity period (hours): | 240 -
Configure paramet Key Rollover
available cryptogra [+ Enable automatic rollover
—_— ~
Algorithm Ke Rollover frequency (days): | b %
R5AfSHA-512 20
= Delay the first rollover by (days): | 0 :
oK | | Cancel |
< | m | 3
Add ‘ | Edit | | Remove
< Back ” Next = | | Cancel
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13. uflvlWadaya zone iiaiuwsatdrdaya DNSSEC keys

diowdunsimundi zone Tald key laUsgnaunisnsivdeutoya Jerenitn key v3o1909lWa key
fianns Taouflulid zone wlethdoya key Wlumelu Tufitaslé38ns INCLUDE
‘Vi%aﬂwLsﬁﬂ%'asgaéhEJmié’NSﬂUﬁVLWéﬁLﬁU key Tnenss Key fddnluldlu zone axdaafits 75K key
ay KSK key

Debian

vi /var/cache/bind/rmutX.ac.th.zone

STTL 1800 ; 2 hours

rmutX.ac.th IN SOA nsl.rmutX.ac.th. noc.rmutX.ac.th. (
)
NS nsl.rmutX.ac.th.
NS ns2.rmutX.ac.th.

; DNSSEC ZSK KEY

SINCLUDE /etc/bind/keys/rmutX.ac.th/KrmutX.ac.th.+010+29105.key
; DNSSEC KSK KEY

SINCLUDE /etc/bind/keys/rmutX.ac.th/KrmutX.ac.th.+010+50136.key

SORIGIN rmutX.ac.th.
nsl A 203.158.xxx.XXX
AAAA 2001:3c8:xxXXX: 1 XXXX

CentOS

vi /var/named/rmutX.ac.th.zone

STTL 1800 ; 2 hours

rmutX.ac.th IN SOA nsl.rmutX.ac.th. noc.rmutX.ac.th. (
)
NS nsl.rmutX.ac.th.
NS ns2.rmutX.ac.th.

; DNSSEC ZSK KEY

SINCLUDE /etc/named/keys/rmutX.ac.th/KrmutX.ac.th.+010+29105.key
; DNSSEC KSK KEY

SINCLUDE /etc/named/keys/rmutX.ac.th/KrmutX.ac.th.+010+50136.key
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SORIGIN rmutX.ac.th.
nsl A 203.158.xxx.xxXX
AAAA 2001:3Cc8:xXXXX: :XXXX

14. ailuns Sign Tidaya zone
Joya zone 7WUINTUUIZUU DNSSEC faudayaitiiunis sign g key
nlaaselinaananduniste 11 uay 12 Fumeuillunis sign Iiudeyalnd zone suaty

P v ¢ & I A . P v v Y a a ) |
wazaglanaansilulne zone AN1uNT sign Uad ddensuAlutoya zone isiALluNEMAT Wy
skt record Tu zone iunluiilnld zone duatiu musn1sunfvesn1sdnnIseaya zone
wagluduanying avfeeiiiunis sign Toyalna zone TvinnAss n13 sign Toya zone
antunslagldads dnssec-signzone fsil

dnssec-signzone [options] zone file [ZSK file ZSK file ...]

options
-k muuale sign lnalngd KSK 1
-N increment fsusliiduLise serial 990 zone fuatiu
-0 Auun ORIGIN Tulwanaaws
-t LEASADANEINITNINUY

Debian
cd /etc/bind/keys/rmutX.ac.th
dnssec-signzone -r /dev/urandom -k KrmutX.ac.th.+010+50136.key \
-N INCREMENT -t -o rmutX.ac.th \
/var/cache/bind/rmutX.ac.th.zone KrmutX.ac.th.+010+29105.key
Verifying the zone using ... algorithms: RSASHAL12.
Zone fully signed:
Algorithm: RSASHA512:KSKs: 1 active, 0 stand-by,
ZSKs: 1 active, 0 stand-by,
/var/cache/bind/rmutx.ac.th.zone.signed
CentOS

cd /etc/named/keys/rmutX.ac.th

dnssec-signzone -r /dev/urandom -k KrmutX.ac.th.+010+50136.key \
-N INCREMENT -t -o rmutX.ac.th \
/var/named/rmutX.ac.th.zone KrmutX.ac.th.+0104+29105.key
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Verifying the zone using ... algorithms: RSASHA512.

Zone fully signed:

Algorithm: RSASHA512:KSKs: 1 active, 0 stand-by,
ZSKs: 1 active, 0 stand-by,

/var/named/rmutx.ac.th.zone.signed

[
& a

1815 ENlINaINTST sign Yeya zone AxdlwdiRinvulval 2 Ind AeludfiiIunis sign

flauvenedelndidu signed LLaﬂWﬁﬁﬁ%”agamm Delegation Signer (DS) Folwd dsset-<zone>.

Debian
ls -1 /var/cache/bind
rmutX.ac.th.zone
rmutX.ac.th.zone.signed
ls -1 /etc/bind/keys/rmutX.ac.th
dsset-rmutX.ac.th.
CentOS

ls -1 /var/named

rmutX.ac.th.zone
rmutX.ac.th.zone.signed

1ls -1 /etc/named/keys/rmutX.ac.th

dsset-rmutX.ac.th.

Microsoft DNS Server

Lﬂu%umauqmﬁwum DNS server Ui Microsoft Windows #&3a1naLiiun1sasny Key Signing Key tag
Zone Signing Key 114 nsaifiumsduaainedifiodunis sign deya zone ftunoudsil
- i@onjuaes Next Secure (NSEC) tu NSEC3
- 1@en Enable the distribution of trust anchors for this zone tielilusunsuLiis zone
fdndudiumisves trust anchor vasszuy
- Tumsa¥s DS record W@onnszuIuns SHA-384 nsdifidoyalu zone laiunn

o a 1 v <
- anflunsaslUaulaiasa
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HNext Secure (NSEC)
MSEC and NSEC3 resource records provide authenticated denial of existence, "

& NSEC or NSEC3 for authenticated denial of existence.
(®) Use NSEC3

Iterations: 50 =
[¥] Generate and use a random salt of length: 8 :
Trust Anchors (TAs)
Configure distribution of trust anchors and raollover keys.
[ Enable the distribution of trust anchars for this zone,
If this is also a domain contraller, trust anchors for this zone will be distributed to all other DNS
servers running on domain controllers in the forest. If this DMS server is not 8 domain contraller,
a trust ancher for this zone will be added only to the local trust anchor store, Selecting this ” Next » | | c |
option enables DNSSEC validation for this zone on all the servers where trust anchors are = e
distributed.
Signing and Polling Parameters
Configure values for DNSSEC signing and polling. u -
DS record generation algorithm: |5HA'384 v|
D5 record TTL (seconds): | 3800 |
DMNSKEY record TTL (seconds): | 3600 | ” Mext = | | Cancel |
Secure delegation polling period (hours): | 12 e
-
Signature inception (hours): | 1 3 i .
Offset from current time when the signature is created. ecu nty Extensions (DNSSEC)
accegsfully configured the following parameters to sign the zone.
=1 rmuti.ac. th ~
i MNS3
o key (KsK): 1]
RSA/SHA-256
< Back Mext > Cancel 1: 2048 bits
” | | | isoft Software Key Storage Provider
gnature validity: 168 hours =
| & >

To configure different parameters, dick Back.
To begin signing the zone, dick Next.

To dose the wizard without signing the zone, dick C:

< Back H Next > || Cancel

15. BUAUNTITN191UVD9LUSHNSYU BINDY v

MRINUALY zone warALTINNT sign Toya zone wad dwsulusunsy BINDY
Aossusuhnulysunsulninnase

Debian & CentOS

rndc reload

16. NAFDUNITNNNIU

anusanageun1syieuves DNS laandd dig Tuduneuil iWunmageunisihauiineidesiu

DNSSEC aeludiiasaanau Tnadaliineitvasnulamussauuy
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dig @localhost rmutX.ac.th SOA +dnssec +multiline

;; ANSWER SECTION:
rmutX.ac.th. 1800 IN SOA nsl.rmutX.ac.th. noc.rmutX... (
2016032899 ; serial

10800 ; minimum (3 hours)
)
rmutX.ac.th. 1800 IN RRSIG SOA 10 3 1800 (
20160426125413 20160327115413 29105 rmutX...
vmGZKTi2wflaxZpbZL+...baoBXN87kEcrl4QS9AGlw== )

dig @localhost rmutX.ac.th DNSKEY +dnssec +multiline

;; ANSWER SECTION:

rmutX.ac.th. 300 IN DNSKEY 256 3 10 (
AwEAAezAg8gwo7GOPmi...jcK7xR2tFgzTz3jxddFJrmAbk=
) ; ZSK; alg = NSEC3RSASHAl; key id = 29105

rmutX.ac.th. 300 IN DNSKEY 257 3 10 (
AwEAAeMBSmZydZ/J+VT...LOBUx/bfAR8DAUSVb+1dnnbDE=
) ; KSK; alg = NSEC3RSASHAl; key id = 50136

rmutX.ac.th. 300 IN RRSIG DNSKEY 10 3 300 (
20160402032333 20160303032333 29105 rmutX.ac.th.
kDAZR7gi+AHshZI4XIt...NbnB86uOuAPxVj/ggHU++Q== )

rmutX.ac.th. 300 IN RRSIG DNSKEY 10 3 300 (
20160402032333 20160303032333 50136 rmutX.ac.th.
jecrWaP4pBZFUde3jgi...T1GCrZUZ1PgdfpWVDASGOQ== )
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n1suiuvaya Delegation Signer (DS) Tudayadlusnisaangitoulaim

Tunautl Wunsaseanuduiusiuseninagliuinis domain szavuu Augliusnissedivgesdaly
lnuneseveya Delegation Siner 3MNKIAUINNT domain sesiugeos

Tialuszuunsvieuvelviuinig domain seiuuy

Uoya Delegation Signer azaglululd dsset-<domain>. MlAa1NN"3 sign Youa zone ludunounoumntiil

NNASININTT sign Yoya zone My KSK 1ax Alulwla dsset-<domain>. agldiudeuuyas datiy

nnAsIniinisuiluteyalu zone wagAniiuns sign Toya zone Tnyl L ndusaudly Delesation

Signer ME{l¥U3N15 domain seAivUY

' = Y X 1% I3 I A o a . v = 1% Y
WLEUINUNTATI KSK GUUJJ'WIGU\‘]"IULUU key IWN bUBATLUUNTT SIgN GU@i,I“a zone LIYguIgLan

wfpsntaya Delegation Signer LUUSUUEIAUTNNT domain seAuULme

17. n1591UA1 Delegation Signer (DS)

#11150971UA1 Delegation Signer 1a 2 38 Ao T9A&e dnssec-dsfromkey tioA1UIUAT DS Al
public key v83 KSK %50 Wagiilemlulid dsset-<zone> visil Tl dsset-<zone>

WNATUNAIRINNTT sign UBya zone UAIWWINTIL TgUnuueFsall

dnssec-dsfromkey [options] keyfile

Debian

dnssec-dsfromkey \
/etc/bind/keys/rmutX.ac.th/KrmutX.ac.th.+010+50136.key

rmutX.ac.th. IN DS 50136 10 1 3B05...A72
rmutX.ac.th. IN DS 50136 10 2 C350...38F 4229A

Alulnandunaunain sign Toya zone
cat /etc/bind/keys/rmutX.ac.th/dsset-rmutX.ac.th.

rmutX.ac.th. IN DS 50136 10 1 3B05..A72
rmutX.ac.th. IN DS 50136 10 2 C350...38F 4229A
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CentOS

dnssec-dsfromkey \
/etc/named/keys/rmutX.ac.th/KrmutX.ac.th.+007+50136.key

rmutX.ac.th. IN DS 50136 10 1 3B05...A72
rmutX.ac.th. IN DS 50136 10 2 C350...38F 4229A

alulvéndunaunann sign deya zone
cat /etc/named/keys/rmutX.ac.th/dsset-rmutX.ac.th.

rmutX.ac.th. IN DS 50136 10 1 3BO5[...]A72
rmutX.ac.th. IN DS 50136 10 2 C350[...]38F 4229A

Microsoft DNS Server

¥

%’aada Delegation Signer (DS) 983 DNS server Ul Microsoft Windows Hu S0U#§99100"T sign
Toya zone WauAY AuTURDUN 14 Mruan deya DS aggniuiinliduwuudearululid

CAWindows\System32\dns\dsset-<zone>

(—:I - T | b This PC » Local Disk (C:) » Windows » System32 » dns
, Dism e Marme
. dns || dsset "ot L
backup || dsset-rmutk.ac.th
samples [ dsset ke s o
rmutx.ac.th. 3600 IN DS 56956 8 4 (

FOOCTE8D516EBDESC1BO1DAG4DSCSD3ACE2SED
F2CES82BES4ADAD0OTICTTOCOBA40GSCECGEOA
SF361BOBRA4R4AFS2D553FACR )

3600 IN DS 262531 8 4 (
41DC3EAB1261CATRET318CS22F528ES956FC
FO67333DB6D2D62E41084B72BCDS0ATALT4T
S615FA8BAT954ATEC42871404 )

18. Wiudaya Delegation Signer (DS) lugudayaglviuinisszauuu

HLAUSNISUDLALAMIUSEAUUU MI8LUSWNSU DNS server wiaglushnsy

Y Y

SNao

sNmseYemenisisnsiulunisindeya Delegation Signer (DS) FspdapunuaIngliuinig

NIoAN®I9INIBNT AU TN TULUS)
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salldu3nis THNIC dWudliu3nislauussauuy

THNIC figeamsdmsuligndndiluvimsdnnisiamureswmu fuuinisuuiuledves vsem

¥
v [

=
HUUYURBURN

he

Guannsanuleddliuinisaansideulamu http/www.thnic.co.th waganiiuniseslumudisiv

(]
"'""ﬂ'- THIZ ﬁ usns dnlBms ulmna dunudaing Wenfns 24/7 Support 0 (+66) 0 2105 4007 = ==

Aot ar REGISTER DOMAIN CONTACT US
q

© 1aui FIRMENICH COTH azanavaanaiaszuuluiuid 1 fiuneu 2559 amiflasan dfiamsaslamudnfanis

AIUNUIUUILY .TH Domain Management

TTUUTRNTIALIY

& Member Login

5i5
7 Admin System
| Internet Solution

Create Account Forgot Password

LADISPLAYS GROUP CO. LTD.

—_ ‘%

“’4

AanUa Member Login Li@iSuAuNSdseuuuImsInng

.TH Domain Management
FEUVAANIT LALLY
Create Account Forgot Password
4 o o~ o < 4 v
ATDNYBUY VAL INFNIULNDAIVDEVITEUY
[ XOX@x0d.com)| -3 ]
Login
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AANGASA My Domain Liednn1svayalawy

© Register Domain =My Domain B My Request Search Domain Q

Aan wily DNSSEC a1nsenistatuuiisesnisuily ieunludeyaiiieadesiu DNSSEC

= o W
ﬂﬂﬁainmuﬁauuﬂum SortBy w

Service

RMUTLAC.TH
Caura | s unaons | suraonssee | oo | W

B w3z dnm ne ¥ wni'la DNS 'lna
UWT-ad1Lth m

Wdayavnlng Delegation Signer (DS) Aldannduneaud 17 iandrlulusienis DS anuulviadniden

1o, desnmsunlutoyalawu Laduanaisn1sAanUL Add visil Aoeiiusieg DS 14 2 918013 Audfy
Create Record for  RMUTILAC.TH

50134 SBFADSDAC]]. .| A745140094632

10

T, ol aga e
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mzﬁsﬂﬁﬁm{[mL@Jmsé’wmﬁﬂﬂﬂmim BIND9

Tiieuilon Delegation Singer (DS) filsanndunaudi 17 TUiinlulg zone voslusunsu BINDY
vosliuIN3sEAUUY WU 11 DS ¥4 subrmutX.ac.th lUiialulyd zone w89 rmutXac.th

Debian

vi /var/cache/bind/rmutX.ac.th.zone

rmutX.ac.th. IN SOA nsl.rmutX.ac.th. noc.rmutX.ac.th. (
2016032899 ; serial

10800 ; minimum (3 hours)

)

sub.rmutX.ac.th. IN DS 50136 10 1 3BF...5149622
sub.rmutX.ac.th. IN DS 50136 10 2 C31...119735F 42092A9A

CentOS

vi /var/named/rmutX.ac.th.zone

rmutX.ac.th. IN SOA nsl.rmutX.ac.th. noc.rmutX.ac.th. (
2016032899 ; serial

10800 ; minimum (3 hours)

)

sub.rmutX.ac.th. IN DS 50136 10 1 3BF...5149622
sub.rmutX.ac.th. IN DS 50136 10 2 C31...119735F 42092A9A

nsdiflitusnslauszauuwulusunsu DNS server uu Microsoft Windows
UCRATY Delegation Signer (DS) 41U DNS server uu Microsoft Windows the Wnsuiiu DS record
WUl zone seduuy W 111 DS 489 sub.rmutX.ac.th lUislulg zone vas rmutX.ac.th
fiuneuvesmseiy dall

- WalUsuAsuusmsinnis DNS

- Fundludsie zone sevvuanlassadidiude whednduduveand

- LﬁaﬂLmé Other New Records...

- 180N Delegation Signer (DS) 2115189113 record type:
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- 1fiudeya Delegation Signer U84 zone FEAUANTIABING

Eop

File Action View Help

e sEIXEBcz HE § 86

o 7 1 |~ || Name Type Data

bl mheamaimin ) ] (same as parent folder) Start of Authority (SOA) [, =% a5l
boI2d waaee Tany g (same as parent folder) Mame Server (MS) B e
[ ;

=3 S R R
Q* LT R o |
. rmut.acth T

’ﬁ Update Server Data File

p [ Reverse Lookup
p [ Trust Points Reload
[ Conditional For Mew Host (4 or AAAA)...

i [ Global Logs | Mew Alias (CNAME)...
(¢ m

Mew Mail anger (MX)...
Mew Dol
Mew Dele Mas

- Create @ new resource reco

| Other New Records... iy s fEamdiine: o
AFS Da (AFSDB) |~
DMSSEC Alias (1 I:‘
|7 ATM Addr ATMA
All Tasks
= DHCID |
Wiew N ] |~
Delagation Signer (DS)
. r (DS) record. Used for validating chained DNSSEC A
2T | b.
Fully qualified domain namgl §FQDN):
sub.rmutX.ac. th, u |
Key Tag: | 50136 |
Algorithm: |RsA/sHa-512 v u _
el
Digest Type: SHA-384 v ' 4 -
Digest: | cresterecord... | [ cancel
FOOCFED516E8DG 5C 160 1DAG4DSCED3C629ED
F2CES528E94AD3D071C770COBA4069CECESA
9F3615058A4\A4F520555FACA|
[ ok || canel

19. ASNAFIUNIINIIUUBY DNSSEC

[

ANIONAADUNNTYINUVDS DNS laainads dig fadl

wmaauﬁaga Delegation Siener (DS)

dig @8.8.8.8 rmutX.ac.th. DS +noadditional | grep DS

rmutX.ac.th. 7199 IN DS 50136 10 1 3BF...5149622
rmutX.ac.th. 7199 IN DS 50136 10 2 C31...119735F 42092A9A
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dig @8.8.8.8 www.rmutX.ac.th A +dnssec +trace +multiline

15968 IN NS h.root-servers.net.

15968 IN RRSIG NS 8 0 518400 201604..000 (
tJricQz25bdoSt8BlaF...vIGVQjJl5I= )

th. 172800 IN NS a.thains.co.th.

th. 86400 1IN DS 31159 8 2 (
B93A04EDD2B7DA8726B...DC86B1F6FRY )

th. 86400 1IN RRSIG DS 8 1 86400 201604..000 (

AOaGRuQVPtINJNW35bU...S+MOn+G73c= )

rmutX.ac.th. 7200 IN NS nsl.rmutX.ac.th.

rmutX.ac.th. 7200 IN NS ns2.rmutX.ac.th.

rmutX.ac.th. 7200 IN DS 50136 10 1 (
F31F721509D94F38716...A14CDEC9652 )

rmutX.ac.th. 7200 IN DS 50136 10 2 (
F31F721509D94F38716...34F62092C9F )

rmutX.ac.th. 7200 IN RRSIG DS 8 3 7200 20160424150448 (

IBnM5znJdmZcIT615L5...ehIbQPMSMo= )

www.rmutX.ac.th. 300 IN A 203.158.xxx.xxXX

www.rmutX.ac.th. 300 IN RRSIG A 10 4 300 201604...46 (
20160328023808 29105 rmutX.ac.th.
4MzziEnoxgphYcNWOyrTkRs. ..88VuA== )

Ha3nsdlovadauaindu http://dnssec-debugger.verisignlabs.com %38 http://dnsviz.net

Diomain Mame: \[rmuti.ac_th

Enter a domain name to be tested.
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Analyzing DNSSEC problems for rmuti.ac.th

@ Found 2 DNSKEY records for .

© DS-1e0385ia-1 verlies DNSKEY 19008589

@ Found 1 RRSIGs over DNSKEY RRset

@ RRSIG-19038 and DNSKEY- 18038550 verifies the DNSKEY RRset

@ Found 1 DS records for th in the . zone

@ Found 1 RRSIGS over DS RRset

@ RRSIG-s:545 and DNSKEY-54520 verifics the DS RRzet

@& Found 2 DNSKEY records for th

© D5-111505HA-258 veriies DNSKEY-11138s52p

& Found 2 RRSIGS over DNSKEY RRsel

@ RRSIG-31156 and DNSKEY-21120550 verifies the DNSKEY RRset

@ Found 2 DS records for ac.th n the th zone

& Found 1 RRSIGS over DS RRsel

@ RRSIG-s39:5 and DNSKEY -5334a verifies the DS RRsetl

& Found 2 DNSKEY records for ac.th

@ DS-25ea50-1 verifies DNSKEY-25easTr

& Found 2 RRSIGS over DNSKEY RRset

® RRSIG-2585 and DNSKEY -258s52p veriies the DNSKEY RRset

rmuti.ac.th

& Found 2 DS records for rmuti.ac.th in the ac.th zone

@ Found 1 RRSIGs over DS RRsel

® RRSIG-2381 and DNSKEY -3 verifies the DS RRset

& Found 2 DNSKEY records for rmutl.ac th

@ DS5-s0136:50A 258 veriies DNSKEY=s0116559

@ Found 2 RRSIGs over DNSKEY RRzel

& RRSIG-79105 and DNSKEY-29105 verifies the DNSKEY RRset
A nstormuti.ac th serial (20160217 10) differs from ns2 rmuti.ac.th serial (2016021712)
@ rmutiac_th A RR has vaiue 203.158.1926

& Found 1 RRSIGs over A RRset

@ RRSIG-z9t05 and DNSKEY-29105 verifies the A RRsel
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n1sfiviunAENUR DNSSEC 4adlusunsal DNS server 61U Slave

NSUNINTISAAMAI DNS server wWUU slave winlrusnisiussuy Wialan15vn91uvad DNSSEC Tuiasas
master ka7 kazABINIShALASEY slave TUSNISwuUU DNSSEC gy

Fududosaniunisiiualiddngsu slave fe

20. MsfmunanaNtA DNSSEC UulAzas Slave
nsddunstiiaiosiiu slave u Sduneulsian
wazdinnududoulsisnnwifunsdidunslusiaies master
Tnefitumauiiinsannisinuanuaudt@ilsiuinns DNS wuunfiftesiunouden fe
M3¥nnsvihaulsiieies slave Tu3msuuy DNSSEC dunsénundieya zone a1n master

[

@ o Aa = ad a o a &
NAMUUNITUNBUITNITUNA ANUUNITAIU

Debian

vi /etc/bind/named.conf.options

options {

// Enable DNSSEC
dnssec-enable yes;
dnssec-validation auto;

CentOS

vi /etc/named.conf

options {
recursion yes;
// Enable DNSSEC

dnssec-enable yes;
dnssec-validation auto;

}s

33/55



AleN15AAAI DNSSEC, Usenie wid, 1uvs.da1

wNlwlnds1enns zone wialvonafam3ag master

Debian

vi /etc/bind/named.conf.local

zone

CentOS

"rmutX.ac.th" IN {

type slave;

file "rmutX.ac.th.zone";
masters { 203.158.xxX.xXXX; };
allow-notify { 203.158.xxxX.xXXX;

vi /etc/named.conf

Ji

include "/etc/named.rfcl912.zones";
include "/etc/named.root.keys";

zone

b

21. 5uAUN1SIN9UvBelUskNsu T

"rmutX.ac.th" IN {

type slave;

file "rmutX.ac.th.zone";
masters { 203.158.xxXxX.xxxX; };
allow-notify { 203.158.xxXxX.XXX;

Ji

nnpsendinisuilulndaueaudRivesiusunsy BINDS duludeslinlusunsuiilvdaauaudflndluldenu

wseddbsuAuIuYedUskn U vt nATe

Debian & CentOS

rndc reload
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N15US1153AN15 DNSSEC key

wietaaiunrSaunlunisUasuudastaya DNS InegusyasAine dauassuy DNSSEC Jedpaaiiunisiu
key N1a57199u viseflinuegodgnies lnedasdniiunisegatos 2 g fie 15y key Tivaende

wazn1siUdsuLUa key

22. P15IALNU key

YAUDI Key 4l DNSSEC Usznausme 2 key #o Public key iy key mmmzﬁﬁm’%aﬂizmﬂl”ﬂuﬁﬁau”a

zone ¥i58 DNSKEY uag Private key u key d@usnldlunssuiunis sign selilaegaua zone
e Public key: K<zone>+<algorithm id>+<key id>.key
® Private key: K<zone>+<algorithm id>+<key id>.private

Key Aldlun15vha1unes DNSSEC wils zone anunsadildiunnnii 1 YA W Zone Signing Key (ZSK) ua

Key Signing Key (KSK) Tnglumils zone figtanunsadl ZSK waz KSK léunnnin 1 key Sndne

98 key Nndudesdaiulvivasnsede private key Ineditauuzilmnuliludewuuoenlay
Wianeuenszuu DNS tnsmznsdildrssinisdsundastoyalu zone tu uin1sinulvd private
key NMEUBNTZUUBIAAAAINEINTI MNEAadnTudesdniiunig sign Toua zone otue Fedosly

private key Usgnauns sign YnA33

23. msUSuasu key (Key rollover)

nsuTuLUaeu key nlglu DNSSEC anansanseviila lnenisiudeuudasiniingin 2 wnua fe
maUasumuseuna uaznaUaeudle key Mduugnulueviolu key agluanmilivaensdeudy

mM3LUAeuudas key Lo key Nldoggnuluevise key Lisgluanmivasnsioiiy

o a

& a v v oa
WUdIne WWLUUﬂ'ﬁI@EJ‘WUV]LN@Gﬁ'JQW‘U

9] a S & A Y] 9 vy sy a Y]
nsUTuasn key museunatiu Aedesiulallvigussasdienneneuazoonsia
a ax ‘:1' o yee . °o & y) ‘:4' P
WIBMToNaNAL U private key Uavenauszaunadisas msuiudeu key Indegiaue

FudULUINAG AATANTuNT
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Hdauuzilunsusuaeu key suseuszazhnariluiedeiinfe asideuudas ZsK

pgianayNiou Wagdsuluas KSK agiauennd

lonansatiuiuuziiiansusuEsY key WUy Pre-Publish (fc6781#section-a.1) %30t key
Tmilsusmavielinumugiiu key iy fdwumsdndunsiaede fadl
1. @59 key lnuaziindiudnluly zone Tnedna sign Uoya zone MY key LAYl
iieliirsosgnanglasy key Tmilineu
2. nauwnu key Linene key vl Iagn1s sign Yaya zone A7g key nl
LﬂéaqgﬂﬁhEJa’umamwaaUsi’J’ayja zone l8de key Tnaliipslasulunda

3. @uaniienisil key Wneen laenis sign Uaya zone mae key lul

24. M3UFuUABL Zone Signing Key (ZSK)

JUABUNITANRUNTURYU ZSK 92A09n L IUNIST 3 TURDW AUAN LASAINIILVBINISALDUNISAD
posihdaya ZsK lniluliusnisnseus fu ZSK 11 wielviasesgninein ZSK
Tndiluulnsaunaunsunuiviseay ZSK 1A

1 December 1 January 1 February

Old ZSK

-I?}Ylllﬁlllllllﬁ

- Create New 75K - Remove QOld Z5K

- Publish Old & New ZSK . PIUthf_l New Z5K

-Sign with Old 7K _ pyplish Old & New zsk 28" With New Z5K
- Sign with New Z5K

Asiasu ZSK msnseyilvusawinidulule wu Uszauna weuas 1 Asa ¥se 3 wau 1 Asa

i%
o v w o

fhagranalUiidunsiudeu ZSK Tuduil 1 1ns1AN 2017 J81@utuueInITaaunIIaan
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nsaluad DNS server Ul Microsoft Windows 14 n1sUsullau ZsK aglasunisusulasulnednlugin
Tagszouzinainiseaniunistiu Wulusunisdideniideniluvaiznisasne ZSK amudumnaui 12
Tnedladanaltdan [/] Enable automatic rollover 13 wiauInInuaAsauaInNIsaiun1snaeInig

souszazhaduaARwiufe 90 Ju vielinsusuasu ZSK vne 90 Ju

Key Rollover
Enable automatic rollover

Rollover frequency (days):

Delay the first rollover by (days): | 0 =

J v o a N 1% =3 o v v
LAVINABINITANUUNITIUALU ZSK AI8mULDY ﬂﬁ?ll']iﬂﬂi%i/ﬂlﬂﬂiﬁﬂu

JUN 1 §U21AN 2016 138 1 LABUNBUNISWNUT ZSK fae key Tual

a519 ZsK Tval ednds dnssec-keygen Wuienfuduneud 12 wadnsnle azimduld key
YalvainTouniadl key id lvd

Debian

cd /etc/bind/keys/rmutX.ac.th
dnssec-keygen -r /dev/urandom -a RSASHA512 -b 2048 \
-n ZONE rmutX.ac.th

KrmutX.ac.th.+010+30623

CentOS

cd /var/named/keys/rmutX.ac.th
dnssec-keygen -r /dev/urandom -a RSASHA512 -b 2048 \
-n ZONE rmutX.ac.th

KrmutX.ac.th.+010+30623

Paliad ZsK Tunsdindnlulng zone dnndlalnd Wislvinisusznne ZSK

TndlugamTosgnanewiiudinain ZsK i
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Debian

vi /var/cache/bind/rmutX.ac.th.zone

; DNSSEC ZSK KEY

$INCLUDE /etc/bind/keys/rmutX.ac.th/KrmutX.ac.th.+010+29105.key

SINCLUDE /etc/bind/keys/rmutX.ac.th/KrmutX.ac.th.+010+30623.key
; DNSSEC KSK KEY

SINCLUDE /etc/bind/keys/rmutX.ac.th/KrmutX.ac.th.+010+50136.key

CentOS

vi /var/named/rmutX.ac.th.zone

; DNSSEC ZSK KEY

SINCLUDE /etc/named/keys/rmutX.ac.th/KrmutX.ac.th.+010+29105.key

SINCLUDE /etc/named/keys/rmutX.ac.th/KrmutX.ac.th.+010+30623.key
; DNSSEC KSK KEY

SINCLUDE /etc/named/keys/rmutX.ac.th/KrmutX.ac.th.+010+50136.key

ALuNTT sing Toya zone lnedinsly ZSK 1iw uay KSK ifiu wans sign azilveya ZSK ludegludeya

zone Mg
Debian

cd /etc/bind/keys/rmutX.ac.th

dnssec-signzone -r /dev/urandom -k KrmutX.ac.th.+010+50136.key \
-A -N INCREMENT -t -o rmutX.ac.th \

/var/cache/bind/rmutX.ac.th.zone KrmutX.ac.th.+010+29105.key

Verifying the zone using ... algorithms: RSASHAS512.
Zone fully signed:

Algorithm: RSASHA512:KSKs: 1 active, 0 stand-by,

ZSKs: 1 active, 1 stand-by,
/var/cache/bind/rmutX.ac.th.zone.signed

CentOS

cd /etc/named/keys/rmutX.ac.th

dnssec-signzone -r /dev/urandom -k KrmutX.ac.th.+010+50136.key \
-A -N INCREMENT -t -o rmutX.ac.th \
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/var/named/rmutX.ac.th.zone KrmutX.ac.th.+010+29105.key

Verifying the zone using ... algorithms: RSASHA512.

Zone fully signed:

Algorithm: RSASHA512:KSKs: 1 active, 0 stand-by,
ZSKs: 1 active, 1 stand-by,

/var/named/rmutX.ac.th.zone.signed

Suauyinnuvedusunsulugd wWielwmirlng zone Mg sign loldlnalulnusnis

Debian & CentOS

rndc reload

Microsoft DNS Server

n15a519 ZSK Tvailu DNS server Ui Microsoft Windows 11 @1unsasiiunislawuiu

widun1sadne ZsK Juduyalngd naunugaiuviaiun iielidinaaudfuandigluan ZsK ganuvianue

U 9aND39N YWINAY Lazduq ATURDUAD

WalUswnsuusmsannis DNS

andludsie zone seAuvuNlATIAFIIUEY LiAaNUNATLYIVENINS

\en1ds DNSSEC >> Properties...
AANUIU ZSK
AaNUYN Add \ieiiy Zone Signing Key

mMuUARIaaNtuN1Iase key Usenausie

- Key Properties: laanAaaudfn1sidnsianiviangay 1w RSA/SHA-512

FonANeNIvBe key wisolARsRUTU 2048 drudidendu § Nude

nldaasauaeslusins
- Key Rollover: idonldainAssduueslusunsy

- dleAuann1sasne key agnudnd key nsleglusenis
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a (same as parent folder)
ookup Zones

Q (same as parent folder)
ar th E=1 L

Update Server Data File
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Type
Start of Authority (SOA)
Mame Server (MS1

RR Signature (R |KSK |ZSK

| Next Secure (NSEC) I Trust Anchor I Advanced

RR Signature (R
Zone signing keys (Z5Ks):
Reload RR Signature (R aning keys (£5¢5)
Mew Host (A or AAAA)... RR Signature (R Algorithm Rollover status Key length KSP Rt
New Alias (CNAME) RR Signature (R RSAfSHA-512 Mot Rolling 2048 Microsoft Softw...  Er
New Mail Exchanger (MX)... DNS KEY (DNSk
. DS KEY (DMSE
MNew Daomain...
i ot DNS KEY (DNSE | [ 1 m >
P DNS KEY (DNSH ¥
MNew Records... Nexd®ecure 3 P | Add | | Edit | ‘ Retire | | Rallover
| DMSSEC 3 Summary:
Algorithm: RSA/SHA-512 ~
LolfEES b : Key length: 2048 bits i
T N Properties KSP: Microsoft Software Key Storage Provider
- TNERL SELUTE 5 11 DNSKEY signature validity: 168 hours
Guid wvalidity: 240 hours |=
Guid: {00000000-0000-0000-0000-00000000083
Key Properties ‘ ' F
Key Storage Provider; 71 cd ¢7 45¢5d7
Cryptographic algorithm: |R5AJ“5HA'512 ‘ F W | 2 -
Y :
Key length (Bits): | 2048 v | | >
: . Microsoft Software Key Storage Prov
Select a key storage provider to generate and store keys: | |
DNSKEY signature validity period (hours): | 168 : |
DS signature validity period (hours): | 168 :
[20 a

Zone record validity period (hours):
Key Rollover
[#] Enable automatic rollover
Rollover frequency (days):

Delay the first rollover by (days):

¢

[ ] [

Configuration of DNSSEC

rameters was successful,

The following is the summary of changes made on the zone
rmutac.th:

The DMSSEC parameters for the zone have been modified.

Click Yesto proceed or Mo to abur‘tt@peraton.

| Yes | |

No

ilenmaeutoyaves zone Tudru DNSKEY 9gwuingl DNSKEY vee ZSK 1fis way ZSK Tyl

gnvidludiunes RRSIG wansliliiudn doya zone §ansgn sign ny ZSK Wiy

dig @localhost rmutX.ac.th DNSKEY +dnssec +multiline

ANSWER SECTION:

1800 IN DNSKEY 256 3 10 (
AwEAAcCByesHoxyI...gOoG3BriGoS6zalPktgpJ30=
) ; ZSK; alg RSASHAS12; 29105
1800 IN DNSKEY 256 3 10 (
AWEAAfuoZTTMyr3...ngx+qY¥/4CR3LvyGt7Qy+i+U=
) : ZSK; alg RSASHAS512; 30623
1800 IN DNSKEY 257 3 10 (

rr

rmutx.ac.th.

key id
rmutX.ac.th.

key id

rmutx.ac.th.
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AWEAADSAj/gsaCl...bSOozvqUnEF2X5f1gl6QW7QM=
) ; KSK; alg = RSASHA512; key id = 50136

rmutx.ac.th. 1800 IN RRSIG DNSKEY 10 3 1800 (
20160505125429 20160... 29105 rmutx.ac.th.
CcrivbpG3gSnlx7...T96E3TL1hJrzX60b27nw== )

rmutx.ac.th. 1800 IN RRSIG DNSKEY 10 3 1800 (
20160505125429 20160... 50136 rmutx.ac.th.

cQ8C3yP6ZcMso/e...1izytfQptyL/rzvkhm7VA== )

Jui 1 unsIAY 2017 %58 Tundinsuwnud ZSK a8 key Tual

ALTIUNT sing Yoya zone Tngly ZSK Tval war KSK 1fin wan1s sign azdaildaya ZSK
\WinAsagsaluie
Debian

cd /etc/bind/keys/rmutX.ac.th

dnssec-signzone -r /dev/urandom -k KrmutX.ac.th.+010+50136.key \
-A -N INCREMENT -t -o rmutX.ac.th \

/var/cache/bind/rmutX.ac.th.zone KrmutX.ac.th.+010+30623.key

Verifying the zone using ... algorithms: RSASHA512.
Zone fully signed:

Algorithm: RSASHA512:KSKs: 1 active, 0 stand-by,

ZSKs: 1 active, 1 stand-by,
/var/cache/bind/rmutX.ac.th.zone.signed

CentOS

cd /etc/named/keys/rmutX.ac.th

dnssec-signzone -r /dev/urandom -k KrmutX.ac.th.+010+50136.key \
-A -N INCREMENT -t -o rmutX.ac.th \

/var/named/rmutX.ac.th.zone KrmutX.ac.th.+010+30623

Verifying the zone using ... algorithms: RSASHAS512.
Zone fully signed:

Algorithm: RSASHA512:KSKs: 1 active, 0 stand-by,

ZSKs: 1 active, 1 stand-by,
/var/named/rmutX.ac.th.zone.signed

Busuiauveslusunsulu elwmilvga zone Ak ung sign Inalualuliusnng

Debian & CentOS

rndc reload
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Microsoft DNS Server

nsUSuABY ZSK dhemuies annsaduiuls msananudesnts 2 wuu mnvthenesens
75K feil
- msvSuiasudneg ZsK yaiuiidied Tnen1siden Zsk Afiesn1sainsients wazaantu
Rollover
- msUsuAsude ZsK galmifiaistuanduneureuntiil Tnenisiden Zsk

YALANIINTIENT waIRENYY Retire wagaumen1saanly Rollover

| K5k | Z5K |Next Secure (NSEC) | Trust Anchor I Advanced
Zone signing keys (Z5Ks):

Algorithm Rollover status Key length KSP R
RSAfSHA-512 Mot Rolling 1024 Microsoft Softw. ..
RSA/SHA-512 Mot Raolling 2048 Microsoft Softw...  Er
< m | >
| Add | | Edit | | Retire | | Rollover
Sumrnary:
Algorithm: RSA/SHA-512 ~

Key length; 1024 bits

KSP: Microsoft Software Key Storage Provider
DMSKEY signature validity: 168 hours

DS signature validity: 168 hours

Zone resource record signature validity: 240 hours
Replication: Disabled

Rollover state: Enabled

Rollover frequency: 90 days

Initial rollover offset: 0 days —-
Active key: Microsoft Software Key Storage Provider;7a 6e ¢8 d8 d3 0t
Standby key: [

<] m | S

Wenegeutoyaves zone Tudiu DNSKEY azdanuindl DNSKEY vaans ZSK wisay ZSK vl usdiuves

RRSIG 9 sign #e ZSK Tyisduda

dig @localhost rmutX.ac.th DNSKEY +dnssec +multiline

;; ANSWER SECTION:
rmutx.ac.th. 1800 IN DNSKEY 256 3 10 (
AwEAAcByesHoxyI...gOoG3BriGoS6zalPktgpJd30=
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) ; ZSK; alg = RSASHAL12; key id = 29105
rmutX.ac.th. 1800 IN DNSKEY 256 3 10 (
AWEAAfUOZTTMyr3...ngx+qY/4CR3LvyGt7Qy+i+U=
) ; ZSK; alg = RSASHA512; key id = 30623
rmutx.ac.th. 1800 IN DNSKEY 257 3 10 (
AWEAADLSAj/gsaCl...bSOozvqUnF2X5f1gl 6QW7QM=
) ; KSK; alg = RSASHAL12; key id = 50136
rmutX.ac.th. 1800 IN RRSIG DNSKEY 10 3 1800 (
20170230000000 20170... 30623 rmutX.ac.th.
cZnREXnaHmR3DRt...goibleraLHN7f60RDyfw== )
rmutX.ac.th. 1800 IN RRSIG DNSKEY 10 3 1800 (
20160426100323 20160... 50136 rmutX.ac.th.
Nz0Sxyut+kjPMT6...cO0UXfUMOPjGuM/LtgQkQ== )

Uil 1 nUAUE 2017 1138 1 WHBUNSININNTUNUN ZSK 6138 key Tvid
aun1399delng ZSK inniaeiiinilulng zone Wesnidnnisusenia ZSK
miegliuinisludansesgnite Iaelvideiiies ZsK Tnsivintu

Debian

vi /var/cache/bind/rmutX.ac.th.zone

; DNSSEC ZSK KEY

+SINCEEIPE—Fetetbindtkeys/rmutaeth/Kkermut X ac—th—+6+6+29+65kevy
SINCLUDE /etc/bind/keys/rmutX.ac.th/KrmutX.ac.th.+010+30623.key

; DNSSEC KSK KEY
SINCLUDE /etc/bind/keys/rmutX.ac.th/KrmutX.ac.th.+010+50136.key

CentOS

vi /var/named/rmutX.ac.th.zone

; DNSSEC ZSK KEY

IOT hmNml 4 | 1 =3, T N T 4= N
N L UL c LU/ HIAlllTU/7 ATy o LIITUC « T o LILI/ INTIIIULT e« Al o LIl

NCLUDE /etc/named/keys/rmutX.ac.th/KrmutX.ac.th.+010+30623.key
; DNSSEC KSK KEY
$INCLUDE /etc/named/keys/rmutX.ac.th/KrmutX.ac.th.+010+50136.key

AU sing Toya zone aen1sly ZSK Tvsl uag KSK 1N nan1s sign azdlianig ZSK Iuslvinidu
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Debian

cd /etc/bind/keys/rmutX.ac.th

dnssec-signzone -r /dev/urandom -k KrmutX.ac.th.+010+50136.key \
-A -N INCREMENT -t -o rmutX.ac.th \

/var/cache/bind/rmutX.ac.th.zone KrmutX.ac.th.+010+30623.key

Verifying the zone using ... algorithms: RSASHA512.
Zone fully signed:

Algorithm: RSASHA512:KSKs: 1 active, 0 stand-by,
ZSKs: 1 active, 0 stand-by,

CentOS

cd /etc/named/keys/rmutX.ac.th

dnssec-signzone -r /dev/urandom -k KrmutX.ac.th.+010+50136.key \
-A -N INCREMENT -t -o rmutX.ac.th \

/var/named/rmutX.ac.th.zone KrmutX.ac.th.+010+30623.key

Verifying the zone using ... algorithms: RSASHA512.
Zone fully signed:

Algorithm: RSASHA512:KSKs: 1 active, 0 stand-by,
ZSKs: 1 active, 0 stand-by,

Busuvhauveslusunsulu welminlvg zone Aruns sign Inalululwusnng

Debian & CentOS

rndc reload

Slonaaoutoyaues zone Tuaiu DNSKEY axlsinudndl DNSKEY vpwis ZSK (iaeg asimdaud DNSKEY

Y93 ZSK vl uazdiuves RRSIG gn sign o3g ZSK Tl

dig @localhost rmutX.ac.th DNSKEY +dnssec +multiline

;; ANSWER SECTION:

rmutX.ac.th. 1800 IN DNSKEY 256 3 10 (
AWEAAfuoZTTMyr3...ngx+qY/4CR3LvyGt7Qy+i+U=
) ; ZSK; alg = RSASHA512; key id = 30623

rmutx.ac.th. 1800 IN DNSKEY 257 3 10 (
AWEAADSA]/gsaCl...bSOozvqUnF2X5f1gl 6QW7QM=
) ; KSK; alg = RSASHAL12; key id = 50136

rmutX.ac.th. 1800 IN RRSIG DNSKEY 10 3 1800 (
20170230000000 20170... 30623 rmutX.ac.th.
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cZnREXnaHmR3DRt...goibleralLlHN7f60RDyfw== )
rmutX.ac.th. 1800 IN RRSIG DNSKEY 10 3 1800 (

20160426100323 20160... 50136 rmutX.ac.th.

Nz0Sxyut+kjPMT6...cO0UXfUmOPjGuM/LtgQkQ== )

25. n15UsuLUasu Key Signing Key (KSK)
JUABDUNITANRUNTUAYU KSK 98ABIANAUNT 2 TUADU AUAIN LAgATNSILVBINITANLTUNISAD HBd

sign Udeya o KSK imuaglvailiusnisniouiu uaidsau KSK innfislunienaa

1 January 1 February
Old KSK
New KSK >
- Create New KSK - Remove Old KSK
- Publish Old & New KSK - Publish New KSK
- Sign with Old & New KSK - Sign with New KSK
- Add New DS to Parent Domain - Remove Old DS from Parent Domain

nsdeY KSK masnseyindseann Uag 1 a3t e1avsiddsulunniunsnvest wu

fograseluiidunsidsu KSK Tuiudl 1 unsiau 2017

n56lwea DNS server Uy Microsoft Windows £ n1susuiau KsK aglasumsusuasulpe sl
Tngszoznamssdunsiu Wuluamunsiideniidentilurasnisadne KSK auduneuil 11
Tneiileldendaidon /] Enable automatic rollover 13 wéoumarnuuaseunamseniunisidesnis
sousrezna i duadeiuiie 755 Tu vdelinsuSudsu Kk yng 755 fu

LAMINABINITANLTIUNITUASU KSK Maenuted Aaunsansevinlawuniu

Key Rollover

Enable automatic rollover

Rollover frequency {days):

LHEE I

Delay the first rollover by {days):

| Ok | | Cancel |
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Y
[y 1Y

o =l ! [y d‘ .. Ao v & o a o X
A1nUNFUNINNITUSULUAYU Zone Signing Key da10uTUYBINITALUUNITANU

U 1 1n3IAY 2017 %58 TuNIN1unuUN KSK aag key Tuad

4519 KSK Tusd mafds dnssec-keygen Wuifgaiudunouil 11 wadnsnld asiadulud key
yainTounadl key id Tn
Debian

cd /etc/bind/keys/rmutX.ac.th

dnssec-keygen -r /dev/urandom -f KSK -a RSASHA512 -b 2048 \
-n ZONE rmutX.ac.th

KrmutX.ac.th.+010+51419

CentOS

cd /etc/named/keys/rmutX.ac.th

dnssec-keygen -r /dev/urandom -f KSK —-a RSASHA512 -b 2048 \
-n ZONE rmutX.ac.th

KrmutX.ac.th.+010+51419

ndlbld kKsK Tusiiandlulung zone Snudlslng Tnedans KSK sl iivalululdluns sign deya zone
AIUATEVIN KSK 1A iy KSK Tnyd

Debian

vi /var/cache/bind/rmutX.ac.th.zone

; DNSSEC ZSK KEY

SINCLUDE /etc/bind/keys/rmutX.ac.th/KrmutX.ac.th.+010+29105.key
; DNSSEC KSK KEY

SINCLUDE /etc/bind/keys/rmutX.ac.th/KrmutX.ac.th.+010+50136.key
SINCLUDE /etc/bind/keys/rmutX.ac.th/KrmutX.ac.th.+010+51419.key

CentOS

vi /var/named/rmutX.ac.th.zone
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; DNSSEC ZSK KEY

SINCLUDE /etc/bind/keys/rmutX.ac.th/KrmutX.ac.th.+010+29105.key
; DNSSEC KSK KEY

SINCLUDE /etc/bind/keys/rmutX.ac.th/KrmutX.ac.th.+010+50136.key
SINCLUDE /etc/bind/keys/rmutX.ac.th/KrmutX.ac.th.+010+51419.key

ALUNTS sing Taya zone lnedsnsly KSK key iy Arudiu KSK key Tnil uazdamsdasly Zsk
Usgnaunns sign Mg

Debian

cd /etc/bind/keys/rmutX.ac.th

dnssec-signzone -r /dev/urandom -k KrmutX.ac.th.+010+50136.key \
-k KrmutX.ac.th.+010+51419.key -N INCREMENT -t -o rmutX.ac.th \
/var/cache/bind/rmutX.ac.th.zone KrmutX.ac.th.+010+29105.key

Verifying the zone using ... algorithms: RSASHAS12.
Zone fully signed:

Algorithm: RSASHA512:KSKs: 2 active, 0 stand-by,

ZSKs: 1 active, 1 stand-by,
/var/cache/bind/rmutX.ac.th.zone.signed

CentOS

cd /etc/named/keys/rmutX.ac.th

dnssec-signzone -r /dev/urandom -k KrmutX.ac.th.+010+50136.key \
-k KrmutX.ac.th.+010+51419.key -N INCREMENT -t -o rmutX.ac.th \
/var/named/rmutX.ac.th.zone KrmutX.ac.th.+010+29105.key

Verifying the zone using ... algorithms: RSASHAS512.
Zone fully signed:

Algorithm: RSASHA512:KSKs: 2 active, 0 stand-by,

ZSKs: 1 active, 1 stand-by,
/var/named/rmutX.ac.th.zone.signed

Suauyinnuvedusunsulugd wWielwmirlng zone i uns sign lldlnaldlnusnis
Debian & CentOS

rndc reload

Microsoft DNS Server

47/55



AleN15AAAI DNSSEC, Usenie wid, 1uvs.da1

15319 KSK Tuallu DNS server uu Microsoft Windows Hu anansasiiunisididuiu
usiidumsadng Ksk Fudumslval naunusgmiuiomn Woliliauauiuanddluain KK yauiuviavmn
WU Sanesiiu vwedd wazsuq dtuneude

- 1 UalUsUNIUUIMITIANTS DNS
- Fundlussde zone sefuuunlasaaiadudne udadntudurnvend
- \Bends DNSSEC >> Properties..
- mAnWTY KSK
- AanYy Add Wiauiiu Key Signing Key
- mMuuadudentun1Iade key Usenaumae
- Key Properties: Ldonanasiinisinsiaiivangas W RSA/SHA-512
Fonmnuemves key wieldrsadudu 2048 dwiidonsu q fude
Tldrdduredusunsy
~ Key Rollover: @enlanddsduvadusunsy

- ileduann1sasne key avnudnd key nsleglusenis
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é DNS MName Type
4 j MNS1 ’\g ] (same as parent folder)  Start of Authority (SEA)
4 [0 I_E? ____‘_’_W_UHJ_P Zones Q (same as parent folder)  Mame Server (N5)
1= rmy = i RS
b _"]LReverse Update Server Data File i BR S!gnature (FRal
b B TrustP Reload ) RRSignature (F | ksk | 25K I MNext Secure (NSEC) I Trust Anchor | Advanced
= | )RR Signature (R il .
b [ Conditi  New Host (A or AAAA).. A TI |l
B Global Mew Alias (CNAME]... )RR Signature (R Algorithm Rollover status Key length KSP R
Mew Mail Exchanger (MX)... S ARG BRLESA/SHA-512 Not Reling Microsoft Softw... D
M B ) DMSKEY (DNSH
N Elohain ] DMSKEY (DNSH
] DMSKEY (DNSH
OtAgl Mew Records... 2 2
[ onssec 5 Sbnezone| [ add  |[ Edt || Retre || Rollover
All Tasks » Urign the Zo | Summary:
Vi i Properties Algorithm: RSA/SHA-512 A
1ew Key length: 2048 bits
. MNedtSecure 3 | | wop. micrnsaft snfware kev Storage Provider
Guid 168 hours
Guid: 00000000-0000-0000-0000-000000000000}
s
Key G i
HEas e are Key Storage Provider; 71 2b 15 3cdd ef
Generate new signing keys. \ware Key Storage Provider; 27 e4 56 b3 9e
Use pre-generated keys | ) ~
Use ey a5 ackive key: | | | >
Use this key as standby key: | [ m | |
Key Properties
Cryptographic algorithm: R5A(SHA-256 r v |
v
Key length {Bits): |2048 [v] |
5 il
Select a key storage provider to generate and store keys: Micrasa
DNSKEY RRSET signature validity period (hours): A5G o Thefollowing is the summary of changes made on the zone
[ Replicate this private key to all DNS servers authoritative for this zone| FmuEeaCHE
\Applicable only to AD integrated zones) The DMSSEC parameters for the zone have been modified.
Key Rallaver Click Yes to proceed or No to abort thg dperation.

Enable automatic rallover
Rollover frequency (days):

Delay the first rollover by (days):

[ o]

=R
o
@
-
m
i
=
o

Configuration of DNSSEC parameters was successful,

AsUSUABUE KSK menuad @1unsasiiuls n1591naudadnis 2 wuu 3nuIsesIenis

KSK &ail

- msUSuisume KSK yaiuniled lnan1siden KSk MMein1331n1ents uagadnyy
Rollover
- mMsUSuasume KSK yalvdtas1auaindunaunsuniind lngn1siden KSK

YAANIINTIENNT UAIAFNYY Retire Uaganumenisadnuy Rollover
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KSK |ZSK I Mext Secure (NSEC) | Trust Anchor | Advanced
Key signing keys (KSKs):

Algarithm Rollover status Key length KSP R
RSASHA-256 Mot Roling Microsoft Softw. ..
RSA/SHA-512 Mot Roling 2048 Microsoft Softw...  Di
<| m | >
| Add | | Edit | | Retire | | Rollover
Sumrmary:
Algorithm; RSA/SHA-256 ~

Key length: 2048 bits

KSP: Microsoft Software Key Storage Provider

DMSKEY signature validity: 168 hours

Replication: Disabled

Rollover state: Enabled

Rollover frequency: 755 days

Initial rollover offset: 0 days

Active key: Microsoft Software Key Storage Provider;19 e8 f2 7d 0a ca
Standby key: Microsoft Software Key Storage Provider; 1e 2b a0 11 0e
Mext key:

<] m | b

Ok | | Cancel

lovaaeudeyaues zone Tudiu DNSKEY azwuingl DNSKEY w9 KSK key 1y uag KSK Tvsl

gnvidludiuues RRSIG wansliliiudn doya zone gn sign Taemis KSK sl wag KSK Tl

dig @localhost rmutX.ac.th DNSKEY +dnssec +multiline

;; ANSWER SECTION:

rmutx.ac.th. 1800 IN DNSKEY 256 3 10 (
AwEAAcByesHoxyI...gOoG3BriGoS6zalPktgpJd30=
) ; ZSK; alg = RSASHAS12; key id = 29105

rmutx.ac.th. 1800 IN DNSKEY 257 3 10 (
AWEAADSA]/gsaCl...bSOozvqUnF2X5f1gl6QW7QM=
) ; KSK; alg = RSASHAL12; key id = 50136

rmutx.ac.th. 1800 IN DNSKEY 257 3 10 (
AwWEAADLUN1Gzggkw. ..z3TehOUgoC/oVCvdkOFEEzM=
) ; KSK; alg = RSASHA512; key id = 51419

rmutx.ac.th. 1800 IN RRSIG DNSKEY 10 3 1800 (
20160505153302 20160... 29105 rmutx.ac.th.
vinxEf7A8i5yEllw...0aQldN4/wnR5v7z53gJA== )
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rmutx.ac.th. 1800 IN RRSIG DNSKEY 10 3 1800 (
20160505153302 20160... 50136 rmutx.ac.th.
bX/nM2 fpSNbFgdA. . .dTWMfPAdsjSQ3swMylpg== )

rmutx.ac.th. 1800 IN RRSIG DNSKEY 10 3 1800 (
20160505153302 20160... 51419 rmutx.ac.th.

ZCTM2hmbpFNC7gX. . .CgFJlxpKLIwdYE+Vhc+g== )

91UA1 Delegation Signer (DS) anlud KSK vl azldan DS
Tnidmsuiludislugndeyaglviuimslawusyiuuy
Debian

dnssec-dsfromkey \

/etc/bind/keys/rmutX.ac.th/KrmutX.ac.th.+010+51419.key
rmutX.ac.th. IN DS 51419 10 1 2A9[...]C3AA210
rmutX.ac.th. IN DS 51419 10 2 A24[...]61BB32C 1678102D

CentOS

dnssec-dsfromkey \

/etc/named/keys/rmutX.ac.th/KrmutX.ac.th.+010+51419.key
rmutX.ac.th. IN DS 51419 10 1 2A9[...]C3AA210
rmutX.ac.th. IN DS 51419 10 2 A24[...]61BB32C 1678102D

11#1 Delegation Signer luiislugiutayadlyiuinis suten 18 lnadinse Delegation Signer

v L3 iumal

\Wenegeutoya Delegation Signer IMNELUINsIAWUATEURN WU 31N 8.8.8.8 AxnuIiltaya DS

o a 1 QI I&( a
I 2 518715 $518115 DS T uanniiy

dig @8.8.8.8 rmutX.ac.th. DS +noadditional | grep DS
rmutX.ac.th. 7199 IN DS 50136 10 1 3BF...5149622
rmutX.ac.th. 7199 IN DS 50136 10 2 C31...119735F 42092A9A
rmutX.ac.th. 7199 IN DS 51419 10 1 2A9...C3AA210
rmutX.ac.th. 7199 IN DS 51419 10 2 A24...61BB32C 1678102D

Uil 1 nUAUS 2017 1138 1 LHIBUNEIINAITUNUT KSK e key Tngl

Wlvld KSK ihistoananlug zone lagdaas KSK Indlld 1ivelinis sign deya zone 1in9n KSK
Tyt
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Debian

vi /var/cache/bind/rmutX.ac.th.zone

; DNSSEC ZSK KEY

$INCLUDE /etc/bind/keys/rmutX.ac.th/KrmutX.ac.th.+010+29105.key
; DNSSEC KSK KEY

+SINEFUPE—FetefbindtkeysAematiacth/ Kemutacth+06+563 36 key

SINCLUDE /etc/bind/keys/rmutX.ac.th/KrmutX.ac.th.+010+51419.key

CentOS

vi /var/named/rmutX.ac.th.zone

; DNSSEC ZSK KEY

SINCLUDE /etc/bind/keys/rmutX.ac.th/KrmutX.ac.th.+010+29105.key
; DNSSEC KSK KEY

,$IL\ICLUDE Ctk_/ lJJ'_le_l }\C_YD J_lllut .Glb.th I\J_lllut[\.a\./-th- :OlOISOlaU.}\Cy
SINCLUDE /etc/bind/keys/rmutX.ac.th/KrmutX.ac.th.+010+51419.key

ALTUNT sing Yoya zone agldiiles KSK Tnslwindu wazdsnsiasld ZSK Usenauns sign e
Debian

cd /etc/bind/keys/rmutX.ac.th

dnssec-signzone -r /dev/urandom -k KrmutX.ac.th.+010+51419.key \
-N INCREMENT -t -o rmutX.ac.th \

/var/cache/bind/rmutX.ac.th.zone KrmutX.ac.th.+010+29105.key

Verifying the zone using ... algorithms: RSASHA512.

Zone fully signed:

Algorithm: RSASHA512:KSKs: 1 active, 0 stand-by,
ZSKs: 1 active, 1 stand-by,

/var/cache/bind/rmutX.ac.th.zone.signed

CentOS

cd /etc/named/keys/rmutX.ac.th

dnssec-signzone -r /dev/urandom -k KrmutX.ac.th.+010+51419.key \
-N INCREMENT -t -o rmutX.ac.th \

/var/named/rmutX.ac.th.zone KrmutX.ac.th.+010+29105.key
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Verifying the zone using ... algorithms: RSASHA512.

Zone fully signed:

Algorithm: RSASHA512:KSKs: 1 active, 0 stand-by,
ZSKs: 1 active, 1 stand-by,

/var/named/rmutX.ac.th.zone.signed

Busuiauveslusunsulu elwilwga zone A unns sign Inalualuliusnng

Debian & CentOS

rndc reload

\Wenagautayaved zone lugiu DNSKEY 9znuindl DNSKEY vaa KSK vty 8nvisludiuves

RRSIG uansliiliiuin doya zone gn sign l@w1za1n KSK Tusivintiu

dig @localhost rmutX.ac.th DNSKEY +dnssec +multiline

;5 ANSWER SECTION:

rmutx.ac.th. 1800 IN DNSKEY 256 3 10 (
AwEAAcByesHoxyI...gOoG3BriGoS6zalPktgpJd30=
) ; ZSK; alg = RSASHAL12; key id = 29105

rmutx.ac.th. 1800 IN DNSKEY 257 3 10 (
AWEAAbUN1Gzggkw. ..z3TehOUgoC/oVCvdkOFEEzM=
) ; KSK; alg = RSASHAS12; key id = 51419

rmutx.ac.th. 1800 IN RRSIG DNSKEY 10 3 1800 (
20160505153302 20160... 29105 rmutx.ac.th.
vmxEf7A815yEllw...0aQ1dN4/wnR5v72z53gJA== )

rmutx.ac.th. 1800 IN RRSIG DNSKEY 10 3 1800 ¢
20160505153302 20160... 51419 rmutx.ac.th.

ZCTM2hmbpFNC7gX. . .CgFJlxpKLIwdYE+Vhc+g== )

auial Delegation Signer tinaanaing1uteyarliusnis Mmasdanisaiuivein 18 lnadnen

Delegation Siener Tua il

\Wenegeutoya Delegation Signer IMNKLUINTIAWUAEURN WU 91N 8.8.8.8 AwnuIHUoya DS

19w 1 5193 Fadu DS Tnd

dig @8.8.8.8 rmutX.ac.th. DS +noadditional | grep DS
rmutX.ac.th. 7199 IN DS 51419 10 1 2A9...C3AA210
rmutX.ac.th. 7199 IN DS 51419 10 2 A24...61BB32C 1678102D
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AIANUIN

mswa'a;ﬂl,awé"]ﬁwm Algorithm tae Digest Type

Algorithm: Digest Type:
3 - DSA/SHAL 1 - SHA-1
5 — RSA/SHA1 2 — SHA-256
6 — DSA-NSEC3-SHAl 3 - SHA-384
7 — RSASHA1-NSEC3-SHA1
8 - RSA/SHA-256
9 - RSA/SHA-512
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LASDINFINSUNATBUNITN191UVBY DNSSEC

NAFIUATULIUY

- http://dnsviz.net/d/rmuti.ac.th/dnssec
- http://dnssec-debugger.verisignlabs.com

NAHIUAUNUNY

- http://dnssec.vs.uni-due.de

unaetayadneds

- http://users.isc.org/~jreed/dnssec-guide/dnssec-guide.html

- https://grepular.com/Understanding DNSSEC

- https://www.enisa.europa.eu/activities/Resilience-and-CIIP/netwo
rks-and-services-resilience/dnssec/gpgdnssec/at download/fullRep
ort

- http://www.thenoccave.com/2013/05/17/dnssec-complete-howto-intro
duction

- http://www.nlnetlabs.nl/publications/dnssec_howto

- http://www.itnotes.eu/?p=2190

- http://strotmann.de/roller/dnsworkshop/entry/dnssec _signing a =zo
ne with
http://backreference.org/2010/11/17/dnssec-verification-with-dig

- http://www.dns-school.org/Documentation/DNSSEC Key maintenance.p
df

- https://tools.ietf.org/html/rfc6781
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