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- Debian 8.2 + freeradius-2.2.5
Radius version checking: freeradius v
- CentOS 7.0 + freeradius-3.0.4

Radius version checking: radiusd -v
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L‘UumimmLLavﬂmumﬂmamumwuﬁﬁﬂw Radius server annsavhaulddaeiies Uszneudenisini
TUsunsu Andauneinaiiugiu Aadaunanaaivayy fasdusunsudmivnaaey uilvauaiAiug way
vageunsviu lnsnsmeaeuazideyadlduuulnddeninuiiognd user-eduroam.conf snldanu

1. SWNIALWALNIAIFALASUWALNINUFIY

Debian
apt-get update
apt-get upgrade -y
97994 reboot
apt-get install ntp -y
CentOS

yum install epel-release -y
yum update -y

9798899 reboot
yum install ntp -y

2. AAAIUNWALND freeradius WATLWALNIFTUEYY

Debian (freeradius-2.2.5)
apt-get install freeradius -y
apt-get install easy-rsa -y
apt-get install wget -y

CentOS (freeradius-3.0.4)

yum install freeradius freeradius-utils -y
yum install wget -y

3. aulnanuazraulndnsasiiadivsunagau

Debian
apt-get install gcc make libssl-dev -y
CentOS
yum install gcc openssl-devel -y
Debian
cd /etc/freeradius
CentOS

cd /etc/raddb
Debian & CentOS
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wget http://www.rmuti.ac.th/user/prakai/p/freeradius-test-
tool.tar.gz

tar vxfz freeradius-test-tool.tar.gz

cd tool/wpa supplicant-2.5/wpa supplicant

cp defconfig .config

vi .config

CONFIG_EAPOL TEST=y

#CONFIG DRIVER NL80211=y

make eapol test
cp eapol test ../../bin

ref: http://deployingradius.com/scripts/eapol test

4. sllvanalndanaudfsnsagy

Debian
cd /etc/freeradius

wget http://www.rmuti.ac.th/user/prakai/p/freeradius-2-
eduroam.tar.gz

CentOS
cd /etc/raddb

wget http://www.rmuti.ac.th/user/prakai/p/freeradius-3-
eduroam.tar.gz

5. wanlWdamautfdnsagy

Debian
tar vxfz freeradius-2-edurocam.tar.gz

CentOS

tar vxfz freeradius-3-edurocam.tar.gz

senskna
- radiusd-eduroam.conf
Indnuautanedn Tdusznaumsunlalig radiusd.conf

- sites-available/eduroam
Inasududnsunsialoled eduroam

- sites-available/eduroam-inner-tunnel
Indisusugnsunslaldles eduroam-inner-tunnel

- sites-available/eduroam-status
IaSusudwiulaldluga radius status
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- clients-edurocam.conf
Indsnenisinsesgninesiveiviualyi UniNet Radius 0w client lunsdinsviwmiinidu Idp

- proxy-eduroam.conf
InldnauasiRiilornmuslyt UniNet Radius 11 home server Tunsdinsvinmiiiidu sp
Inldnaandfdmiunis

- eap-eduroam.conf
nldnauautAnisdeansvhauges EAP

- eduroam-realm-checks.conf
ansudn1sdnnsastRnUnAfiiiun1ssIuT g

- modules/files-eduroam (Debian)
mods-available/files-eduroam (CentOS)
Inldlugaildenadainydgldanlnddonn (user-eduroam)

- users-eduroam
Inadnaglduuulnddenny dwsunaaeulaslidedlddndgldnnguteya

- modules/ldap-eduroam (Debian)
mods-available/ldap-eduroam (CentOS)
Inidluganldonsdalaydnldangrutoua LDAP

- modules/mschap-eduroam (Debian)
mods-available/mschap-eduroam (CentOS)
Indluganldorsdiadaydgldangiudea Active Directory
ldap.attrmap-eduroam
dictionary-eduroam

acct users-eduroam
preproxy users-eduroam

6. wAlulWa radiusd.conf

lngUSunnianzanlaeisuaintg radiusd-eduroam.conf

Debian
vi radiusd.conf

# Change some configurations in radiusd.conf as show below

# PROXY CONFIGURATION

#

proxy requests = yes
SINCLUDE proxy.conf

# eduroam

#SINCLUDE proxy-eduroam.conf

# CLIENTS CONFIGURATION

#

SINCLUDE clients.conf

# eduroam

#SINCLUDE clients-eduroam.conf

modules {
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# Debian
SINCLUDE ${confdir}/modules/

Extensible Authentication Protocol

#

#

# For all EAP related authentications.

# Now in another file, because it is very large.
#

#$SINCLUDE eap.conf
# eduroam
SINCLUDE eap-eduroam.conf

CentOS

vi radiusd.conf

# Change some configurations in radiusd.conf as show below

# PROXY CONFIGURATION

#

proxy requests = yes
SINCLUDE proxy.conf

# eduroam

#SINCLUDE proxy-eduroam.conf

# CLIENTS CONFIGURATION

#

SINCLUDE clients.conf

# eduroam

#SINCLUDE clients-eduroam.conf

modules {

# CentOS
SINCLUDE mods-enabled/

# Extensible Authentication Protocol
#

#SINCLUDE eap.conf

# eduroam

SINCLUDE eap-eduroam.conf

7. udlvlWa proxy-eduroam.conf

lnguSuuianizyn
Debian & CentOS

vi proxy-eduroam.conf

¥
# realm for local service

#

2015-11-05 14:39 - 6/34



1y

pilon13AAsY Radius server &1%3UY3N75 eduroam, Usenie WA, UN3.0874

realm rmutx.ac.th {
auth pool = localhost

}

8. unhulna sites- available/eduroam

lngUSuniianizyn

Debian & CentOS
vi sites-available/eduroam

authorize {

# Change realm to be LOCAL for local user

1f( ("%${Realm}" =~ /rmutx.ac.ths$s$/) ) {
update control {
Proxy-To-Realm := LOCAL

}

}
pre-proxy {

# Update Operator-Name to IdP
update proxy-request {
Operator-Name := "lrmutx.ac.th"

}

9. Waldnulugayalv

CentOS (freeradius-3)
cd mods-enabled
In -s ../ mods-available/files-eduroam
cd

10. snianlaniy waslalylanling

Debian & CentOS
cd sites-enabled
rm -f default
rm -f inner-tunnel
ln -s ../sites-available/eduroam
ln -s ../sites-available/edurocam-inner-tunnel
In -s ../sites-available/eduroam-status
cd

11. a¥19lW38 Certificate

Debian & CentOS
cd certs
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cp /usr/share/doc/freeradius/examples/certs/*

Debian & CentOS

vi ca.cnf

[ CA default ]

default days

[certificate authority]

countryName
stateOrProvinceName
localityName
organizationName
emailAddress
commonName

3650

TH

Bangkok

RMUTx

noc@rmutx.ac.th

"RMUTx Wi-Fi Certificate Authority"

vi server.cnf

[ CA default ]

default days

[server]
countryName
stateOrProvinceName
localityName
organizationName
emailAddress
commonName

3650

TH

Bangkok

RMUTx

noc@rmutx.ac.th

"RMUTx Wi-Fi Certificate"

vi client.cnf

[ CA default ]

default days = 3650

[client]

countryName = TH

stateOrProvinceName = Bangkok

localityName = -

organizationName = RMUTx

emailAddress = noc@rmutx.ac.th

commonName = wifi@rmutx.ac.th
. /bootstrap

cd
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12. Waguansvsad1vasvaslng

Debian
chgrp -R freerad /etc/freeradius

CentOS
chgrp -R radiusd /etc/raddb

13. NAFBUNITVINUULUUNUFIY

o a
%N 1
Debian

service freeradius stop
freeradius -X
(stop debuging with CTRL+C)

CentOS

service radiusd stop
radiusd -X
(stop debuging with CTRL+C)

P07 2
Debian
cd /etc/freeradius/tool

CentOS
cd /etc/raddb/tool

Debian & CentOS
./rad eap test -H 127.0.0.1 -P 1812 -S testingl23 -u
'eduroam@rmutx.ac.th' -p 'TESTING-PASSWORD' -v -m IEEE8021X -s
eduroam -e PEAP -2 MD5
access-accept; 0
RADIUS message: code=2 (Access-Accept) identifier=8 length=187
Attribute 27 (Session-Timeout) length=6

Value: 600
Attribute 1 (User-Name) length=21
Value: 'eduroam@rmutx.ac.th'

Attribute 79 (EAP-Message) length=6
Value: 03080004

Attribute 80 (Message-Authenticator) length=18
Value: 6668fe5c30e59946dc91ad7200c0a810
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n1sAnAslaeil LDAP Server \ugiudayatydeld

h'J

JunisfiasnazimupruantfnugIuli Radius server @1u13avingIufiu LDAP server (OpenLDAP) 4
15Uy TglHngutoya LDAP dayatadildasiinisinusanuluguuuy NT/LM Hash (NT-Password,
LM-Password)

A15%191U49849 Radius server Az@nnalnansalues LDAP server chuimgaﬁﬁaq'iu Radius server

14. laseasnadayalu LDAP Server

lassasavianinegevestoyanldlu LDAP Server
dn: dc=rmutx,dc=ac,dc=th
objectClass: top
objectClass: organization
dc: rmutx

dn: ou=People,dc=rmutx,dc=ac,dc=th
ou: People

objectClass: top

objectClass: organizationalUnit

dn: uid=user,ou=People,dc=rmutx,dc=ac,dc=th

cn: User

sn: User

objectClass: top

objectClass: posixAccount

objectClass: shadowAccount

objectClass: inetOrgPerson

objectClass: sambaSamAccount

uid: user

uidNumber: 1001

gidNumber: 1000

loginShell: /bin/bash

gecos: User User

description: User User

shadowLastChange: 1422293189

shadowMax: 99999

mail: user@rmutx.ac.th

displayName: User User

sambaAcctFlags: [U ]

sambaHomeDrive: H:

sambalLMPassword: C8DFD5SACO546E95DFF17365FAF1FFESS
sambaNTPassword: 2C47AA9B5AC02360473ECE87B6800920
sambaSID: S-1-5-21-2593467306-2038934869-1345228925-3001
sambaPrimaryGroupSID: S-1-5-21-2593467306-2038934869-1345228925-
3004

userPassword:: elNTSEF9YOF1dXBVNUR1bVFhakxxaDFSU2VVTH15Wi9NQ1d1lSXM=

15. AnAgUNALNY freeradius-ldap

Debian (freeradius-2.2.5)

2015-11-05 14:39 - 10/34



1y

pilon13AAsY Radius server &1%3UY3N75 eduroam, Usenie I8, UN5.0574
apt-get install freeradius-ldap -y

CentQS (freeradius-3.0.4)
yum install freeradius-ldap -y

16. unbvlna sites-available/eduroam-inner-tunnel

lagUSunianizyn
Debian & CentOS

vi sites-available/edurcam-inner-tunnel

authorize {

group {

# Read the 'users-eduroam' file

files-eduroam ({
# return if match
ok = return

}

#

# for LDAP

ldap-eduroam {
# return if match
ok = return

}

# for Active Directory

#mschap-eduroam {

# # return if match

# ok = return

#1}

}
authenticate {

Auth-Type PAP {

pap
}
# for LDAP
Auth-Type MS-CHAP {
mschap

}

# for Active Directory
#Auth-Type MS-CHAP {
# mschap-eduroam

#}

eap-eduroam
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17. ualvlwa (modules or mods-available)/ldap-eduroam

lnguSuunnnynlvignaes dususiu LDAP server

Debian
vi modules/ldap-eduroam
ldap ldap-eduroam {
server = "your-ldap-server-host"
#identity = "cn=admin,dc=rmutx,dc=ac,dc=th"
#password = mypass
basedn = "o=rmutx,dc=ac,dc=th "
#base filter = " (objectclass=radiusprofile)"”
# password attribute = userPassword
password attribute = sambaNTPassword
}
CentOS

vi mods-available/ldap-eduroam
ldap ldap-eduroam {

server = "your-ldap-server-host"
# port = 389
# identity = "cn=admin,dc=rmutx,dc=ac,dc=th"
# password = mypass
base dn = "dc=rmutx,dc=ac,dc=th"
update {
control:Password-With-Header +=
'userPassword’
control:NT-Password =
'sambaNTPassword'
control:LM-Password =
'sambalLMPassword’

}

Debian & CentOS
(modules or mods—-available)/ldap-eduroam

ldap ldap-eduroam {
server = "your-ldap-server-host"

basedn = "o=rmutx,dc=ac,dc=th "
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filter = " (uid=%{%{Stripped-User-Name}:-%{User-

Name} })"

#base filter

#access_attr

# password attribute = userPassword
password attribute = sambaNTPassword

"dialAccess"

" (objectclass=radiusprofile)"

18. [Ual#luga ldap-eduroam

CentOS
cd mods-enabled
In -s ../ mods-available/ldap-eduroam
cd

19. WAYUANSVIaLI1 Vo9V lWa

Debian
chgrp -R freerad *

CentOS
chgrp -R radiusd *

20. nAgaUN1SVINURI8K 14N LDAP Server

o =
“uaNn 1

Debian
service freeradius stop
freeradius -X
(stop debuging with CTRL+C)

CentOS

service radiusd stop
radiusd -X
(stop debuging with CTRL+C)

P97 2
Debian
cd /etc/freeradius/tool

CentOS
cd /etc/raddb/tool
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Debian & CentOS
./rad eap test -H 127.0.0.1 -P 1812 -S testingl23 -u
'user@rmutx.ac.th' -p 'Abcdl234' -v -m IEEE8021X -s eduroam -e PEAP
-2 MSCHAPV2
access—-accept; 0
RADIUS message: code=2 (Access-Accept) identifier=8 length=187
Attribute 27 (Session-Timeout) length=6
Value: 600
Attribute 1 (User-Name) length=21
Value: 'user@rmutx.ac.th'
Attribute 79 (EAP-Message) length=6
Value: 03080004
Attribute 80 (Message-Authenticator) length=18
Value: 4f£334b7622ec20537163ac31cl1926d84
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n1sAaRslaeal Microsoft Active Directory Wugnudiayatny il

K

Junshiasanazimupauaud@nugiuli Radius server a@unsnyineusaniu Microsoft Active Directory
\ensyaaeurldanUaydnldlu Active Directory

15911914984 Radius server 3¥ATIEOUMAUVBIRLTNILIUTINTUA1EUEN AR samba %38 winbind 3
Judussimunnaautfives samba e winbind lanunsafiasiariu Active Directory Ldaneu

21. whlwlWa /etc/resolv.conf

lagUSuniianizyn

Debian & CentOS
vi /etc/resolv.conf

nameserver <dc server address>
nameserver <other dns server>

22. whlwlWa /etc/hosts.conf

lnguSuuiianizyn
Debian & CentOS

vi /etc/hosts.conf

<dc_server address> dc.rmutx.local

23. FAUNANIATUAYWNEAU samba, krb5 wag winbind

Debian
apt-get install samba winbind krb5-user krb5-config -y
Default Kerberos version 5 realm:
RMUTX.LOCAL
Kerberos servers for your realm:
ad.rmutx.local
Administrative server for your Kerberos realm:
ad.rmutx.local
CentOS

yum install samba samba-winbind-clients krb5-workstation -y

24. wAlvlWg /etc/samba/smb.conf

lngUsuniianizyn

Debian & CentOS
vi /etc/samba/smb.conf
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[global]

workgroup = RMUTX
security = ADS

realm = RMUTX.LOCAL
encrypt passwords = yes
client use spnego yes

idmap config *:backend = tdb

idmap config *:range = 2000-9999

idmap config RMUTX:backend = ad

idmap config RMUTX:schema mode = rfc2307
idmap config RMUTX:range = 10000-99999

winbind nss info = rfc2307
winbind trusted domains only = no
winbind use default domain = yes
winbind enum users = yes

winbind enum groups = yes

winbind refresh tickets = Yes

25. uAlula /etc/krb5.conf
lagUSuniianizyn

Debian & CentOS
vi /etc/krb5.conf
[libdefaults]
default realm = RMUTX.LOCAL
dns lookup realm = true
dns lookup kdc = false
forwardable = true

[realms]
RMUTX.LOCAL = {
kdc = ad.rmutx.local
admin server = ad.rmutx.local

}

[domain realm]
.rmutx.local = RMUTX.LOCAL
rmutx.local = RMUTX.LOCAL

26. San15MlUsN5Y samba wag winbind

Debian
/etc/init.d/samba restart
/etc/init.d/winbind restart

CentOS
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service smb restart
service winbind restart

27. Join 1A389 Radius server lUiluaun@nvas Active Directory Domain

Debian & CentOS
net ads join -U Administrator

Enter Administrator's password: <Administrator’s password>
Using short domain name -- RMUTX
Joined 'YOUR-RADIUS-SERVER' to dns domain 'RMUTX.LOCAL'

28. nagdaunanis Join Lﬂ%'m Radius server lUiuaun@nuag Active Directory Domain
Debian & CentOS

wbinfo -u

administrator
user
and other users

ntilana Tranduniselude 28-29

29. nagauldUyddldain Active Directory

U
Debian & CentOS
/usr/bin/ntlm auth --domain=RMUTX.LOCAL --username=user --
password=Asdfl1234

NT STATUS OK: Success (0x0)

s
=

30. wnanS gl Tulnwsiwa Radius server ilunguvasdldnsulusiaa winbind

Debian

chown root:winbindd priv /var/lib/samba/winbindd privileged
usermod -a -G winbindd priv freerad

CentOS
chown root: wbpriv /var/run/samba/winbindd
usermod -a -G wbpriv radiusd

31. uAlvlwa (modules or mods-available)/mschap-eduroam

lnguSuuianizyn

Debian
vi modules/mschap-eduroam

mschap mschap-eduroam {
use mppe = yes

require encryption = yes
require strong = yes

2015-11-05 14:39 - 17/34



1y

pilon13AAsY Radius server &1%3UY3N75 eduroam, Usenie I8, UN5.0574

with ntdomain hack = yes

ntlm auth = "/usr/bin/ntlm auth --request-nt-key --
domain=RMUTX --username=%{Stripped-User-Name} --
challenge=%{mschap:Challenge:-00} --nt-response=%{mschap:NT-
Response:-00}"

# ntlm auth timeout = 10

# use open directory = yes

# allow retry = yes

# retry msg = "Re-enter (or reset) the password"
}

CentOS

vi mods-available/mschap-eduroam

mschap mschap-eduroam {

use mppe = yes
require encryption = yes
require strong = yes

with ntdomain hack = yes

ntlm auth = "/usr/bin/ntlm auth --request-nt-key --
domain=RMUTX --username=%{Stripped-User-Name} --
challenge=%{mschap:Challenge:-00} --nt-response=%${mschap:NT-
Response:-00}"

# ntlm auth timeout = 10

passchange {

# ntlm auth = "/usr/bin/ntlm auth --helper-
protocol=ntlm-change-password-1"
# ntlm auth username = "username: %{mschap:User-
Name} "
# ntlm auth domain = "nt-domain: %{mschap:NT-
Domain}"
}
# use open directory = yes
# allow retry = yes
# retry msg = "Re-enter (or reset) the password"
}

32. whlulnWa sites-available/eduroam-inner-tunnel

lnguSuuianizyn
Debian & CentOS

vi sites-available/edurcam-inner-tunnel

authorize {
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group {
# Read the 'users-eduroam' file

files-eduroam ({
# return if match
ok = return
}
#
# for LDAP
#ldap-eduroam {
# # return if match
# ok = return
#}
# for Active Directory
mschap-eduroam {
# return if match
ok = return

}
authenticate {

Auth-Type PAP {
pap
}

# for LDAP
#Auth-Type MS-CHAP {
# mschap

#}

# for Active Directory
Auth-Type MS-CHAP {
mschap-eduroam

}

eap-eduroam

33. Waldluga mschap-eduroam

CentOS (freeradius-3)
cd mods-enabled
In -s ../ mods-available/mschap-eduroam

cd

34, Wasuansvsarinvesvaelna

Debian
chgrp -R freerad *
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35. NAFBUNITINUAILE LY Active Directory

o a
%N 1
Debian

service freeradius
freeradius -X

stop

(stop debuging with CTRL+C)

CentOS

service radiusd stop

radiusd -X

(stop debuging with CTRL+C)

P97 2

Debian

cd /etc/freeradius/tool

CentOS
cd /etc/raddb/tool

Debian & CentOS

./rad eap test -H 127.0.0.1 -P 1812 -S testingl23 -u

'user@rmutx.ac.th'
-2 MSCHAPV2

-p 'Abcdl234' -v -m IEEE8021X -s eduroam -e PEAP

access-accept; 0
RADIUS message: code=2 (Access-Accept) identifier=8 length=187

Attribute
Value:
Attribute
Value:
Attribute
Value:
Attribute
Value:

27 (Session-Timeout) length=6

600

1 (User-Name) length=21
'user@rmutx.ac.th'

79 (EAP-Message) length=6

03080004

80 (Message-Authenticator) length=18
4£334b7622ec20537163ac31cl1926d84
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N15AARALY9I1USIUNY eduroam-TH

36. whlUlWa radiusd.conf

lngusuumanizgnlaewisuainlig radiusd-eduroam.conf

Debian
vi radiusd.conf

# Change some configurations in radiusd.conf as show below

# PROXY CONFIGURATION

#

proxy requests = yes
SINCLUDE proxy.conf

# eduroam

SINCLUDE proxy-eduroam.conf

# CLIENTS CONFIGURATION

#

SINCLUDE clients.conf

# eduroam

SINCLUDE clients-eduroam.conf

modules {

# Debian
SINCLUDE ${confdir}/modules/

Extensible Authentication Protocol

#
#
# For all EAP related authentications.

# Now in another file, because it is very large.
#

#SINCLUDE eap.conf

# eduroam

SINCLUDE eap-eduroam.conf

CentOS

vi radiusd.conf

# Change some configurations in radiusd.conf as show below

# PROXY CONFIGURATION

#

proxy requests = yes
SINCLUDE proxy.conf

# eduroam

SINCLUDE proxy-eduroam.conf

# CLIENTS CONFIGURATION
#

SINCLUDE clients.conf

# eduroam
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SINCLUDE clients-eduroam.conf
modules {

# CentOS
SINCLUDE mods-enabled/

# Extensible Authentication Protocol
#

#SINCLUDE eap.conf

# eduroam

SINCLUDE eap-eduroam.conf

37. uilvlwa proxy-eduroam.conf

lnguSuuiianizyn
Debian & CentOS

vi proxy-eduroam.conf

#
# realm for local service
#
realm rmutx.ac.th {
auth pool = localhost
}

home server eduroam-NRO-a {
type = auth+acct
ipaddr = 202.28.112.6
port = 1812
secret = XXXXXXXXXXXXXXXX

#src_ipaddr = xXxXxX.XXX.XXX.XXX
status check = status-server
require message authenticator = yes

38. wAlulWa clients-eduroam.conf

lngUsunianizyn
Debian & CentOS

vi clients—-eduroam.conf

#
# eduroam server (NRO)

#

client eduroam-NRO-a {
secret = XXXXXXXXXXXXXXXX
ipaddr 202.28.112.6 #UniNet
require message authenticator = no
shortname = eduroam-NRO
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#virtual server = eduroam

39. NAgaUN1IINUAIEK LY eduroam 210 IdP Bu

U199 1

Debian

service freeradius stop

freeradius -X

(stop debuging with CTRL+C)

CentOS

service radiusd stop

radiusd -X

(stop debuging with CTRL+C)

U199 2

Debian

cd /etc/freeradius/tool

CentOS

cd /etc/raddb/tool

Debian & CentOS

./rad eap test -H 127.0.0.1 -P 1812 -S testingl23 -u

'xxxx@rmutA.ac.th'

2 MSCHAPV2

-p 'xoooox' -v -m IEEE8021X -s edurocam -e PEAP -

access-accept; 0
RADIUS message: code=2 (Access-Accept) identifier=8 length=187

Attribute
Value:
Attribute
Value:
Attribute
Value:
Attribute
Value:

27 (Session-Timeout) length=6

600

1 (User-Name) length=21
'xxxx@rmutA.ac.th'

79 (EAP-Message) length=6

03080004

80 (Message-Authenticator) length=18
4f334b7622ec20537163ac31cl926d84
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N15AnAY Wireless Controller %158 Anonymous Access Point $94AU Radius server

Radius server: whbulna clients.conf

W IP address #38LA38918U99 Anonymous Access Point

Debian & CentOS
vi clients.conf
client <ip or network of access point> {
secret = = teé%iﬁ§123 -
shortname = my access point

}

client 172.16.11.8 {
secret = secret for 172 16 11 8
shortname = ap 172 16 11 8

}

client 192.168.0.0/24 {
secret = secret for net 192 168 0 0 24

shortname = ap in net 192 168 0 0 24

Cisco Wireless Controller

1. Add/Edit RADIUS profile

SECURITY > AAA > RADIUS > Authentication > [New...] or Edit
Server IP Address (Ipv4/Ipv6): <radius server ip address>
Shared Secret Format: ASCII
Shared Secret: <secret shared with radius server>
Confirm Shared Secret: <secret shared with radius server>
Key Wrap: [ ]
Port Number: 1812
Server Status: Enabled
Network User: [/] Enable

SECURITY > AAA > RADIUS > Accounting > [New...] or Edit
Server IP Address (Ipv4/Ipv6): <radius server ip address>
Shared Secret Format: ASCII
Shared Secret: <secret shared with radius server>
Confirm Shared Secret: <secret shared with radius server>
Port Number: 1813
Server Status: Enabled
Network User: [/] Enable

2. Add/Edit Wireless LAN profile

WLANs > WLANs > WLANs > [Create new...] or Edit
Type: [WLAN]
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Profile Name: <wlan profile>
SSID: <wlan ssid>
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WLANs > WLANs > WLANs > [wlan_profile] > Security > Layer 2

Layer 2 Security: WPA+WPA2

WPA+WPA2 Parameters
WPA Policy: [ 1
WPA2 Policy-AES: [/]

Authentication Key Management
802.1X: [/] Enable

WLANs > WLANs > WLANs > [wlan_profile] > Security > AAA Server

Authentication Servers Accounting Servers
[/] Enabled [/] Enabled
Server 1 [auth radius ip:port] [acct radius ip:port]

Radius Server Accounting
Interim Update: [/]
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N15M53ATILILLALATIVEBUNISINIUVAY Radius server

15911914984 Radius server WU AziiNsSudayan1s30ewen1sdnie (Access-Request) INABUBN Uagdd
soidudrutunisvinunuaauiusemalilulidauantd lnedvutuddgazeglulndlednussneld
Usznausmelng sites-enabled/eduroam wazlwg sites-enabled/eduroam-inner-tunnel

\ila Radius server lA5un1535e9ve zidayanisiesaidilulszuiananutunaululig sites-
enabled/eduroam Wulwdusn wazenvdsioludinisuszanananiglululng sites-enabled/eduroam-

inner-tunnel %sadswalUdy Radius server ww3a9dn

1. A15WEUNATEI unlang 14Ty Radius server

Aldaninsadisuniw unlang WeUsviianateyauazandulanisinaula wu Weuien1snivasy
sUnvutAdldlimnyan wiedulununguesnislduinig eduroam Jusiu

JULUU0491 unlang aglndifsiuniw C annsaleulvidnisnsiaaeudmseiiuds Muuadun
MIVNUALFURUUTINIHITUTUNTY UagMNUARANTTINNY @13150108un1e1 unlang Laludiunis
Uszaadaya 1w authrize {}, authenticate {} \Jusiu

fuUsveen1w unlang agiduiuusnelu llanunsausenrtiuwedls fuusiiindu asuiu 3 dufe
druresnsvhaurestuga annsimuadu Attribute Tulwd dictionary uar@signuisasdunvmeses
YUINT

nsivuaaliRaLys 19l section ¥ update Tu 3 fUuS control, request kag response §8E14
LU
update request {
User-Name := “login name”

}
update control ({
Proxy-To-Realm := “LOCAL”

}
update response {
Operator-Name := “labc.ac.th”

}

nsonediaiauys To3UwuU %{Variable-Name} wiu laddimaiiiunistu section a9 wu
1f( ("%${Realm}" =~ /rmutx.ac.th$s$/) ) {
reject

Anseriibun1w unlang AulAediulusunsun1w C udliaudanegunii wu

mMsSsuLnsy
(!foo) Negation
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Regular expression (match)
Negate regular expression (not match)

foo || bar) Or

foo && bar) And

foo == bar) Equal
) Not equal
)
)

foo < bar) Less than
foo > bar) More than
NIIMRRAAI

foo = “value” Add the attribute to the list, if and only if an
attribute of the same name is not already present
in that list.

foo := “walue” Add the attribute to the list. If any attribute of
the same name is already present in that list, its
value is replaced with the value of the current
attribute.

foo += “value” Add the attribute to the tail of the list, even if
attributes of the same name are already present in
the list. When the right hand side of the
expression resolves to multiple values, it means
add all values to the tail of the list.

fegneiUsndninisanstia amnsaglainnssulusunsuwuy Debug

N13559998 (Request)
Received Access-Request Id 0 from 127.0.0.1:59868 to 127.0.0.1:1812

User—-Name = 'user(@rmutx.ac.th'
NAS-IP-Address = 127.0.0.1
Calling-Station-Id = '70-6F-6C-69-73-68"

Framed-MTU = 1400
NAS-Port-Type = Wireless-802.11

N1598UNAU (Response)
Sending Access-Challenge Id 0 from 127.0.0.1:1812 to
EAP-Message = 0x010100061920
Message-Authenticator = 0x00000000000000000000000000000000
Sending Access-Accept Id 9 from 127.0.0.1:1812 to 127.0.0.1:59868
User-Name := 'user@rmutx.ac.th'
EAP-Message = 0x03090004
Message-Authenticator = 0x00000000000000000000000000000000

nsivuadEunIINsravedluskngy aunsaldnisnseyhiuudenvnaiiugiu fe if else elseif la 1w

if( ("${Realm}" =~ /rmutx.ac.th$S$/) ) {
update control {
Proxy-To-Realm := LOCAL
}
}
else {
update request {
Realm := "eduroam"

}
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2. nsAansaeUyagldnlimansay

WeAnnseslgdninund sudufeadeunte unlange Winlululed fegratiotadnlumvuivan fe
Unytinlaidl realm n3olaill @oox Wsatgdniinannmsyhaulaesnludfvesunsssuuu)ianis wu
3gppnetwork.org Judu

Tunsfesad ladins@eunien unlang WeAnnseslydnlimunzauniunlasiusmlings Wilulwa
eduroam-realm-checks.conf waglatlndtluusznauiduaruniavaslngdlasd sites-enabled/eduroam

authorize {
SINCLUDE $S{confdir}/eduroam-realm-checks.conf
}

3. nsimuaeTatngiivansauiugldnsneiu

mnaaNIldranmsgnvinlvidesdaiiues e eisaiu awnsavilalaenisdsloyanineay VLAN
21N Radius server l&q Wireless Controller (WLC) %38 Access Point (AP) ¢ 9191l 1 WLC %58 AP
£AIUTENE VLAN Aevangtaanssenunneunaulne Radius server aagnddu AInN1shensEnIng

9127158 (User-Name: toooox) AUin@ne (User-Name: sxoooox) MbdaAsau1enaeaiusai a3 aane

+-— Teacher

+-- Student

sites-enabled/eduroam

post—-auth {
update reply {
Tunnel-Type := "VLAN"
Tunnel-Medium-Type := "IEEE-802"

}
if( "${User-Name}" =~ /"t*/ ) {
update reply {
Tunnel-Private-Group-Id := 100

}
elseif ( "%${User-Namel}l" =~ /"*s*/ ) {
update reply {

Tunnel-Private-Group-1Id 200

else {
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4. mIgRanssun1sinteuvesiusunsulagasidey (Full debuging)

MInsIRARUNITYIILYRslUsUNTY Radius server Fhauagugniaavieliitiy TAafanfom sy
TUsunsuuuy full debuging TUsunsuasfisinanisineu sidenanssuiitintulasazidooonssenin lu
wiemiluasosazaunsadulsunsy Radius server diftssmislusunsy oy mnassulsunsuuuy full
debuging AzAesUalUSIATULANADY LLazéuqmﬁwmiﬁmﬁ CTRL+C mssflumsidusadl

Debian
service freeradius stop
freeradius -X

CentOS

service radiusd stop
radiusd -X

5. msvuiinnanssuly Log

wa a ) U = a ° A o v a o X a a o ' o e
AaudRngiunsduiinianssumsihnunimualinisieded Telvdlugady uazdidumiinsduiin
ANUAINILANYBY Radius server Usenaunig

sites-enabled/eduroam
authorize {
# get request from local user and NRO (as IdP and SP)
# config: ${configdir}/ (modules or mods-enabled)/detail.log
# log: ${logdir}/radacct/<client ip>/auth-detail-<date>
auth log

}

accounting {
# accouting request from local user and NRO (as IdP and SP)
# config: ${configdir}/ (modules or mods-enabled)/detail
# log: ${logdir}/radacct/<client ip>/detail-<date>
detail

}

post-auth {
# get result after authentication process (as IdP)
# config: ${configdir}/ (modules or mods-enabled)/detail.log
# log: ${logdir}/radacct/<client ip>/reply-detail-<date>
reply log

}

pre-proxy {
# process and forward request to NRO (as SP)
# config: ${configdir}/ (modules or mods-enabled)/detail.log
# log: ${logdir}/radacct/<client ip>/pre-proxy-detail-<date>
pre proxy log

}

post-proxy {
# get response from NRO (as SP)
# config: ${configdir}/ (modules or mods-enabled)/detail.log
# log: ${logdir}/radacct/<client ip>/post-proxy-detail-<date>
post proxy log
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fog1ilanlulng auth-detail

Fri Oct 23 22:39:14 2015
Packet-Type = Access—-Request
User-Name = "eduroam@rmutx.ac.th"
NAS-IP-Address = 127.0.0.1
Calling-Station-Id = "70-6F-6C-69-73-68"

Stripped-User-Name = "eduroam"
NAS-Port-Type = Wireless-802.11
Realm = "rmutx.ac.th"

fhograiionlulig reply-detail

Sat Oct 24 02:01:00 2015
Packet-Type = Access-Accept
Session-Timeout = 600
User-Name = "eduroam@rmutx.ac.th"

fegnallemlulng pre-proxy-detail

Sat Oct 24 00:05:49 2015
Packet-Type = Access-Request
User-Name = "eduroam@rmutx.ac.th"
NAS-IP-Address = 127.0.0.1
Calling-Station-Id = "70-6F-6C-69-73-68"
Realm = "eduroam"
Proxy-State = 0x30

fregrailenlulwg post-proxy-detail

Mon Oct 26 15:33:43 2015
Packet-Type = Access-Accept
Session-Timeout = 600
User-Name = "eduroam@rmutx.ac.th"
Proxy-State = 0x39
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6. arnunIsinuvespanURnsaiinulindiilu IdP (Access-Request)

Request from local user or NRO

authorize { [4
SINCLUDE ${confdir}/eduroam-realm-checks.conf
if( ("${Realm}" =~ /rmutx.ac.th$s$/) ) {
update control {
Proxy-To-Realm := LOCAL
User is local }
realm }
else {
update request {
Realm := "eduroam"

}
update control {
Proxy-To-Realm := "eduroam"
}
}
eap-eduroam {
ok =

return
} \v

} Processing EAP-TLS and pass data to edurocam-inner-tunnel

EAP-TLS data from eduroam

sites-enabled/eduroam-inner-tunnel
authorize {
if ("${request:User-Namel}" =~ /"~ (.*)Q(.*)/) {
update request {
Stripped-User-Name := "%{1}"
Realm := NULL

}

update control {

Proxy-To-Realm := LOCAL
Force as local
authenticate
group {
files-eduroam { # Read the '

users-eduroam' file
Not found ok = return

in users-eduroam
ldap eduroam { # for LDAP
= return
mschap eduroam {# for ActN

ve Dirdgctory

return
}
V(’ } —\\\V

eap-eduroam { Continue handle EAP-TLS

ok = return
} -\\\,
}

Query user and pass data to authenticate
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User information from authorize

authenticate {

eap-eduroam

Auth-Type PAP {

Challenge\and pap

verify ppssyord }
Auth-Type MS-
mschap

HAP { # for LDAP

}

Auth-Type MS-CHAP { # f Active Dirgctory
msclrlap—edl;troa_ms\‘v

\ws;—auth {
update reply {

User-Name := "%{request:User-Name}"

}

}
update outer.reply {

User—-Name = "%{request:User—Name}"-~\‘v

}

sites-enabled/eduroam
post—-auth {
Post-Auth-Type REJECT ({
attr filter.access reject

] v

Reply Access-Accept or Access-Reject to local user or NRO
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7. @dunisinauvesqaauinsaiinutinfilu SP (Access-Request)

Request from local user

sites-enabled/eduroam //”’——_——__€>

authorize { 4
SINCLUDE ${confdir}/eduroam-realm-checks.conf
if( ("${Realm}" =~ /rmutx.ac.th$s$/) ) {
update control {
Proxy-To-Realm := LOCAL
}
}
else {
update request {
Realm := "eduroam"

}
update control {

User is not Proxy-To-Realm := "eduroam"

local realm }

}
pre-proxy {

# Update Operator-Name to IdP

update proxy-request {
Operator-Name := "lrmutx.ac.th" N\V

}
Pass Request to NRO

}
Reply Access-Accept or Access-Reject from NRO

\\\\\-—ESE;fproxy {
post proxy log Q\V

}
Reply Access-Accept or Access-Reject to user
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14 a
RMNBR

- https://www.eduroam.us/node/89

- http://confluence.diamond.ac.uk/display/PAAUTH/Using+Active+Directory+as+authentication+source
- https://wiki.samba.org/index.php/Setup_a Samba AD Member Server

- http://freeradius.org/radiusd/man/unlang.html
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