1y

pilon13AAsY Radius server &1%3UVU3N75 eduroam, Usenie WA, UN3.0874

Ailan13AnAY Radius server §1m3uuU3n13 eduroam

Unin

TURBUNITANAY A8UTENBUAIY 3 TUABUVEN AU 2 NBden Usenaueie
1. MsAnRIAENARUNUFIY
aunsaviili Radius server yihaulasaediaies ToUnadldnteglulnduadusunsy
2. mudenligudeyadaydyld
I ° (% . Yo v 1% ¥ a
Junsivuali Radius server 19d0ny3nldaingudeyanieuen Usenaueig 2 naden
- nsfndsleedl LDAP Server WugudeyaUndgld
- nsfndislaedl Microsoft Active Directory 1ugudeyadaydily
3. mshaRsldausINiu eduroam-TH
Bnshess iunsuuzihmdslunisafiunisegiaduddu wieudmedrsmdsfinssiuanimwindouues
1ASENTIEA W N1sAnAunAng n1suilulid nsveaeunisvineu Wusu lneruaudRiveslusunsy
A 1 < o o & A [ d' vo o 3 va a o
Nounmua Wunsiiliddusasuicunisusugduuvuieldlvgiulndauaudfimiuvedusingy Wi

[
a o o

fnma eduniswaludavnlulndlivnngay wasldau

WelinsAnssdinnugniessazannsavhnuldegsliifetianain Sndusesdniunsmuddutulag
avldun eniumadenligiuteyatndglinanunsadenlaegndlaatianis

Wide MINTI9IATIERLAYATIIEUNSYIN9UYeS Radius server Ludiuvaan1siugiinisusuuss
AnuaNUR Welyt Radius server YNOUNUANAIMTONUFALIINNITAARIL TIUTINTATIIARURINTTUN
WedundunAnlilulng Log

W9 N13RAGT Wireless Controller 38 Anonymous Access Point 527U Radius server wugiisn1s
MvuaRaLURves Radius server agaunsal WLC v3e AP Tyiviinusiudiu

anvazuYaINIsIueAuaudRluNRafIlae a1unsadalendlraundnaiglussdnsldusnisnsediy
melupsdnsls Usslesidieliaudnadunisivuaguaudinisweusennasstisnglulidnsanou

witgymbiasaneu mntudsesluldusnmsangliusnsaulaviud

JUVRITEUUUUANTS wazlusunsy freeradius Ndmaaasinng

0
o

Adsuazlndagandmussuuyfuinisuaslusunsy freeradius Faprsidenldmdatagneiag Asil

- Debian 8.2 + freeradius-2.2.5

Radius version checking: freeradius -v
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TAs9d319AT018UsENaUNISAAAY

| Fom - +
+-—--| Radius server |

| Fomm + eduroam@uxx.ac.th

|

|

| —_— +

+--—-—| LDAP server | ldap.uxx.ac.th

| Fomm - + user@uxx.ac.th

| or

| Fom - +

+---—| Active Directory | ad.uxx.local/UXX.LOCAL

| Fomm + user@uxx.ac.th

| or

| o e +

+----] MySQL | radius:radpass@mysql.uxx.ac.th/radius
| Fomm + user@uxx.ac.th

|

|

+-——-[ WLC or AP ]
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LﬂumsmmLLauﬂmummammwuﬁiﬂM Radiius server anunsnvhelddesaies Ussnaudaenisinda
Tusunsu Aekeunanaiiugiu Aasauwanaativayy fnsslusunsudmsunaaoy udlvnaaniiiugi uay
ageunsviiy Insnsmeasuazideyadlduuulnddeniuifegd user-eduroam.conf 1nldau

1. é’wmsmLWﬂLn%hqml,amwmnaﬁug'm
apt-get update
apt-get upgrade -y

979894 reboot
apt-get install ntp -y

2. ANAYUWALND freeradius LAZUWALNITUUHYU
apt-get install freeradius -y
apt-get install easy-rsa -y
apt-get install wget -y

3. anulnanuwasraulnaAIaliadIvsunagau
apt-get install gcc make libssl-dev -y

cd /etc/freeradius

wget http://www.rmuti.ac.th/user/prakai/p/freeradius-test-
tool.tar.gz

tar vxfz freeradius-test-tool.tar.gz
cd tool/wpa supplicant-2.5/wpa supplicant
cp defconfig .config

vi .config
CONFIG EAPOL TEST=y

#CONFIG_DRIVER NL80211=y

make eapol test
cp eapol test ../../bin

ref: http.//deployingradius.com/scripts/eapol _test

4. slluangalndanauifsniagy
cd /etc/freeradius
wget http://www.rmuti.ac.th/user/prakai/p/freeradius-2-
eduroam.tar.gz
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5. wanlWdamuaudfdnsagy

tar vxfz freeradius-2-edurocamtar.gz

518M5LNg
- radiusd-eduroam.conf
Inldnaaudfivan Tdusznaunisunlalvd radiusd.conf
- sites-available/eduroam
TWdisududmsunsUaldles eduroam
- sites-available/eduroam-inner-tunnel
TW&Susudmsun1sdaldles eduroam-inner-tunnel
- sites-available/eduroam-status
InldBusudmiudnldluga radius status
- clients-eduroam.conf
Inlds1ensinsesgnanetiterimuelst UniNet Radius 1u client Tunsdlnsvimiih i 1dp
- proxy-eduroam.conf
IWdaniandRiitermuely UniNet Radius 1y home server lunsdinmsviiiidu sp
- eap-eduroam.conf
1‘1/\15?1mauﬁﬁmi&mmiﬁﬂmwm EAP
- eduroam-realm-checks.conf
ansudnsAnnTesyBRnUNATINIUNNITIUTIILEY
- modules/files-eduroam
Inldlugaildensdainydgldanlnddonin (user-eduroam)
- users-eduroam
Inadnydlduuulnadeniny dmsuneaeulaelisedddaydgldangudeya
- modules/ldap-eduroam
Inidlugaildenedeinydgldangrudoua LDAP
- modules/mschap-eduroam
Inidlugaildenadatnydgldangrudoya Active Directory
ldap.attrmap-eduroam
dictionary-eduroam

acct users-eduroam
preproxy users-eduroam

6. wAlulWa radiusd.conf

TnguSuumanizaalaeiisuainig radiusd-eduroam.conf
vi radiusd.conf

# Change some configurations in radiusd.conf as show below

# PROXY CONFIGURATION
#

proxy requests = yes
SINCLUDE proxy.conf
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# eduroam
#SINCLUDE proxy-eduroam.conf

# CLIENTS CONFIGURATION

#

SINCLUDE clients.conf

# eduroam

#SINCLUDE clients-eduroam.conf

modules {

# Debian
SINCLUDE S${confdir}/modules/

# Extensible Authentication Protocol

#

# TFor all EAP related authentications.

# Now in another file, because it is very large.
#

#SINCLUDE eap.conf
# eduroam
SINCLUDE eap-edurocam.conf

# Include another file that has the SQL-related
# This is another file only because it tends to
#

# SINCLUDE sqgl.conf
# eduroaam
#SINCLUDE sqgl-eduroam.conf

7. widlelwa proxy-eduroam.conf

lagUSunianizyn
vi proxy-eduroam.conf

#
# realm for local service
i
realm uxx.ac.th {
auth pool = localhost

}

8. wAlulWg sites- available/eduroam

lngUSuniianizyn
vi sites-available/eduroam

authorize {
# Change realm to be LOCAL for local user

if( ("${Realm}" =~ /uxx.ac.th$s$/) ) {
update control ({
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Proxy-To-Realm :=

}

pre-proxy {
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LOCAL

# Update Operator-Name to IdP
update proxy-request {

Operator-Name :=

}

"luxx.ac.th"

9. snvanbuiiy waziUnly e lu

cd sites-enabled

rm —-f default

rm —-f inner-tunnel

In -s ../sites-available/eduroam

In -s ../sites-available/eduroam-inner—tunnel
In -s ../sites-available/eduroam-status

cd

10. @51914 Certificates

cd certs
rm *
Cp

vi ca.cnf

/usr/share/doc/freeradius/examples/certs/*

[ CA default ]

default days

[certificate authority]
countryName
stateOrProvinceName
localityName
organizationName
emailAddress
commonName

3650

TH

Bangkok

University

noc@uxx.ac.th

"U Wi-Fi Certificate Authority"

vi server.cnf

[ CA default ]

default days

[server]
countryName

3650

TH
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stateOrProvinceName =
localityName
organizationName =
emailAddress
commonName =
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Bangkok

University
noc@uxx.ac.th

"U Wi-Fi Certificate"

vi client.cnf

[ CA default ]

default days = 3650

[client]

countryName = TH

stateOrProvinceName = Bangkok

localityName = -

organizationName = University

emailAddress = noc@uxx.ac.th

commonName = eduroam@uxx.ac.th
./bootstrap

cd

11. WAgUANSVI 2L V09V lna

chgrp -R freerad /etc/freeradius

12, MAFBUNITVINULUUNUFIU

v A
nuN 1
service freeradius stop
freeradius -X

(stop debuging with CTRL+C)

P97 2
cd /etc/freeradius/tool

./rad eap test -H 127.0.0.1 -P 1812 -S testingl23 \

-u 'eduroam@uxx.ac.th'
-m IEEE8021X

-s eduroam

'TESTING-PASSWORD'
-e PEAP -2 MD5

-p -v \

access-accept; 0
RADIUS message:
Attribute 27
Value: 600
Attribute 1
Value:
Attribute
Value:
Attribute
Value:

code=2

79
03080004
80

(Access—-Accept)
(Session-Timeout)

(User—-Name)
'eduroam@uxx.ac.th'
(EAP-Message)

(Message-Authenticator)
6668fe5c30e59946dc91ad7200c0a810

identifier=8 length=187
length=6

length=21
length=6

length=18
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JunsfiasanazimunruantfnugIuli Radius server @1u13avingIufiu LDAP server (OpenLDAP) 1
TUnyTglHng1uteya LDAP dayatadfldasiinisinusanuluguuuy NT/LM Hash (NT-Password,

LM-Password)

A15%19149949 Radius server Az@nnalnunsalues LDAP server chuimgaﬁﬁaq'iu Radius server

13. laseasnadayalu LDAP Server

lassasavianinegevestoyanldlu LDAP Server
dn: dc=uxx,dc=ac,dc=th
objectClass: top
objectClass: organization
dc: u

dn: ou=People,dc=uxx,dc=ac,dc=th
ou: People

objectClass: top

objectClass: organizationalUnit

dn: ou=Group,dc=uxx,dc=ac,dc=th
ou: Group

objectClass: top

objectClass: organizationalUnit

dn: cn=Users, ou=Group, dc=uxx,dc=ac,dc=th
cn: Users

objectClass: posixGroup

gidNumber: 1001

description: Group of Users on Unix System

dn: uid=user,ou=People,dc=uxx,dc=ac,dc=th

cn: User

sn: User

objectClass: top

objectClass: posixAccount

objectClass: shadowAccount

objectClass: inetOrgPerson

objectClass: sambaSamAccount

uid: user

uidNumber: 1001

gidNumber: 1001

loginShell: /bin/bash

homeDirectory: /home/user

gecos: User User

description: User User

displayName: User User

sambaAcctFlags: [U ]

sambalMPassword: C8DFD5ACO546E95DFF17365FAF1IFFES9
sambaNTPassword: 2C47AA9B5AC02360473ECE87B6800920
sambaSID:
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sambaPrimaryGroupSID:
elINTSEF9YOF1dXBVNUR1bVFhakxxaDFSU2VVTH1I5Wi9NQ1d1l SXM=

userPassword: :

14. fAnneunAtna freeradius-ldap
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AnAs module w33 Walyl freeradius WAsUayaaN LDAP lgl
apt-get install freeradius-ldap -y

15. unbulna sites-available/eduroam-inner-tunnel

lngUSuniianizyn

vl sites-available/edurocam-inner-tunnel

authorize {

group {

}

authenticate {

# Read the 'users-eduroam'
files-eduroam ({
# return if match
ok = return
}
#
# for LDAP
ldap-eduroam {
# return if match
ok = return
}
# for Active Directory
#mschap-eduroam {

# # return if match
# ok = return
#1

# for MySQL
#sqgl-eduroam {

# # return if match
# ok = return
#}

Auth-Type PAP {

}

pap

# for LDAP and/or MySQL
Auth-Type MS-CHAP {

}

mschap

# for Active Directory
#Auth-Type MS-CHAP {

#

mschap-eduroam

file
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#1}

eap-eduroam

16. uilvlnd modules/ldap-eduroam

lnguSuunnyalvignaes duiusiu LDAP server
vi modules/ldap-eduroam
ldap ldap-eduroam {

server = "your-ldap-server-host"

#identity = "cn=admin,dc=uxx,dc=ac,dc=th"

#password = mypass

basedn = "dc=uxx,dc=ac,dc=th "

filter = " (uid=%{%{Stripped-User-Name} :-%{User-
Name} })"

#base filter = " (objectclass=radiusprofile)"

#access attr = "dialAccess"

# password attribute = userPassword

password attribute = sambaNTPassword

17. Waguansvsard1vasvaslna

chgrp -R freerad /etc/freeradius

18. NAgaUN1MINNUAIELTFaN LDAP Server

nie9 1
service freeradius stop
freeradius -X
(stop debuging with CTRL+C)

P99 2
cd /etc/freeradius/tool

./rad eap test -H 127.0.0.1 -P 1812 -S testingl23 \

-u 'user@uxx.ac.th' -p 'Asdfl1234' -v -m IEEE8021X \
-s eduroam -e PEAP -2 MSCHAPV2

access-accept; 0
RADIUS message: code=2 (Access-Accept) identifier=8 length=187
Attribute 27 (Session-Timeout) length=6
Value: 600
Attribute 1 (User-Name) length=21
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Value: 'user@uxx.ac.th'

Attribute 79 (EAP-Message) length=6
Value: 03080004

Attribute 80 (Message-Authenticator) length=18
Value: 4f334b7622ec20537163ac31cl926d84
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n1saRslaeal Microsoft Active Directory \ugnudiayatany il

b K

Junsfiasnazimunauaud@nugiuli Radius server a@unsayineusaniu Microsoft Active Directory

\ensyaaeurldanUaydnldlu Active Directory

15911914984 Radius server A¥ATIvdaUAINUYBIRldRLlUsINTUATEUEN FiB samba %38 winbind
Jndusssimunnaautfives samba wie winbind lanunsafinsieiu Active Directory Wderiau

19. unbvlna /etc/resolv.conf

lagUSuniianizyn
vi /etc/resolv.conf

nameserver <dc server address>
nameserver <other dns server>

20. wAbvlWa /etc/hosts

lagUSuniianizyn
vi /etc/hosts

<dc_server address> ad.uxx.local

ad.uxx.ac.th ad

21. fnRunANIatuaYNEiU samba, krb5 wag winbind

apt-get install samba winbind krb5-user krb5-config -y

Default Kerberos version 5 realm:
UXX.LOCAL

Kerberos servers for your realm:
ad.uxx.local

Administrative server for your Kerberos realm:

ad.uxx.local

onlainuntinensaian aunsafimunAuanURaNATY
dpkg-reconfigure -plow krb5-config

22. wilvlna /etc/samba/smb.conf

lngUsunianizyn
vi /etc/samba/smb.conf

[global]

workgroup = UXX
security = ADS

realm = UXX.LOCAL
encrypt passwords = yes
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client use spnego = yes

idmap config *:backend = tdb

idmap config *:range = 1000-9999

idmap config UXX:backend = ad

idmap config UXX:schema mode = rfc2307
idmap config UXX:range = 10000-99999

winbind nss info = rfc2307
winbind trusted domains only = no
winbind use default domain = yes

winbind enum users = yes
winbind enum groups = yes
winbind refresh tickets = yes

23. whbulna Jetc/krb5.conf

lnguSuuiianizyn
vi /etc/krb5.conf

[libdefaults]
default realm = UXX.LOCAL
dns lookup realm = true
dns lookup kdc = false
forwardable = true

[realms]

UXX.LOCAL = {
kdc = ad.uxx.local
admin_ server = ad.uxx.local

}

[domain realm]
.uUxXx.local = UXX.LOCAL
uxx.local = UXX.LOCAL

24, San15nlUswnsy samba wag winbind

/etc/init.d/samba restart
/etc/init.d/winbind restart

25. Join 1384 Radius server lUilugan@inuas Active Directory Domain

net ads join -U Administrator

Enter Administrator's password: <Administrator’s password>
Using short domain name -- UXX
Joined 'YOUR-RADIUS-SERVER' to dns domain 'UXX.LOCAL'
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26. San1$nlUswnsy samba wag winbind

/etc/init.d/samba restart
/etc/init.d/winbind restart

27. NAdRUNANTS Join 1389 Radius server lUiuaunBnvas Active Directory Domain

wbinfo -u

administrator
user
and other users

mnlallena laediulain Active Directory v uaglndnnautfgndes iandunsgilude 25-26

28. nagauldUnyddldan Active Directory

/usr/bin/ntlm auth --domain=UXX.LOCAL --username=user \
--password=Asdf1234

NT STATUS OK: Success (0x0)

29. wnwans gl ulnwsiwd Radius server ihlunguvasdldniulusiad winbind
chown root:winbindd priv /var/lib/samba/winbindd privileged

usermod -a -G winbindd priv freerad

30. uAlvlua modules/mschap-eduroam

lagUSunianizyn
cd /etc/freeradius

vi modules/mschap-eduroam

mschap mschap-eduroam {
use mppe = yes

require encryption = yes
require strong = yes

with ntdomain hack = yes

ntlm auth = "/usr/bin/ntlm auth --request-nt-key --
domain=UXX.LOCAL --username=%{Stripped-User-Name} --
challenge=%{mschap:Challenge:-00} --nt-response=%{mschap:NT-

Response:-00}"

# ntlm auth timeout = 10
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31. wAlwlwWa sites-available/eduroam-inner-tunnel

n758989 Radius server @1MsUU3NT eduroam, Usen1g 478, Uns.oa1u

lagUSuniianizyn

vi sites-available/edurcam-inner-tunnel

authorize {

}

group {

authenticate {

# Read the 'users-eduroam'
files-eduroam {
# return if match
ok = return

}

#

# for LDAP

#ldap-eduroam {

# # return if match
# ok = return

#1

# for Active Directory
mschap-eduroam {
# return if match
ok = return
}
# for MySQL
#sgl- eduroam {

# # return if match
# ok = return
#}

Auth-Type PAP {

}

pap

# for LDAP and/or MySQL
#Auth-Type MS-CHAP ({

#
#1}

mschap

# for Active Directory
Auth-Type MS-CHAP {

}

mschap-eduroam

eap-eduroam

file
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32. Wasudnsvsardnvesvaelna
chgrp -R freerad /etc/freeradius

33. NAFBUNITINUAILE YR Active Directory

ne7 1
service freeradius stop
freeradius -X
(stop debuging with CTRL+C)

PN 2
cd /etc/freeradius/tool

./rad eap test -H 127.0.0.1 -P 1812 -S testingl23 \
-u 'userQuxx.ac.th' -p 'Asdfl234' -v -m IEEE8021X \
-s eduroam -e PEAP -2 MSCHAPV2
access-accept; 0
RADIUS message: code=2 (Access-Accept) identifier=8 length=187
Attribute 27 (Session-Timeout) length=6
Value: 600
Attribute 1 (User-Name) length=21
Value: 'user@uxx.ac.th'
Attribute 79 (EAP-Message) length=6
Value: 03080004
Attribute 80 (Message-Authenticator) length=18
Value: 4f334b7622ec20537163ac31cl1926d84
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m3fadslasdl MysOL WugrudayatyBdld

K

< a O ° wa & 1% . ° v e 1% v &
L‘U‘uﬂ'ﬁﬁ](ﬂﬁ]\‘iLLagﬂWWUWﬂmﬁNUmquWUIM Radius server mmmmmu‘lmmegmﬁuauuat}ﬁwLﬂul‘ﬂu
\@3vlaes MySQL

% v A va & v & = o @ v X Y a o
Toyavny@ilimnuluguuuuresgudeyatiu aunsallassaislanld Yusdivumineduosniuunay

1 ¥

Jouiu walugfledl az8198s3Unuunsdniudoyaniuisnsiugiuves freeradius-mysql

Y

34. lasea¥retayalu MySQL Server

¢ & a o & v o v . & v v < 9
aaAUsznaUNUg IUNanvaINIInNuTeyatndyld nugUuuuves freeradius-mysql tu Yeyarldaziiull
Tun1519 ¥ radcheck HgUwuuvestoyarly il

Y

mysqgl> select * from radcheck;

fom e fo e +

| 1id | username | attribute | op | value |

o —— o fom - +

| 1 | user | Cleartext-Password | = | Asdfl234 |

o —— o fom - +

mysgl> select * from radcheck;

fom e pom e it e ittt +
| id | username | attribute | op | value |
fom e pom e it e ittt +
| 1 | user | NT-Password | | 2C47AA9B5AC02360473ECE87B6.. |
| 2 | user | LM-Password | := | C8DFD5ACO0546E95DFF17365FAF.. |
o —— Fomm - oo +

35. AnASUWALNA freeradius-mysql

AnRs module a3y Lelv freeradius [Wdstayaain MySQL 1o
apt-get install freeradius-mysqgl -y

36. wAlulWa radiusd.conf

lnguSuumanizyalaeiisuainig radiusd-eduroam.conf
cd /etc/freeradius

vi radiusd.conf

modules {

# Include another file that has the SQL-related
# This is another file only because it tends to
#

# SINCLUDE sgl.conf
# eduroaam
SINCLUDE sgl-eduroam.conf
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lagUSuniianizyn

vi sites-available/edurcam-inner-tunnel

authorize {

group {

}

authenticate {

# Read the 'users-eduroam'
files-eduroam {
# return if match

ok = return
}
#
# for LDAP
#ldap-eduroam {
# # return if match
# ok = return
#1

# for Active Directory
#mschap-eduroam {

# # return if match
# ok = return
#}

# for MySQL

sgql- eduroam {
# return if match
ok = return

Auth-Type PAP {

}

pap

# for LDAP and/or MySQL
Auth-Type MS-CHAP {

}

mschap

# for Active Directory
#Auth-Type MS-CHAP {

#
#}

mschap-eduroam

eap-eduroam

file
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38. uAlvlwa sql-eduroam.conf

lagUSuniianizyn
vi sgl-eduroam.conf

sgl sgl-eduroam {

#

driver = "rlm sgl $S{database}"

# Connection info:

server = "<mysgl server host address>"
#port = 3306

login = "radius"

password = "radpass"

39. udlvlna sqVmysql/dialup-eduroam.conf

lnguSuuiianizyn

vi sql/mysqgl/dialup-eduroam.conf
#
# Query config: Username
#
# Use Stripped-User-Name, if it's there.
# Else use User—-Name, if it's there,
# Else use hard-coded string "DEFAULT" as the user name.
sql user name = "${%{Stripped-User-Name}:-%{%{User—-Name}:-
DEFAULT} }"
#
#sql_user_name = "${User-Name}"

nsdifigudeyatadgldnladulumuguuuuves freeradius-mysql Snduspandludds SQL el
wnngauiulasaisteyatiy

vi sql/mysqgl/dialup-eduroam.conf

Authorization Queries

These queries compare the check items for the user
in ${authcheck table} and setup the reply items in
${authreply table}. You can use any query/tables
you want, but the return data for each row MUST

be in the following order:

Row ID (currently unused)
UserName/GroupName

Item Attr Name

Item Attr Value

Item Attr Operation

= S S S S o S S S S S S S S
S W N RO
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authorize check query = "SELECT id, username, attribute,\
value, op \
FROM ${authcheck table} \
WHERE username = '%{SQL-User-Name}' \
ORDER BY id"
#
authorize reply query = "SELECT id, username, attribute,\
value, op \
FROM ${authcheck table} \
WHERE username = '$%{SQL-User-Name}' \
ORDER BY id"

40. nAgaUN1IVINURIEEFaIN MySQL

niNe9n 1
service freeradius stop
freeradius -X
(stop debuging with CTRL+C)

P07 2
cd /etc/freeradius/tool

./rad eap test -H 127.0.0.1 -P 1812 -S testingl23 \
-u 'user@uxx.ac.th' -p 'Asdfl1234' -v -m IEEE8021X \
-s eduroam -e PEAP -2 MSCHAPV2

access-accept; 0
RADIUS message: code=2 (Access-Accept) identifier=8 length=187
Attribute 27 (Session-Timeout) length=6
Value: 600
Attribute 1 (User-Name) length=21
Value: 'user@uxx.ac.th'
Attribute 79 (EAP-Message) length=6
Value: 03080004
Attribute 80 (Message-Authenticator) length=18
Value: 4f£334b7622ec20537163ac31cl926d84
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N15AARALY9I1USIUNY eduroam-TH

41, whlwlwa radiusd.conf

TnguSuumanizyalaeyisuanivg radiusd-eduroam.conf
cd /etc/freeradius

vi radiusd.conf

# Change some configurations in radiusd.conf as show below

# PROXY CONFIGURATION

#

proxy requests = yes
SINCLUDE proxy.conf

# eduroam

SINCLUDE proxy-eduroam.conf

# CLIENTS CONFIGURATION

#

SINCLUDE clients.conf

# eduroam

SINCLUDE clients-eduroam.conf

42. wilwlwa proxy-eduroam.conf

lagUSuniianizyn
vi proxy-eduroam.conf
#
# realm for local service
#
realm uxx.ac.th {
auth pool = localhost

}

home server eduroam-NRO-a {
type = auth+acct
ipaddr = 202.28.112.6
port = 1812
secret = XXXXXXXXXXXXXXXX

#src_ipaddr = XxXx.XXX.XXX.XXX
status check = status-server
require message authenticator = yes

43, wAlaulWa clients-eduroam.conf

lnguSuuianizyn
vi clients-eduroamconf

#
# eduroam server (NRO)

#
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client eduroam-NRO-a {
secret =XXXXXXXXXXXXXXXX
ipaddr =202.28112.6 #UniNet
require message authenticator =no
shortname =eduroam-NRO
#virtual server -eduroam

44. NAFaUNITINUAILELY eduroam 211 IdP By

ni9e9 1
service freeradius stop
freeradius -X
(stop debuging with CTRL+C)

U0 2
cd /etc/freeradius/tool

./rad eap test -H 127.0.0.1 -P 1812 -S testingl23
-u 'user@uxx.ac.th' -p 'Asdfl1234' -v -m IEEE8021X
-s eduroam -e PEAP -2 MSCHAPV2
access-accept; 0
RADIUS message: code=2 (Access-Accept) identifier=8 length=187
Attribute 27 (Session-Timeout) length=6
Value: 600
Attribute 1 (User-Name) length=21
Value: 'user@uxx.ac.th'
Attribute 79 (EAP-Message) length=6
Value: 03080004
Attribute 80 (Message-Authenticator) length=18
Value: 4£334b7622ec20537163ac31cl1926d84
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N13AARNY Wireless Controller %38 Anonymous Access Point $2ufiu Radius server

Radius server: wnbulna clients.conf %38 clients-eduroam.conf

Wil IP address %38LAT8918989 Anonymous Access Point
vi clients.conf
client <ip or network of access point> {
secret = = teé%iﬁ§123 B
shortname = my access point

client 172.16.11.8 {

secret = secret for 172 16 11 8
shortname = ap 172 16 11 8

}

client 192.168.0.0/24 {
secret = secret for net 192 168 0 0 24
shortname = ap in net 192 168 0 0 24

Cisco Wireless Controller

1. Add/Edit RADIUS profile

SECURITY > AAA > RADIUS > Authentication > [New...] or Edit

Server IP Address (Ipv4/Ipv6): <radius server ip address>
Shared Secret Format: ASCII

Shared Secret: <secret shared with radius server>

Confirm Shared Secret: <secret shared with radius server>
Key Wrap: [ ]

Port Number: 1812

Server Status: Enabled

Network User: [/] Enable

Save Configuration ~ Ping  Logout Refre

CISCO MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK
Security RADIUS Authentication Servers Apply New...
v AAA
Auth Called Station ID Type | AP MAC Address:SSID ¥
General
~ RADIUS ‘
Authentication Use AES Key Wrap (Designed for FIPS customers and requires a key wrap compliant RADIUS server)
Accounting
Fallback MAC Delimiter Mo Delimiter ¥
DNS
Downloaded AVP Network Server
¥ TACACS+ User Management Index Server Address(Ipvad/Ipv6) Port 1PSec Admin Status

LDAP
Local Net Users L 203.156.192.3 1812 Disabled Enabled -]
MAC Filtering Ci 2 203.158.192.13 1812 Disabled Enabled
Disabled Clients

User Login Policies

AP Policies

Password Policies

<
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MONITOR  WILANs CONTROLLER WIRELESS SECL..1Y MANAGEMENT COMMANDS HELP FEEDBACK

Security RADIUS Authentication Servers > New
v ANX
Server Index (Priority) 2 v
General
* RADIUS Server IP Address(Ipvd/Ipv6) 20_..5.1.7 1.
Authentication h
Accounting Shared Secret Format ASCIT ¥

ETJEECR Shared Secret PR - F

Downloaded AVP Confirm Shared Secret T
» TACACS+ (

LDAP / . . .
Local Net Users Key Wrap (Designed for FIPS customers and requires a key wrap compliant RADIUS server)
M.AC Filteriljg Port Number 1812
Disabled Clients
User Login Policies Server Status Enabled ¥
AP Policies -
Password Policies Support for RFC 3576 Disabled ¥
» Local EAP Server Timeout 2 seconds
Advanced EAP Netwaork User ¥ Enable r
» Priority Order Management [ Enable
» Certificate IPSec Enable

SECURITY > AAA > RADIUS > Accounting > [New...] or Edit

Server IP Address (Ipv4/Ipv6): <radius server ip address>
Shared Secret Format: ASCII

Shared Secret: <secret shared with radius server>

Confirm Shared Secret: <secret shared with radius server>
Port Number: 1813

Server Status: Enabled

Network User: [/] Enable

MONITOR WIANs CONTROLLER WIRELESS SECURLY MANAGEMENT COMMANDS HELP FEEDBACK

Security RADIUS Accounting Servers Apply New...
- MA(
Acct Called Station ID Type AP MAC Address:SSID M
General
> RADIUS‘-_ MAC Delimiter No Delimiter ¥
Authentication
Accounting
Fallback Network Server Admin
DNS User Index Server Address(Ipv4/Ipv6) Part IPSec Status
Downloaded AVP 4 1 27375 1813 Disabled Enabled a
» TACACS+
v 3 207.173..87.17 1813 Disabled Enabled -]

LDAP
Local Net Users
MAP Eltarina

MONITOR WLANs CONTROLLER WIRELESS SECU - .. MANAGEMENT COMMANDS HELP FEEDBACK
Security RADIUS Accounting Servers > New
S
General Server Index (Priority) 2
« rapIUsA™ Server IP 2.1 312 -

Address(Ipv4/IpvE)

Authentication
Accounting * Shared Secret Format ASCIT ¥
EENIE;ECR Shared Secret LT h

Downloaded AVP Confirm Shared Secret weend
P TACACS+
LDAP Port Number 1813
Local Net Users
. h = Statb Enabled ¥
MAC Filtering Erver status raze
Disabled Clients Server Timeout 2 seconds

User Login Policies

AP Policies Network User ¥ Enable #

Password Policies IPSec Enable

» Local EAP
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2. Add/Edit Wireless LAN profile
WLANs > WLANs > WLANs > [Create new...] or Edit

Type: [WLAN]
Profile Name: <wlan profile>
SSID: <wlan ssid>

MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

WLANSs WLANs E
~ WLANs Current Filter:  None [Chanage Filter] [Clear Filter] Create New v| o | «
WLANS

b Advanced
WLAN ID  Type Profile Name WLAN SSID Admin Status Security Policies
2 WLAN RMUTI-WiFi RMUTI-WiFi Enabled [WPAZ][Auth(802.1%)] [~ ]
3 WLAN RMUTI-WiFi-CL-Park CL-Park Enabled Web-Auth -]
4 WLAN eduroam eduroam Enabled [WPAZ][Auth(802.1%)] -]
12 WLAN RMUTI-WiFi-Misc RMUTCON Disabled Web-Auth -]
128 WLAN RMUTI-Register RMUTI-Register Enabled Web-Passthrough [~ ]
256 WLAN FlexConnect RoboNet Enabled None [~]

WLANs WLANSs > New < Back | Apply |
A4 WLANSB Type WLAN v /
WLANSs
» Advanced Profile Name eduroam
SsSID eduroam| ﬁ
D 1 v

WLANs > WLANs > WLANs > [wlan_profile] > Security > Layer 2
Layer 2 Security: WPA+WPA2

WPA+WPA2 Parameters
WPA Policy: [ ]
WPA2 Policy-AES: [/]

Authentication Key Management
802.1X: [/] Enable

MONITOR WLANsS CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

WLANSs WLANs E
¥ WLANs Current Filter: None [Change Filter] [Clear Filter] Create New v iI
WLANs

b Advanced
WLANID Type Profile Name WLAN SSID Admin Status Security Policies
2 WLAN RMUTI-WiFi RMUTI-WiFi Enabled [WPAZ][Auth(802.1X)] [ -]
;M WLAN RMUTI-WiFi-CL-Park CL-Park Enabled Web-Auth -]
4 WLAN eduroam eduroam Enabled [WPaAZ][Auth(802.1x)] [~]
p 3 WLAN RMUTI-WiFi-Misc RMUTCON Disabled Web-Auth u
128 WLAN RMUTI-Register RMUTI-Register Enabled Web-Passthrough [~]
256 WLAN FlexConnect RoboMet Enabled Mone [~]
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MONITOR  WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS

WLANs WLANSs > Edit ‘eduroam’

* WLANs 7—‘F P E— .
TTUACE h General | Secufi | QoS | Policy-Mapping | Advanced |

» Advanced Layer 2 | Layer 3 | AAA Servers |

Layer 2 Security 8 | WPA+WPA2 v h

MAC Filtering2

Fas" «ra Si. "I

WPA+WPA2 Parameters

WPA Policy

WPA2 Policy-AES 7 h

Authentication Key Management

802.1X ¥| Enable b

CCKM Enable
PSK Enable
FT 802.1X Enable

WLANs > WLANs > WLANs > [wlan_profile] > Security > AAA Server

Authentication Servers Accounting Servers
[/] Enabled [/] Enabled
Server 1 [auth radius_ip:port] [acct radius_ip:port]

Radius Server Accounting
Interim Update: [/]

MONITOR ﬂLAN'E CONTROLLER  WIRELESS SECURITY MANAGEMENT COMMANDS  HELP
WLANSs WLANSs > Edit 'edurgam’
b u‘i}j:: * ( General | Secur | QoS | Policy-Mapping | Advanced |
» Advanced | Layer 2 | Layer 3 | AAA Servers | “
Si'ec” PAA seves o' 0 b ~ve r ler ea. "ef=ull iervers nthi- WL ™

Radius Servers

Radius Server Overwrite interface Enabled
Authentication Servers Accounting Servers EAP Parameters
¥| Enabled ¥ Enabled r el
Server 1 |IP:2C7.075%¢ 172.17, Porti1812 ¥ || IP:20. LT3.072.°3, Porti1813 ¥
Server 2 | Mone ¥ || None r

Radius Server Accounting

Interim Update td h Interim Interval| 600

I NAP Sarsarc

Authentication priority order for web-auth user

Order Used For Authentication

Mot Used
RADIUS

LOCAL
LDAP

2016-06-18 16:30 - 26/41



1y

Ailan73dAea Radius server #M35UU3NIT eduroam, Usenig WA, uns.oa

Aruba Wireless Controller

1. Create Radius Server profile
Configuration > Security > Authentication > Servers > RADIUS Server

Manitoring | Configuration | Diagnostics | Maintenance S| e dass | | save configuration |
Wizard : Seacugi Authentication > Servers
AP wizard
Switch Wizard Servers aag Profiles L2 Authentication L3 Authentication User Rules
W LAR Wizard
License Wizard [#  Server Group RADIUS Server
Metwork Instance
Switch [=] RADIUS Serwer RMLITi . aGw i
VLARS RM Ti wadius RMoTi R 5- € rocun
Ports
Zellular Profile RIZITIF diu -ed oon |eduraam | F\ddl
IF
[#] LDAP Server
Security
Authentication | B Internal GB

Access Contral

2. Edit Radius Server profile
Configuration > Security > Authentication > Servers > RADIUS Server > eduroam

Monitoring Configuration Diagnostics Maintenance E Reports Save Configuration | & Logout .
R Security > Authentication > Servers

AP Wizard

Switch Wizard Servers Aaa Profiles L2 suthentication L3 Authentication User Rules Advanced

WLAN Wizard

License Wizard B Server Group RADIUS Server > eduroam Show Reference | Save As | Reset
Network

Switch = RADIUS Ser “‘

s - - - ) —’.JR—E.Z::_

borte h o il ¥ ype: ‘

Cellular Profile b AL Radius M

1P RM T ~adius- e 'sroca Auth Part 1812 Acct Port 1813
Securit

Authenticatith B L0AP Server Retransmits Timeaut sec

posess Canto es 10 I— as e I
Wireless [ Interral DB 1

v
AP Configuration e Mz Mode

[#  Tacacs Accounting Server
AP Installation

&

Apply

3. Create Server Group profile

Configuration > Security > Authentication > Servers > Server Group

Maonitoring | Configuration | Diagnostics | Maintenance Sl | Eedeiss | | save configuration |

LD Security > Authentication > Servers
AP Wizard
Switch wizard ers sas Profiles L2 Authentication L3 Authentication User Rules
WLAN Wizard
License Wizard =] Serwer Group r Server Group
Metwork Instance
Switch default
! default
VLAMNS internal .
internal
PO EML iSe ears RFIT SR M 3
Cellular Profile
Ip Rl IT Ser rs-etsr m RM'T,, s-rve.s-e_.rc 1 t
Security [eduroam | F'-d'jl

Authentication | =l RADIUS Server

Access Control eduroam
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Ailan73dAea Radius server #M35UU3NIT eduroam, Usenig WA, uns.oa

Configuration > Security > Authentication > Servers > Server Group > eduroam

Monitaring Maintenance Plan

wizards ’
AP Wizard
Switch Wizard Vers
WLAMN Wizard
License Wizard
Metwork
Switch
WLANS

Diagnostics

Sqcurity > Authentication > Servers

Abh Profiles L2 Authentication L3 authentication

=] Serwer Group

default z

eduroam

internal Servers
Name

P RE TS Mew

Securit K
Authentication

Access Control

Server Group > eduroam

Fail Through

Ports
Cellular Profile
R T _ar 5= Cdu Server Rules
Duin #u
RADILS Server
Servers
LDAP Server Name

Wireless
AP Configuration
AP Installation

Sawe Configuration | &

A ek oo

erver Name

Logout ad

User Rules Advanced

Show Reference

Save As | Reset

Internal DB eduroarn (Radius)

Management
General Tacacs Accaunting Server

Administration

Certificates

SHMP

TACACS Server

LDggiﬂg KML APT Server Servers
Clack:

Guest Provisianing
Captive Portal Hew
SMTP

Bandwidth Calculator

Name

B O H O H N O B &

RFC 3576 Serwer eduroam

5. Create L2 Authentication profile

Server-Type trim-FQDN Match-Rule Actions
n +: [LTS— To At an “alu v i akad A anne
Server-Type trim-FQDN Match-Rule Actions
Trim FQDN Match Rules
= I Match Type Operator Match String
Authstring = | [contains -]
Add Rule ‘ Delete Rule |
Add Server Cancel
Server-Type trim-FQDN Match-Rule Actions
Radius Mo Edit | Delste | & | ¥

“a
Loy |

Configuration > Security > Authentication > L2 Authentication > 802.1X Authenticaion Profiles

Monitoring Diaghostics
Wizards

AP Wizard

Switch Wizar Servers sas Profiles

WLARN Wizard

License Wizard #  MAC Authentication Profile
Metwork K

Switch [=] 20z,1% Authentication Proble

MLANS default

Ports

Cellular Profile defaul-psk

IP dotix_Authentication

Security
Authentication

| dotix_eduroam

Access Control

6. Edit L2 Authentication profile

Maintenance
Security > Authentication > L2 Authentication

[#]  Statefdl 202.1% Authertication Profile

Events

Reports

[ Save Configuration ]

L2 Authentication L3 authentication User Rules

802.1X Authentication Profile

Instance
default
default-psk
dot1x_authentication
dot1x_eduroam
| add |

Aledumam

Configuration > Security > Authentication > L2 Authentication > 802.1X Authenticaion Profiles

> eduroam
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=
LZ A

L2 Authentication

uthentication

Wizards
AP Wizard

Security > Authenticatio

Switch Wizard Servers

WLAN Wizard

Abs Prafiles L3 Authentication

License Wizard [#  MAC authenticstion Profile

User Rules

Save Configuration | ¥

Advanced

n758989 Radius server @1MsUU3NT eduroam, Usen1g 478, Uns.oa1u

Logout

802.1% AuthenticatiqofProfile > eduroam Show Reference Save As | Reset
Network
Switch [ 202.1x Authentication Profile — Advanced
VLA deFault
Ports . Machine Authentication:
’ Enforce Machine Authentication : guest -
Callular Profils defa-psk Default Machine Rols
P dotlx Authentication Machine Authentication Cache Blacklist on Machine
“ ~ Timeout Authentication Failure
dottx_sdurasm Machine Authentication: Interval between Identity cee
Authentication Default User Role Requssts
Aecess Control sdurasm @it Gt ol (el Reauthentication Intarval Be<400 sec
wireless Authentication
AP Configuration B Stateful 802.1% Authentication Profile Use Server provided Multicast Key Rotation Time Ts00 coc
) Reauthentication Intsrval Interval
AP Installation
Unicast Key Rotation Time Authentication Server Retry _
Management I taraal sec Ttarral 30 sec
Bandwidth Calculataor
Termination Termination EAP-Type T eap-tls T eap-peap
Advanced Services
Redundanc
U Termmatiem fner BAP-TEe [~ cap-mschapvz [~ eap-gtc | Token Caching
1 Mahili ¢
WPA-Fast-Handover " |

7. Create AAA Authentication profile

Maitrten

Diaghno
Wizards
AP wWizard

Configuration > Security > Authentication > AAA Authentication

P Events

Security > Authentication > Profiles

Y

Apply

[ Sawe Configuration ]

Switch Wizard Servers Afh Profiles L2 Authentication L3 Authentication User Rules
WwLAN Wizard
License Wizard =l asa Profie AAA Profiles Summary
Network Manme Role MALC Auth
. [ captp Al Profile
Siteh PP - S lnanr
default-dat1x-psk
IP & R default-dotlx-psk logon
Securltr. . ¥ default-mac-auth default-mac-auth logon default
Authentication
[# default-open default-open lagan
fococess Control P
Wireless ¥ default-xml-api default-xml-api logon
e
S . ., logon-
Certificates B R TiC W e Profu. PodTies o3 PIFy aig
SMMP add *
| Aaminn
|eduroam Add | Cancel
” . . [Seve Configuration] & Logout adr
w M Security > Authentication > Profiles
Switcl®Wizard Servers A4 profiles L2 Authentication L3 authentication User Rules sdvanced
WLAN Wizard Aﬂ
License Wizard Bl s Profil 802.1% Authentication Sm-uem>lm Show Refersnce Save As | Reset
Nztv‘\:;;k [#] captp_aas_Profile
VLANS [ defaul () itra
Ports H dafault-dotix Servers
Cellular Profile Name Server-Type trim-FQDN Match-Rule Actions
- 5 eduream eduroam Radius ™ Edit | Delets | 4| ¥ |
FzE MAC Authentication Profile -
Access Control Group default
) Priority Attribute Dperation Operand Type Action value validated Actions
wireless 3021 AutherticatigelicRle  eduroam New
AP Canfiguration
AP Installation 802,1% Authentication Serwer
Group eduroam

Management
RADIUS Accounting Serwer

Apply
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J Maintenal Evi ] Save Configuration | ¥ Logout
Wizards Security > Authentication > Profiles
AP iza
Switcuizard Servers L& Profiles L2 Authentication L3 Authentication User Rules Advanced
WLAN Wizard
Li Wizard
. ItcenS: izar = aanProfle 802.1X Authentication Profile > lm Show Reference Save As | Reset
etworl
Switeh ¥ captp_ans_Profile
Basic Advanced
YLANS [#  default
Feis & default-dotix Enfarce Machine Authentication
Cellular Profile
- B eduroam Machine Authentication: Default Machine Rols [quest |
Securit MAC Authentication Profile Machine Authentication: Default User Role | guest |
Authentication MAC Authentication Sergr Reauthentication
Access Control Group default
’ Termination [l
Wireless 802,15 Authentication Profle  eduroam
AP Canfiguration
- 802,15 Authertication Ssrver Termination EAP-Type [T eap-tls [T eap-peap
Group
Management RADIS Accounting Server Termination Inner EAP-Type [T eap-mschapvz T eap-gtc
General roup
Adrministration
Certificates \
SHMP Apply
5 E E Szue Configuration | 4 Logout
Wizards Security > Authentication > Profile
AP Wiza
Switc®izard Servers A4 profiles L2 Authentication L2 Authentication User Rules Advanced
WLAN Wizard
Lu:ens: Wizard = a4A Profile RADIUS Accounting Server Gro Sduroam - Shaw Reference Save As | Reset
Networl
Switch [ captp_shs_Profile
YLAMS B defult R UGG
Parts [ default-dotix Servers
Cellular Profile Name Server-Type trim-FQDN Match-Rule Actions
P B eduroam edurasm Radius Mo Edit | Delete | 4| ¥
Securit MAC Authentication Profile New
Authentication -
MAC Authentication Server Server Rules
#Access Control Group default
) Priority Attribute Operation operand Type Action value validated Actions
wireless 802,13 Authentication Profle  edurasm Hew
AP Configuration
AP ek 802,130 Authenticstio o
Group eduroam
Management
RADILS Accounting Server
General

Group

8. Modify Advanced Authentication

Configuration > Security > Authentication > Advanced

Wizards
AP wizard

Switch Wizard
WLAM Wizard

License Wizard
Network
Switch

VLAMS

Paorts

Cellular Profile
IF

Security

Security > Authentication > Adva
Servers

ans Profiles L2 Authentication

Apply

Save Configuration | 9 Logout
nced
L3 Authentication User Rules Advanced

Authentication Timers

User Idle Timeout

[1800 | see =]
&uthentication Server Dead Time (min) 10 |
Logon User Lifetime {min) |2 |
RADIUS Client \
MAS IP Address Y |

Authentication

Source Interface

Access Control
Wireless

9.

Modify AP Confisuration

Configuration > Wireless > AP Configuration > AP Group

Apply
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Diagnostics | Maintenance
Wizards ﬂ configuration > AP Group

Sawve Configuration | &

AP wizard
Switch Wizard

P Group 4P Specific
WLAM Wizard

License Wizard MName

Network --Disabled-- @ Celete
el w5 oowdroim v osken @ Celete
:Ilo_ftl:s default \@ Delete
cellular Profile ~ pi nent o’ Stud ot Do relopnent @ Delete
P TOrr itor Personal @ Delete
Security | 1gu..ering & £ chi.ect — @ Delete
AdheE=tian Fir & § "adus. ' Desion m Delete

Access Control
z « po Edit| Delete

Wireless

AP Configuration | onFT Edit| Delete
AP Installation TR Edit| Delete

Events

) Save Configuration | 4
Wizards ﬂ Configuration > AP Group > Edit "default”

AP Wizard
Switch Wizard
WLAR Wizard g Profiles Profile Details
License Wizard Wireless LAM Yirtual APs
Network Wirtual AP Name AAA Profile SSID Profile ¥LAN Forward mode
Switch ® CISABLED DISBLED  |defauit DISABELED 1111 el
WLANS
# RFManagament Add a profile [-—NEW-- | Add
Forts [ ap
Cellular Profile # qos
P * 1Ds
) [ Mesh -
Security Yirtual APs
Authentication Name AAA Profile SSID Profile YLAN Forward r
Access Contral DISABLED |default DISABLED 1111 [tunnel
Wireless
" ; eduroam || ed - d b RETE M8
AP Configuration | |e uroam —I Souroam —I / /
- default
AP Installation Add a profile Idefault -I DISABLED
Management dotlx
- eduroam
RMUTI-Rgg_lster
Administration RMUTI-WiFi
- RLP LTI - Wi P
Certificates Ml i

a
SSID Profile =
|--NEW-- ~lleduroam
Basic dvanced
SSI0 enabie =3 Cr—
[T opensystemn
T wpa-tkip
[T wpa-aes
Encryption [T wpa-psk-tkip
I wpa-psk-aes
W wpaz-aes
T wpaz-psk-aes
T wpaz-psk-tkip
¥ wpaz-tkip
DTIM Interval beacon | Station Ageout |15, sec
periods Time
Stk
Spectralink
Woice Protocal
(SWP)
-
| 3
Aoply
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Maintenance

Configuration Jiagno

Save Configuration | &

w::::vdi:ard Configuration > AP Group > Edit "default"
Switch Wiz
Wl LAN Wizard Profiles Profile Details
License Wizard \E‘ wireless LAN ¥irtual APs
Network (= wirtual AP Name aAAA Profile $S1D Profil ¥LAN  Forward mode
Sl ’ [# DISABLED DISABLED defau\tu DISABLED 2 1111 [tunnel
:L::Ns B eduroam eduroam |edumam =l |adur’nam ﬁ anzz tunnel
orts

[=] RF Management

Add a profile | default 'I Add

Cellular Profile

[# 202.11a radio profile default
1P
) [# =02.11g radio profile default
Security
Authentication RF Crptimization profile default
Access Contral RF Event Threshlds profile default

Wireless = AP N
AP Confi i
e Asply

default
AP Installation
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N15M53ATILILLALATIVEBUNISIN91UVBY Radius server

115911914989 Radius server WU AziinsSudeyan1s3owen1sidnie (Access-Request) INABUBN Lagdd
soidudrutunisvinunuaauiusemalilulidauantd lnedvutuddgazeglulndlednussneld
Usznausmelng sites-enabled/eduroam wazlng sites-enabled/eduroam-inner-tunnel

\ila Radius server lf5un153e9ve azidayanisiesvariilulszuiananiutunaululig sites-
enabled/eduroam Wuldusn wazenvdwsioludinisuszanananiglululng sites-enabled/eduroam-

inner-tunnel ¥3adwalUdy Radius server ww3a9daly

1. A15WEUNATEI unlang 1414 Radius server

Aldaninsadisuniw unlang WieUsvatanateyauazandulanisinanuld Wy Weuien1snsivasy
sUnvutAdldlimnyan wiedulununguenislduinis eduroam \Jusiu

JULUU04¥1 unlang Aglndifissiuniw C asnsaleulvidnisnsiaaeudmsemiuds Muuadun
MINUALFURUUTINIHIUTUNTY UazMNUARANTINNY @13150108un1e1 unlang Laludiunis
Uszaadaya 1w authrize {}, authenticate {} \Jusiu

fuUsveesn1w unlang azidusudsnelu luanunsausenmrauedls MuUsiiadu astiuiu 3 dude

a

druresnsvhauredtuga nnsimuau Attribute Tulwd dictionary uazdsignuisdsdunvmeses
YBUINIS

nsivuaaliRanys 19lu section ¥ update Tu 3 fiUuis control, request kag response §ae14
LU
update request {
User-Name := "login name"

}
update control ({
Proxy-To-Realm := "LOCAL"

}
update response {
Operator-Name := "labc.ac.th"

}

nsonediaiauys TosUwuU %{Variable-Name} wiu ladsipaiiiunistu section 1ae wu
1f( "%${Realm}" =~ /rmuti.ac.ths$$/ ) {
reject

Anserittun1w unlang dulAediulusunsuntw C udliaudanegunii wu

mMsSsuLnsy
(!foo) Negation
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foo || bar Or
foo && bar And
foo == bar Equal

Regular expression (match)

( )

( )

( = )

(foo != bar) Not equal
( )

( ) Negate regular expression (not match)
(

(

foo < bar) Less than
foo > bar) More than
NIIMRRAAI

foo = “value” Add the attribute to the list, if and only if an
attribute of the same name is not already present
in that list.

foo := “walue” Add the attribute to the list. If any attribute of
the same name is already present in that list, its
value is replaced with the value of the current
attribute.

foo += “value” Add the attribute to the tail of the list, even if
attributes of the same name are already present in
the list. When the right hand side of the
expression resolves to multiple values, it means
add all values to the tail of the list.

fegneiUsndndnisdnstia amnsaglainnssulusunsuuuy Debug L

N13559978 (Request)
Received Access-Request Id 0 from 127.0.0.1:59868 to 127.0.0.1:1812

User—-Name = 'user@rmuti.ac.th'
NAS-IP-Address = 127.0.0.1
Calling-Station-Id = '70-6F-6C-69-73-68"

Framed-MTU = 1400
NAS-Port-Type = Wireless-802.11

N15M8UNAU (Response)
Sending Access-Challenge Id 0 from 127.0.0.1:1812 to
EAP-Message = 0x010100061920
Message-Authenticator = 0x00000000000000000000000000000000
Sending Access-Accept Id 9 from 127.0.0.1:1812 to 127.0.0.1:59868
User-Name := 'user@rmuti.ac.th'
EAP-Message = 0x03090004
Message-Authenticator = 0x00000000000000000000000000000000

nsivuaEunINstravedlusungy aunsaldnisnseyhiuudenvnaiiugiu fe if else elseif 19 1w

if( "${Realm}" =~ /rmuti.ac.th$$/ ) {
update control ({

Proxy-To-Realm := LOCAL
}
}
else {
update request {
Realm := "eduroam"

}
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2. nsAansaeUyagldnlimansay

WeAnnseslgdninund sudufeadeuntew unlange Windlululed fsgradiotndnlumuivan fe
Unytinlaidl realm visolaill @oox WsaUganinannsyhaulagsnludfvesunsssuuu)ianis wu
3gppnetwork.org Hudu

Tunsfesad ladins@eunien unlang ieAnnseslgydnlimanzaununlasiusmbiud 1lulva
eduroam-realm-checks.conf waglatlndtlulsznauiduaruniaveadlndles sites-enabled/eduroam

authorize {
SINCLUDE $S{confdir}/eduroam-realm-checks.conf
}

3. nsimuaeTatngiivansauiugldnsneiu

mnaeaNsldiamsgninlvidendeiiues e eisaiu awnsavilalaenisdsdoyanneiay VLAN

210 Radius server &9 Wireless Controller (WLC) %38 Access Point (AP) ¢ 9191l 1 WLC %58 AP
2¢A09UENE VLAN fgningaNnsanuinnaunaulag Radius server faa81961 $INISwenNIeniIng

9127158 (User-Name: toooox) fUtn@ne (User-Name: sxoooox) Miltasauneianeaiusai a3 e

+-— Teacher

+-- Student

sites-enabled/eduroam
post—-auth {
update reply {
Tunnel-Type := "VLAN"
Tunnel-Medium-Type := "IEEE-802"

}

1f( "% {User-Name}" =~ /"t*/ ) {
update reply {

Tunnel-Private-Group-Id := 100

}

}

elseif ( "%${User-Name}l" =~ /"*s*/ ) {
update reply {

Tunnel-Private-Group-Id 200

}

else {
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4. mIgRanssun1sineuvesiusunsulagasiden (Full debuging)

MInsIRADUNITYILYRslUsUNTY Radius server Fwhauagegniaavieliitiy TAafandonsdaiu
TUsunsuuuy full debuging TUsunsuasfinsinanisineu sisenanssuiiintulasasidooonssenin lu
wiemiluasosazaunsasulsunsy Radius server Iitesmislusunsu fadu mnarsulusunsuwuy full
debuging AzsosUalUsIATULANADY LLazéuqmﬁaaﬂﬁiﬁmﬁ CTRL+C mssnumsidiussdl

service freeradius stop
freeradius -X

samsuuinuaniIsvinaulAlulua
freeradius -X > text.txt

5. msuudinfanssuly Log

AavandRNeIfunstuiinAanssunsinunmmualinisiaded Tolvdlugady uasdidumiansduiin
AUAIAALALYEY Radius server Usgnausig

sites-enabled/eduroam

authorize {
# get request from local user and NRO (as IdP and SP)
# config: ${configdir}/ (modules or mods-enabled)/detail.log
# log: ${logdir}/radacct/<client ip>/auth-detail-<date>
auth log

}

accounting {
# accouting request from local user and NRO (as IdP and SP)
# config: ${configdir}/ (modules or mods-enabled)/detail
# log: ${logdir}/radacct/<client ip>/detail-<date>
detail

}

post-auth {
# get result after authentication process (as IdP)
# config: ${configdir}/ (modules or mods-enabled)/detail.log
# log: ${logdir}/radacct/<client ip>/reply-detail-<date>
reply log

}

pre-proxy {
# process and forward request to NRO (as SP)
# config: ${configdir}/ (modules or mods-enabled)/detail.log
# log: ${logdir}/radacct/<client ip>/pre-proxy-detail-<date>
pre proxy log

}

post-proxy {
# get response from NRO (as SP)
# config: ${configdir}/ (modules or mods-enabled)/detail.log
# log: ${logdir}/radacct/<client ip>/post-proxy-detail-<date>
post proxy log
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fhpgrtavlulng auth-detail

Fri Oct 23 22:39:14 2015
Packet-Type = Access-Request
User-Name = "eduroam@rmuti.ac.th"
NAS-IP-Address = 127.0.0.1
Calling-Station-Id = "70-6F-6C-69-73-68"

Stripped-User-Name = "eduroam"
NAS-Port-Type = Wireless-802.11
Realm = "rmuti.ac.th"

fhograiionlulig reply-detail

Sat Oct 24 02:01:00 2015
Packet-Type = Access-Accept
Session-Timeout = 600
User-Name = "eduroam@rmuti.ac.th"

fograilomlulng pre-proxy-detail

Sat Oct 24 00:05:49 2015
Packet-Type = Access-Request
User-Name = "eduroam@rmuti.ac.th"
NAS-IP-Address = 127.0.0.1
Calling-Station-Id = "70-6F-6C-69-73-68"
Realm = "eduroam"
Proxy-State = 0x30

frognailemlulng post-proxy-detail

Mon Oct 26 15:33:43 2015
Packet-Type = Access-Accept
Session-Timeout = 600
User-Name = "eduroam@rmuti.ac.th"
Proxy-State = 0x39
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6. arnunIsinuvespaNURnsalinulinfiilu IdP (Access-Request)

Request from local user or NRO

authorize { [4
SINCLUDE ${confdir}/eduroam-realm-checks.conf
if( ("${Realm}" =~ /rmuti.ac.th$S$/) ) {
update control {
Proxy-To-Realm := LOCAL
User is local }
realm }
else {
update request {
Realm := "eduroam"

}
update control {
Proxy-To-Realm := "eduroam"
}
}
eap-eduroam {
ok =

return
} \v

} Processing EAP-TLS and pass data to edurocam-inner-tunnel

EAP-TLS data from eduroam

sites-enabled/eduroam-inner-tunnel
authorize {
if ("${request:User-Name}" =~ /"~ (.*)Q@(.*)/) {
update request {
Stripped-User-Name := "%{1}"
Realm := NULL

}

update control {

Proxy-To-Realm := LOCAL
Force as local
authenticate
group {
files-eduroam { # Read the '

users-eduroam' file
Not found ok = return

in users-eduroam
ldap eduroam { # for LDAP
= return
mschap eduroam {# for ActN

ve Dirdgctory

return
}
V(’ } —\\\V

eap-eduroam { Continue handle EAP-TLS

ok = return
} -\\\,
}

Query user and pass data to authenticate
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User information from authorize

authenticate {

eap-eduroam

Auth-Type PAP {

Challenge\and pap

verify ppssyord }
Auth-Type MS-
mschap

HAP { # for LDAP

}

Auth-Type MS-CHAP { # f Active Dirgctory
msclrlap—edl;troa_ms\‘v

\ws;—auth {
update reply {

User-Name := "%{request:User-Name}"

}

}
update outer.reply {

User—-Name = "%{request:User—Name}"-~\‘v

}

sites-enabled/eduroam
post—-auth {
Post-Auth-Type REJECT ({
attr filter.access reject

] v

Reply Access-Accept or Access-Reject to local user or NRO
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7. @dunisinauvesqaduinsaiinutinfilu SP (Access-Request)

Request from local user

sites-enabled/eduroam //”’——_——__€>

authorize { 4
SINCLUDE ${confdir}/eduroam-realm-checks.conf
if( ("${Realm}" =~ /rmuti.ac.th$S$/) ) {
update control {
Proxy-To-Realm := LOCAL
}
}
else {
update request {
Realm := "eduroam"

}
update control ({

User is not Proxy-To-Realm := "eduroam"

local realm }

}
pre-proxy {

# Update Operator-Name to IdP

update proxy-request {
Operator-Name := "lrmuti.ac.th" N\V

}
Pass Request to NRO

}
Reply Access-Accept or Access-Reject from NRO

\\\\\-—ESE;fproxy {
post proxy log Q\V

}
Reply Access-Accept or Access-Reject to user
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14 a
RMNBR

- https://www.eduroam.us/node/89

- http://confluence.diamond.ac.uk/display/PAAUTH/Using+Active+Directory+as+authentication+source
- https://wiki.samba.org/index.php/Setup_a Samba AD Member Server

- http:/freeradius.org/radiusd/man/unlang.html

- https//www.tobtu.com/Imntim.php
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