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) Unitvet) &y
eduroam statistics (monitor.eduroam.org)

9P 2565

- Country: 106
- |dP: 6,195

- SP: 6,384

- Service location: 35,148

NUNTNUS 2566

- Country: 103 (-3)

- |dP: 6,460 (+265)

- SP: 6,627 (+243)

- Service location: 35,856 (+708)
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UniNeTQ}

A01UZVBIUSNNS eduroam Usendlne

Services summary (last 24 hours)

712% 73%

56/78 SPs Online

Users roaming
Domestic: 939/Abroad:
107/Foreigner: 493

3 AIMAN 2565

57/78 IdPs Online

Users roaming
Success: 1,538/Fail: 699

Services summary (last 24 hours)

73% 68%

61/84 SPs Online

4

Users roaming
Domestic: 1,524/Abroad:
113/Foreigner: 449

6 NUAWUS 2566

57/84 |dPs Online

&

Users roaming
Success: 2,085/Fail: 732
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eduroam-TH Service Location

® https://eduroam-mon.uni.net.th

* Jagtuilnunltyuinisanau®n eduroam-TH
ﬁLLamagjuuL%U eduroam-mon.uni.net.th
10 25 @n1UU
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eduroam-TH Service Location
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eduroam-TH Service Location

® https://monitor.eduroam.org/map_service loc.php Wae
eduroam Companion App
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N1sENUERYA SSO vdan1UuAU eduroam-mon.uni.net.th

® WUN/FUIINISIAUSTA1TUU eduroam Companion App

al AIS T 18:01 712844% @
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N13USULIS freeradius §1115UUSN1S WPA3-Enterprise Tu

LAS818 eduroam

$19997n WPA3-Enterprise 19 cipher Unssdmsudnsialudunau EAP ﬁlﬂiagﬂuﬁmmi DEFAULT %89

freeradius

For WPA3 enterprise,
the RADIUS servers must use one of the
permitted EAP ciphers

- TLS_ECDHE_ECDSA_WITH_AES_256_GCM_SHA384
- TLS_ECDHE_RSA_WITH_AES_256_GCM_SHA384
- TLS_DHE_RSA_WITH_AES_256_GCM_SHA384

https://documentation.meraki.com/MR/Wi-Fi_Basics_and_Best_Practices/WPA3_Encryption_and_Configuration_Guide

https://wiki.alpinelinux.org/wiki/FreeRadius_EAP-TLS configuration 1



UniNet)
N1TUSULLSN freeradius dn5UUTN1S WPA3-Enterprise Tu
A998 eduroam

2 %4

Jeandudasusunss freeradius Tuay IdP @9l

mods-enabled/eap << nsdiconfig suda
mods-enabled/eap-edurcam << mmltemplate anuy

eap { << nmlconfig sAusu
eap eap-eduroam { << nmltemplate anuu

tls-config tls-common

cipher list = "HIGH" << uauuan 'DEFAULT"

Based on Freeradius 3.0 on Debian

12
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eduroam-TH Privacy

® 5181195 radius attribute N@91 SP LUgq IdP

1n13d4 radius attribute U19518A157LNETITEZLBEATBY SP TuTunaun1as Access-Request tUE IdP

Access-Request:
radius attributes

— \

“WiFi eduroam
User: suchart.ac RMUTI-WiFi User: suchart.ac@rmuti.ac.th
Password: xooooxxx _,(({ ])) (([ }))*_Pa soWo rd : XOOKKKK
s, a” =" 11— < -1 A= T = -
| r T M B e BN gl o o e, . |
\« AT e e R h, ki )
"""““"‘"ﬁﬁfkﬁtﬁﬂﬁiﬁ S

25052
- -
University: RMUTI University: Other

|dP SP

13




UniNeD &Vy
eduroam-TH Privacy

* A1PUNTSUTEUNIANANTSIIVOUINISUBY freeradius

authorize {}

1

pre-proxy {}

Access-Request
g Home

Server

v

Supplicant WLC

post-proxy {}

l

post-auth {}

SP IdP
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eduroam-TH Privacy

* 518115 radius attribute fidsan SP MU 1P

A18814 radius attribute U19518N15NNETI9azIE8A VB SP Tutunaun1sas Access-Request LUEY IdP

Mon Jan 2 21:39:19 2023
Packet-Type = Access-Request
User-Name = "xxxxxxxx.xx@rmuti.ac.th"
NAS-IP-Address =172.100.15.231
EAP-Message = 0x0227001c016b756e7468....61632e7468
Message-Authenticator = 0xc7c10cc759f5d....f3d7fba23c8
Proxy-State = 0x313338
Operator-Name = "1yyyy.ac.th"
Chargeable-User-ldentity = Ox
Stripped-User-Name = “xxxxxxxx.xx"

Realm = "rmuti.ac.th"
Timestamp = 1672670359

Based on Freeradius 3.0 on Debian 15
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eduroam-TH Privacy

* 518115 radius attribute fidsan SP MU 1P

#1989 radius attribute UNNSIENISTNES18ALLDR
W99 SP Tudunaun1sds Access-Request LUy IdP

Based on Freeradius 3.0 on Debian

Sun Aug 19 06:47:07 2018 gy«
Packet-Type = Access-Request
User-Name = "xxxxxxxx.xx@rmuti.ac.th"
Chargeable-User-ldentity = 0x03
Location-Capable = Civix-Location
Calling-Station-Id = "00-88-65-c3-5¢-77"
Called-Station-Id = "5c-a4-8a-ee-08-20:eduroam"
NAS-Port =1
Cisco-AVPair = "audit-session-id=032a310a02a262be7daf785b"
Acct-Session-Id = "5b78af7d/00:88:65:¢c3:5¢:77/18734454"
NAS-IP-Address = 10.49.42.3
NAS-Identifier = "WLC-XXX-01"
Airespace-Wlan-Id =7
Service-Type = Framed-User
Framed-MTU = 1300
NAS-Port-Type = Wireless-802.11
Tunnel-Type:0 = VLAN
Tunnel-Medium-Type:0 = IEEE-802
Tunnel-Private-Group-Id:0 = "41"

EAP-Message = 0x0201001d0174617761746368................. 32e7468
Message-Authenticator = 0x4b22a69911f41d3clcc......17463be5b8

Proxy-State = 0x313036
Operator-Name = "1xxxx.ac.th"
Stripped-User-Name = “xxxx.xx"

Realm = "rmuti.ac.th"
Timestamp = 1534636027 16
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eduroam-TH Privacy

* M3ARNTBY radius attribute Y89 SP Tuuzas Access-Request

TUd9 IdP
authorize {} _
filter
A -R t
i —_— pre-proxy {} ceessequee > Home
Supplicant WLC Server

post-proxy {}

l

post-auth {}

SP IdP



UniNe"D &yﬁ
eduroam-TH Privacy

* 518115 radius attribute Ni@9a1n SP lUgq I1dP mods-config/attr filter/pre-proxy

N13ANNTDY radius attribute W99 SP Tuvauzds Access-Request DEFAULT

v o . a 1 Y] v — =%
TUge 1dP Taennsiuuns1enis attribute tavanunsagaldds IdP e User-Name ANY,

User-Password =* ANY,
CHAP-Password =* ANY,
CHAP-Challenge =* ANY,
MS-CHAP-Challenge =* ANY,

mods-enabled/attr filter

attr filter attr filter.pre-proxy ({

key — "%{User—Name}" MS‘CHAP‘R@SPOHS@ =% ANY,
filename = ${modconfdir}/${.:name}/pre-proxy EAP-Message =* ANY,
} Message—-Authenticator =* ANY,

State =* ANY,
NAS-Port-Type =* ANY,
NAS-IP-Address =* ANY,

NACQ T At o £ - r =% AN
NITo - rtoaotCrrcr = CT IXIN L5

Calling-Station-Id =* ANY,

sites-enabled/eduroam

pre-proxy {

if ("${Packet-Type}" != "Accounting-Request") { Catted-Station—Ta—=*ANY;
attr filter.pre-proxy Operator—-Name =* ANY,
} Proxy-State =* ANY

Based on Freeradius 3.0 on Debian 18
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eduroam-TH Privacy

® 599019 radius attribute N@910 IdP NaUU1E9 SP

i1 radius attribute U195780159 1dP @9naunngd SP 11 19129119 SP YINanuRanans

Access-Accept:

adius attributes
/ \

“WiFi eduroam
User: suchart.ac RMUTI-WiFi User: suchart.ac@rmuti.ac.th
Password: xooooxxx _,(({ ])) (([ }))*_Pa soWo rd : XOOKKKK
s, a” =" 11— < -1 A= T = -
| r T M B e BN gl o o e, . |
\« AT e e R h, ki )
"""““"‘"ﬁﬁfkﬁtﬁﬂﬁiﬁ S

25052
- -
University: RMUTI University: Other

|dP SP

19
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eduroam-TH Privacy

* A1PUNTSUTEUNIANANTSIIVOUINISUBY freeradius

authorize {}

1

pre-proxy {}

Access-Request
g Home

Server

\ 4

Supplicant WLC

post-proxy {}

l

post-auth {}

SP IdP
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eduroam-TH Privacy

® 599019 radius attribute N@910 IdP NaUU1E9 SP

A18814 radius attribute U19518n15% IdP MaunauNgs SP Tudumneu Access-Accept

Wed Jan 11 06:42:11 2023
Packet-Type = Access-Accept
User-Name = “xxxx.xx@xx.ac.th"
MS-MPPE-Recv-Key = 0xfb2187a5cc5d...8082684bc0df4
MS-MPPE-Send-Key = 0x9764f65c81cf....2650935f2fb82
EAP-Message = 0x03090004
Message-Authenticator = Oxcf4b.....e65067a808df703af
Proxy-State = 0x3836
Tunnel-Type = VLAN
Tunnel-Medium-Type = IEEE-802
Tunnel-Private-Group-Id = "3022"
Timestamp = 1673394131

Based on Freeradius 3.0 on Debian =
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eduroam-TH Privacy

* A1PUNTSUTEUNIANANTSIIVOUINISUBY freeradius

authorize {}

1

pre-proxy {}

Access-Request
g Home

Server

\ 4

Supplicant WLC

post-proxy {}

l filter
post-auth {}

SP IdP



: &
eduroam_TH P”Vacy mods-config/attr filter/post-proxy
® 578N15 radius attribute &30 1P NAUNIEI SP Lpraure
o , ) o Framed-IP-Address == 255.255.255.254,
N13ANNT04 radius attribute U89 IdP TuvaizsyU Access-Accept Framed—IP-Netmask —=— 255.255. 255 255

970 SP lagn1nuasienis attribute Tavrsnazsu Framed-MTU >= 576,
Framed-Filter-ID =* ANY,
Reply-Message =* ANY,
Proxy—-State =* ANY,
EAP-Message =* ANY,
Message-Authenticator =* ANY,

mods-enabled/attr filter

attr filter attr filter.post-proxy ({

key = "s{User-Name}" MS-MPPE-Recv-Key =* ANY
filename = S${modconfdir}/${.:name}/post-proxy Y ’

MS-MPPE-Send-Key =* ANY,
MS-CHAP-MPPE-Keys =* ANY,
State =* ANY,
Session-Timeout <= 28800,
Idle-Timeout <= 600,
Calling-Station-Id =* ANY,
Operator-Name =* ANY,
Port-Limit <= 2

sites-enabled/eduroam

post-proxy {

attr filter.post-proxy

23
Based on Freeradius 3.0 on Debian
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N1ATIVADUANTULANTIAUSNI5VBY eduroam UBIEUU

12
U

® FIALALHTIVEDUNTVINGIUYDY IdP vasdn1uu

v v o A = v by,
d aﬁqﬂUny%LW@ﬂ'TﬁV]ﬂa@UI@EJLV]‘C’JULV]']U@JGUEEI% IdP Probe Test
wuzi 1l dny® eduroam-mon@realm

Result | success

Response | access-accept; @
RADIUS message: code=2 (Access-Accept) identifier=9 length
|dP Active Probe A{:ti*.fate Attribute 25 (Class) length=34
Value: 2f576d42615854674a36595671323657782e303463736
Attribute 1 (User-MName) length=25

IdP Probe Account eduroam-mon@rmuti.ac.th . : ,
Value: "cuws con ceeormuti.ac. th
Attribute 26 (Vendor-Specific) length=53
IdP Probe Password e reeerannsees value: @89801371134d69Ffc59b92abd4577442516a287d0485
Attribute 26 (Vendor-Specific) length=58
Value: 208881371834dce279b2c25b81bca77c48c92f4dac3da
Probe Period 1 Hour Attribute 79 (EAP-Message) length=6

Value: 83890804
30 Minutes Attribute 8@ (Message-Authenticator) length=18
Value: 121c8f920cRcedsla’s61b4ch815471c

O 10 Minutes
4 [
IdP Probe Test

24
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ﬂ'ﬁ@ﬁ'ﬁ"ﬂﬁ@ﬂﬁﬂqugﬂ'ﬁiﬁﬂ%ﬂ'ﬁ%@ﬂ eduroam %aqamﬁ’u

* 9UNIRINTIIABUNITYINIUAIY SP vasan 1Ty

* M5SitckC, Heltec WIFI Kit 32, WEMOS LOLIN32,
DOIT ESP32 DEVKIT V1

®* Android TV (Android 9)

° ;ﬁamiaﬂﬁﬂ https://www.rmuti.ac.th/user/prakai/w

The device is booting up

25
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ﬂqﬁﬁﬁ'ﬁzﬂaaﬂﬂﬂqugﬂ'ﬁiﬁﬂ%ﬂ'ﬁ%@ﬂ eduroam VpIEN1UU

eduroam-TH Service Locations and Status Last Update: 2023-02-05 23:27:27 & Automatic
Maps Services summary (last 24 hours)
* Android TV (Android 9 N
NAaroil NAarol Map Satellite P NS i LA |dP service status SP service status
y ' ) 100 100
¢ X96 MaX PLUS LOEl ... ; o INOOO0ONOONOOOOONOONO0ON o IN0NONONO0NONONONOONOMN
FRRUD O g AN o Ll AN ARARAANUARABABA G LS SN R O RARAANUARAOABIIN S
v “. NONGBUA _ [3 - (‘
() "L %1 2 4GH 1y, GH LAM PHU 4 T DISAKON b&t\ IdP service statistic (# of user) SP service statistic (# of user)
MIVVFADULAYIN 2. z ey bGHz
Ei s _ 10 ittt 100 5 o _ 10
° v wq 1D LY - by 5, PR 0L B N g e [ :eueue-esese-ei®i®e.er? 2101 fat t0ite
LLEAMINUIIDADT1USUINIVDNEDTUU Sy T Moos AR IRRARASDAUABEEAIORN S AL AR RADEUENEGADA DN
Th un'g.lauil_ai ) i _*4‘ w7
IWFL&EIUE i -
o ! Y a jaguan sl - T SP access by user from rmuti.ac.th (# of user, # ofd®#@dalm access at rmuti.ac.th (# of user, # of e
° o "‘L RALE e o _ ) \ \
ADTULVDIALUUINTITERUINNS kHORREN - kaLasIN. e
° aa 1 Y a . ) # sSP User Accept Reject # IdP/Realm User Accept Reject
aamﬂqi %‘Ujﬂqi . — - MAHA ROI-ET i . 1 rmutsv.ac.th 1 250 77 ] srru.ac.th 4 4 0
B SARAKHAM
: b \ : 2 nrru.ac.th 5 20 3 2 kku.ac.th 4 25 0
CHAIYAPHUML YASOTH
f .I iy A 3 kkuacth 5 66 10 3 nruacth 2 8 0
IIEEI _ 7 4 skru.ac.th 4 14 1 4 ru.ac.th 2 2 0
: ey 7] sut.ac.th 3 3 0 = eduroam- 1 56 0
. PRI 12 I mon.uni.net.th
-1 6 stou.ac.th 1 6 0
NA N ey, 57 6  cassiakku.acth 1 ’ 0
RATCHASIMA  Tan nana BUR RA_M @ - 7 srru.ac.th 1 1 6
L) - 4 (" S N
“s 8 msu.ac.th 1 5 0

of o : 0 Smach | ™ |
- o : P el —
=% Keyboard shortcuts Map data 2023  20km L— Termaof Use  Report & miep emor
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https://eduroam-mon.uni.net.th/
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N33 duaTnuseUsuUTUaNaameLdey eduroam-TH

REN Services fada == Tno £ Jonnu

* p318aLLREANLIIU eduroam Ussinelneg lad -

https://www.uni.net.th/what-is-eduroam MludaodinSaudomsAny5su (REN)
v P=| 1 eduroam eduroam A2a:ls
e ylauenazn15UalduLAIau1y eduroam Usendlne

https://www.uni.net.th/eduroam-request
US:ln ﬂtnﬂ PNAISAILE

- o
dmuAnyINTHUSNIS

ioonasSavienmsAnuina:3dsvanglsd (NRENS)
1sfinuua:3dedHSulnAnuina:unaINsSuVan
uvavamuuglfusmsiaSoauie (Service Provide  ,ousuwdsudsua

wiASadie Tasmstdunasgiu 8021x MOWSIUT  §ads eduroam

uwau Tusaina Tasioids uazavsivairuidns
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