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ANINLINAULAZIASIES19NI9LAS U8

¥
[

JUvaszUUUUANsualusunsy freeradius NANAY

nsAnRskazmvuaRauUAvedUsunIdlugiion1sinas RADIUS server éusuuinig eduroam
Haganiiunsuuvesssuuujuanig Ubuntu 23.04 uaglusunsy freeradius 3u 3.0

' o & a ) v 8§ Yo a wa al = . LAY
uwio1aansathtuneuvsenannsluUTuldiussuudiRn1su viselusunsy freeradius Juduty

[y

FdauayIndazdredamusuufiRmauariusunsu freeradius Ssmsidenldmidsadtegnies fail
- Ubuntu 23.04 (lunar)
cat /etc/os-release
- Freeradius 3.0
freeradius -v

TAs9a319ATaU18UsENaUNISAAAY

AaNUAnIEN1IAIAINTTINTLYedlUIUNTY freeradius wazUINSUTENOU

zidulumulaseasanisitiousdaiasatiesinnsalus

+---| RADIUS server | Main Realm
| Fommm e + eduroam@uxx.ac.th
| radius.uxx.ac.th (192.168.1.1)

+--—| RADIUS server | Sub-Realm
- + eduroam@abc.uxx.ac.th
radius.abc.uxx.ac.th (192.168.1.111)
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+---| LDAP/MySQL server | ldap.uxx.ac.th

| - + user@uxx.ac.th

| ldap.uxx.ac.th (192.168.1.2)

| mysgl.uxx.ac.th (192.168.1.2)

| (radius:radpass@mysgl.uxx.ac.th/radius)
|

I

or
e e e e T L +

+---| Microsoft NPS | ad.uxx.local/UXX.LOCAL
+----————————————— + user@uxx.ac.th
ipaddr = XXX.XXX.XXX.XXX

port = 1812

|

| ad.uxx.ac.th (192.168.1.3)
|

|

| secret = XXXXXXXXXXXXXXXX
|

+--—-[ WLC or AP ]

== Hosts Account/Password ==
Linux: root/asdf
Windows: Administrator/Asdfl234
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1) NMIANAIUASNAHDUTUNUFIY

Junshasanazimuneuand@nugiulin RADIUS server ansavinaulasesiiies
UsEnaumen1sanalusinsy AnRaunALnIfiugIu Anasunansativayy Andslusunsudmsunaaeu
uwlvaantAnugu waznageunsvinenu lnensvegeuaviteyaylduuulnateninunieglng user-

eduroam.conf 149y

1.1 swinsaunanaaIganasunAnNINUgIY

apt update
apt upgrade -y

D19RBISANISNLATD
apt install ntp -y

1.2 Gansunaina freeradius wazuwanaatuayy

apt install freeradius -y
apt install easy-rsa -y
apt install wget -y

1.3 allnaauazaaulndnsasiiodmsunagau

WueIeslenselusunsudmsuldnaasunisvinauluds RADIUS Server lagaiunsanaaauiu RADIUS

Server Wigafiu WPA-Enterprise 839 phase-2 ¢

apt install eapoltest -y

cd /etc/freeradius/3.0

wget \
https://www.rmuti.ac.th/user/prakai/p/2023-12-freeradius-test-
tool.tar.gz

tar vxfz 2023-12-freeradius-test-tool.tar.gz
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1.4 ailnangalndanauifsnsagy
JulvidauaudRdnsaguazlasunisuuusieaniudsunsdinl iudy

cd /etc/freeradius/3.0
wget \ https://www.rmuti.ac.th/user/prakai/p/2023-12-
freeradius-3-ubuntu-eduroam.tar.gz

1.5 uanlWdamandfdniagy

<

wanlldaaaudRdnsagy Inalndauaudfdnioguivanglng lisunsusuwnsrfmuusunsdinl v

Y
[

udslesnAasule (comment) aanly wWisliianlulvdinnunseduiu

tar vxfz 2023-12-freeradius-3-ubuntu-eduroam.tar.gz

(%
a v A

L3 va o &
semslndnauandidnsaguias

® anauUAvanves freeradius 3.0 lguitarigudmsuunlulngtagdu
radiusd-eduroam.conf

® MsfanseslyANlivse realm ligndes
eduroam-realm-checks.conf
eduroam-mon-checks.conf

® UsznAlwiisen15UsSN15eY freeradius @1%5U eduroam WuU Main realm %38 Sub-realm
sites-available/eduroam-main
sites-available/eduroam-sub
sites-available/eduroam-inner-tunnel
sites-available/eduroam-status

® nsideureny radius LASEIBU WU NRO, Main realm %3e Sub-realm
proxy-eduroam-main.conf
proxy—-eduroam-sub.conf
clients—-eduroam-main.conf
clients-eduroam-sub.conf

® anauUAluna EAP Uag attr_filter

mods-available/eap-eduroam
mods-config/attr filter/pre-proxy
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o Jnadlduuulvd
mods-available/files-eduroam
mods-config/files-eduroam/accounting
mods-config/files-eduroam/pre-proxy
mods-config/files-eduroam/authorize

® Jnyg{ldan LDAP server
mods-available/ldap-eduroam
® JnyTldan Microsoft Active Directory
mods-available/mschap-eduroam
o ﬁ’ig%ﬁﬂ%ﬁ]'m MySQL server

mods-available/sgl-eduroam
mods-config/sgl/main/mysqgl/queries-eduroam.conf

1.6 uAlvlWE radiusd.conf

lnguSuumanizynlaeyisuanlig radiusd-eduroam.conf

cd /etc/freeradius/3.0

nano radiusd.conf

# Change some configurations in radiusd.conf as show below

# PROXY CONFIGURATION

#

proxy requests = yes
SINCLUDE proxy.conf

# eduroam

SINCLUDE proxy-edurocam.conf

# CLIENTS CONFIGURATION

#

SINCLUDE clients.conf

# eduroam

SINCLUDE clients-eduroam.conf
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1.7 dwunlnddwmsunisidudliusniswdn (Main Realm) vasaaiu

danldlwad1nsu Main Realm

cd /etc/freeradius/3.0
cp proxy-eduroam-main.conf proxy-eduroam.conf

cp clients-eduroam-main.conf clients-eduroam.conf
cp sites-available/eduroam-main sites-available/eduroam

1.8 uflvlng proxy-eduroam.conf
Uuwnluldiameaandeaudly

cd /etc/freeradius/3.0

nano proxy-eduroam.conf

# Realm of UXX.AC.TH at local service
#
realm uxx.ac.th {

auth pool = localhost

nostrip

}

#

# All sub-realm of UXX.AC.TH

#

realm ~.uxx.ac.th {
virtual server = auth-reject
nostrip

1.9 uAlalng sites- available/eduroam
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Uiuunlulridlanggaidesudly

cd /etc/freeradius/3.0

nano sites-available/eduroam

authorize {

# Change realm to be LOCAL for local user
if( ("${Realm}" =~ /uxx.ac.th$$/) ) {
if( ("${Realm}" =~ /"uxx.ac.ths$s$/) ) {
#
# If user database is on local (file, LDAP,...),
# uncomment this block
#
update control {
Proxy-To-Realm := LOCAL
}
#
# - OR -
# If user database is on NPS, uncomment
#
#update control {
# Proxy-To-Realm := "nps.uxx.ac.th"

#}

pre-proxy {

# Update Operator-Name to IdP
if (!Operator-Name) {
update proxy-request {
Operator-Name := "luxx.ac.th"

UsenIe 1498 (prakai@rmuti.ac.th) 10 TTUADUNUNOT UK INEIaeNAlUIaTTI1YAATA



pilanI5AARAI RADIUS Server §1915UU3N13 eduroam - Main realm - 2023-12 - 11/80

1.10 snanladibu wazitdaldladln

cd /etc/freeradius/3.0/sites-enabled

rm -f default
rm —f inner-tunnel

ln -s ../sites-available/eduroam

ln -s ../sites-available/eduroam-inner-tunnel
ln -s ../sites-available/eduroam-status

cd

1.11 Lﬂﬂiﬁuﬂa eap-eduroam Kag files-eduroam

cd /etc/freeradius/3.0/mods—-enabled

In -s ../mods-available/eap-eduroam
ln -s ../mods-available/files-eduroam
cd

1.12 aslwa Certificate
Uiuunlulnldlanggaideudly

cd /etc/freeradius/3.0/certs

rm *

cp /usr/share/doc/freeradius/examples/certs/*
nano ca.cnf

[ CA default ]
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default days = 3650

[certificate authority]

countryName = TH

stateOrProvinceName = Bangkok

localityName = -

organizationName = XX University

emailAddress = edurocam@uxx.ac.th

commonName = "UXX Wi-Fi Certificate Authority"

nano server.cnf

[ CA default ]

default days = 3650

[server]

countryName = TH

stateOrProvinceName = Bangkok

localityName = -

organizationName = XX University
emailAddress = edurocam@uxx.ac.th
commonName = "UXX Wi-Fi Certificate"

nano client.cnf

[ CA default ]

default days = 3650

[client]

countryName = TH
stateOrProvinceName = Bangkok
localityName = -
organizationName = XX University
emailAddress = edurocam@uxx.ac.th
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commonName = eduroam@uxx.ac.th

nano Makefile

$ (OPENSSL) dhparam -dsaparam -out dh $(DH _KEY SIZE)
./bootstrap

cd

1.13 Wasudnsvsardvesvaslng

chown -R freerad:freerad /etc/freeradius/3.0

1.14 nagaumssinaunuunugu

]

ﬂg%gﬁfWM%UWﬁWﬂaauaﬁhﬂWéHmds—config/files—eduroam/authorize

nano mods-config/files-eduroam/authorize

edurocoam Cleartext-Password := "TESTING-PASSWORD"
909 1

systemctl stop freeradius.service
freeradius -X

(stop debugging with CTRL+C)
wihaed 2

cd /etc/freeradius/3.0/tool
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./rad eap test -H 127.0.0.1 -P 1812 -S testingl23 \
-u 'eduroam@uxx.ac.th' \
-p 'TESTING-PASSWORD' \
-v -m IEEE8021X \
-s eduroam -e PEAP -2 MSCHAPV2

access-accept; 0

RADIUS message: code=2 (Access-Accept) identifier=8
length=187
Attribute 27 (Session-Timeout) length=6
Value: 600
Attribute 1 (User-Name) length=21
Value: 'eduroam@uxx.ac.th'
Attribute 79 (EAP-Message) length=6
Value: 03080004
Attribute 80 (Message-Authenticator) length=18
Value: 6668fe5c30e59946dc91ad7200c0a810
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2) N15ANAN9LE9IUIUNY eduroam-TH

2.1 uAlvlwa radiusd.conf
lngusuumanizynlaeyisuanlg radiusd-eduroam.conf

cd /etc/freeradius/3.0

nano radiusd.conf

# Change some configurations in radiusd.conf as show below

# PROXY CONFIGURATION

#

proxy requests = yes
SINCLUDE proxy.conf

# eduroam

SINCLUDE proxy-eduroam.conf

# CLIENTS CONFIGURATION

#

SINCLUDE clients.conf

# eduroam

SINCLUDE clients-eduroam.conf

2.2 udlulna proxy-eduroam.conf

Uuuiluldiameaaideaudly

cd /etc/freeradius/3.0

nano proxy-eduroam.conf

G
id

# eduroam-TH NRO service configuration

#
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# home server for eduroam-TH NRO

#

# - Primary NRO home server

home server eduroam-NRO-1 ({
type = auth+acct
ipaddr = 202.28.112.6
port = 1812
secret = XXXXXXXXXXXXXXXX
#src ipaddr = XXX.XXX.XXX.XXX
status check = status-server
require message authenticator = yes

2.3 wAlvlng clients-eduroam.conf
Uuwnluldiameaandeaudly

cd /etc/freeradius/3.0

nano clients—-eduroam.conf

# eduroam-TH server (NRO)

client eduroam-NRO-1 {
ipaddr = 202.28.112.6 #UniNet
secret = XXXXXXXXXXXXXXXX
require message authenticator = no
shortname = eduroam—-NRO
#virtual server = eduroam

2.4 VAERUMSINUAEELY eduroam 30 IdP BY

o =
“uaNn 1

UsenIe 1498 (prakai@rmuti.ac.th) 10 TTUADUNUNOT UK INEIaeNAlUIaTTI1YAATA



pilanI5AARAI RADIUS Server §1915UU3N13 eduroam - Main realm - 2023-12 - 17/80

systemctl stop freeradius.service
freeradius -X
(stop debugging with CTRL+C)

P97 2

cd /etc/freeradius/3.0/tool

./rad eap test -H 127.0.0.1 -P 1812 -S testingl23 \
-u 'eduroam@uni.net.th' \
-p 'AskToUniNet' \
-v -m IEEE8021X \
-s eduroam -e PEAP -2 MSCHAPV?2
access-accept; 0
RADIUS message: code=2 (Access-Accept) identifier=8

length=187
Attribute 27 (Session-Timeout) length=6
Value: 600
Attribute 1 (User-Name) length=21
Value: 'eduroam@uni.net.th'

Attribute 79 (EAP-Message) length=6

Value: 03080004

Attribute 80 (Message-Authenticator) length=18
Value: 4£334b7622ec20537163ac31cl1926d84
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3) NSLYBUABNULATBYLAUSN15888 (Sub-Realm) Vaedn1Uy

3.1 wikvlna radiusd.conf

lngusuumanizynlaeyisuanlg radiusd-eduroam.conf

cd /etc/freeradius/3.0

nano radiusd.conf

# Change some configurations in radiusd.conf as show below

# PROXY CONFIGURATION

#

proxy requests = yes
SINCLUDE proxy.conf

# eduroam

SINCLUDE proxy-eduroam.conf

# CLIENTS CONFIGURATION

#

SINCLUDE clients.conf

# eduroam

SINCLUDE clients-eduroam.conf

3.2 uhlulWa proxy-eduroam.conf
Uuuiluldiameaaideaudly

cd /etc/freeradius/3.0

nano proxy-eduroam.conf

# home server for ABC.UXX.AC.TH
#

home server abc-uxx-ac-th ({
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type = auth+acct

ipaddr = XXX.XXX.XXX.xxx # 192.168.1.111
port = 1812

secret = XXXXXXXXXXXXXXXX

#src ipaddr = xxXX.XXX.XXX.XXX
status check = status-server
require message authenticator = yes
}
#
# home server pool for ABC.UXX.AC.TH
#
home server pool abc-uxx-ac-th ({
type = fail-over
home server = abc-uxx-ac-th
}
#
# realm for ABC.UXX.AC.TH
#
realm abc.uxx.ac.th {
auth pool = abc-uxx-ac-th
nostrip

3.3 whkvlna clients-eduroam.conf

Ysuunlulwdianizyandesuily

cd /etc/freeradius/3.0

nano clients—-eduroam.conf

# ABC.UXX.AC.TH server -- Sub-Realm

#

client abc-uxx-ac-th {
ipaddr = xxXX.XXX.xxx.xxx # 192.168.1.111
netmask = 32
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secret = XXXXXXXXXXXXXXXX

require message authenticator = no
shortname = abc-uxx-ac-th

nastype = other

3.4 aUN1INUAIEKlY eduroam A1nLATRSIIUINSERY (Sub-Realm) vassaa1Uu

Tyirlddmiunmmeaeueglulnaniaiasliivinistasvasannty

mods-config/files-eduroam/authorize
ne7 1

systemctl stop freeradius.service
freeradius -X

(stop debugging with CTRL+C)
wihaed 2

cd /etc/freeradius/3.0/tool

./rad eap test -H 127.0.0.1 -P 1812 -S testingl23 \
-u 'eduroam@abc.uxx.ac.th' \
-p '"TESTING-PASSWORD' \
-v -m IEEE8021X \
-s eduroam -e PEAP -2 MSCHAPV2

access-accept; 0

RADIUS message: code=2 (Access-Accept) identifier=8
length=187

Attribute 27 (Session-Timeout) length=6

Value: 600

Attribute 1 (User-Name) length=21

Value: 'eduroam@abc.xx.ac.th'

Attribute 79 (EAP-Message) length=6

Value: 03080004

Attribute 80 (Message-Authenticator) length=18
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Value: 4£f334b7622ec20537163ac31cl926d84

UsenIe 1498 (prakai@rmuti.ac.th) 10 TTUADUNUNOT UK INEIaeNAlUIaTTI1YAATA



pilanI5AARAI RADIUS Server §1915UU3N13 eduroam - Main realm - 2023-12 - 22/80

=

4) nMsfanslaadl LDAP Server dWugiudayadndl

Junshasanazimupeuaudfnugiulin RADIUS Server @1u15avia1uiu LDAP server (OpenLDAP)

v IS

Weldiayddldang udeya LDAP doyataydsldaisdnisiiiusianiuluguuy NT/LM Hash (NT-

Password, LM-Password)
M3¥9uves RADIUS Server azfndelnenssluds LDAP server Wulugaiiiioglu RADIUS Server

4.1 lpseasnedoyalu LDAP Server

Aregnalassamaninegevestoyadlilu LDAP Server

dn: dc=uxx,dc=ac,dc=th
objectClass: top
objectClass: organization
dc: u

dn: ou=People,dc=uxx,dc=ac,dc=th
ou: People

objectClass: top

objectClass: organizationalUnit

dn: ou=Group,dc=uxx,dc=ac,dc=th
ou: Group

objectClass: top

objectClass: organizationalUnit

dn: cn=Users,ou=Group, dc=uxx,dc=ac,dc=th
cn: Users

objectClass: posixGroup

gidNumber: 1001

description: Group of Users on Unix System

dn: uid=user, ou=People,dc=uxx,dc=ac,dc=th
cn: User

sn: User

objectClass: top
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objectClass: posixAccount

objectClass: shadowAccount

objectClass: inetOrgPerson

objectClass: sambaSamAccount

uid: user

uidNumber: 1001

gidNumber: 1001

loginShell: /bin/bash

homeDirectory: /home/user

gecos: User User

description: User User

displayName: User User

sambaAcctFlags: [U ]

sambalMPassword: C8DFD5ACO546E95DFF17365FAF1IFFES9
sambaNTPassword: 2C47AA9B5AC02360473ECE87B6800920
sambaSID:

sambaPrimaryGroupSID:

userPassword::
elINTSEF9Y0OF1dXBVNUR1bVFhakxxaDFSU2VVTH15Wi9NQ1d1lSXM=

42 FARUNALND freeradius-ldap

findta module L3y Litel¥ freeradius Windstogaan LDAP 14
apt install freeradius-ldap -y

4.3 uhlwlng sites-available/eduroam-inner-tunnel

Usuudlulidiomzqaitdesudle

cd /etc/freeradius/3.0

nano sites-available/eduroam-inner-tunnel

authorize {
group {
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# Read the 'users-eduroam' file
files-eduroam {
# return if match

ok = return
update = return
}
#
# for LDAP

ldap-eduroam {
# return if match
ok = return
update = return

}

# for Active Directory

#mschap-eduroam {

# # return if match
# ok = return

# update = return
#}

# for MySQL
#sgl-eduroam {

# # return if match
# ok = return

# update = return
#}

authenticate {

# PAP Authentication
Auth-Type PAP {

pap

#

# MSCHAP Authentication

# for file-eduroam and/or LDAP and/or MySQL
Auth-Type MS-CHAP {
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mschap

# MSCHAP Authentication
# for Active Directory
#Auth-Type MS-CHAP ({

# mschap-eduroam

#}

# Allow EAP authentication.
eap-eduroam

4.4 uhlulWd modules/ldap-eduroam
Inguuuimnanalvignaes duusiu LDAP server

cd /etc/freeradius/3.0
nano mods-available/ldap-eduroam

ldap ldap-eduroam {

# server = "your-ldap-server-host-name" # ldap.uxx.ac.th
server = "your-ldap-server-host-ip" # 192.168.1.2

# port = 398

# identity = "cn=admin, dc=uxx,dc=ac,dc=th"
# password = mypass
basedn = "dc=uxx,dc=ac,dc=th "
update {
control:Password-With-Header += 'userPassword'
# control :NT-Password := 'ntPassword'
control:NT-Password := 'sambaNTPassword'
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user {
filter = "(uld=%{%{Stripped-User-Name}:-%{User-Name}})"
access_ attribute = 'uid'

4.5 Waldeuluga dap-eduroam

cd /etc/freeradius/3.0/mods—-enabled

In -s ../mods-available/ldap-eduroam

4.6 Waguansviserd1vaIvading

chown -R freerad:freerad /etc/freeradius/3.0
4.7  AgaUNTINUAEHldan LDAP Server
minqei 1

systemctl stop freeradius.service
freeradius -X
(stop debugging with CTRL+C)

Win9ed 2
cd /etc/freeradius/3.0/tool
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./rad eap test -H 127.0.0.1 -P 1812 -S testingl23 \
-u 'user@uxx.ac.th' -p 'Asdfl1234' \
-v -m IEEE8021X \
-s eduroam -e PEAP -2 MSCHAPVZ2

access-accept; 0
RADIUS message: code=2 (Access-Accept) identifier=8

length=187
Attribute 27 (Session-Timeout) length=6
Value: 600

Attribute 1 (User-Name) length=21
Value: 'user@uxx.ac.th'

Attribute 79 (EAP-Message) length=6
Value: 03080004

Attribute 80 (Message-Authenticator) length=18
Value: 4f334b7622ec20537163ac31cl1926d84
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Re

5) nsfnaslasd MySOL \ugrudeyadnidl

Junshasanazimupeuaudfnugiulin RADIUS Server

anunsavinulaediegudeyagldmnuliludsiines mysal

v v Ay va & o & = % @y v
ToyaUnaleninuluguuuuresgiuteyatiu aunsaillassasdlanla

Y v Y
¥
I3

Fuagiuunmingaueanwuukazdaiu wilugled 9x8198s3UwuunsinnudayanuisnsiugIuves

Y Y

freeradius-mysql

5.1 lassainadayalu MySQL Server

3 dglj a (% <@ v v v . gj
aAUsENaUiugUNanven sIaiuteyataddly auguiuuves freeradius-mysql 14U

Toyagldasiiulilunisne e radcheck figuuuuvasdayarly fadl

mysqgl> select * from radcheck;

e e et o e e +
| id | username | attribute | op | value

e —— o o +
| 1 | user | Cleartext-Password | := | Asdfl234 |
e —— o o +

fomm - fomm e e it T +
| id | username | attribute | op | value

e —— o o +
| 1 | user | NT-Password | := | 2C47AA9B5AC02360473..]
| 2 | user | LM-Password | := | C8DFD5ACO0546E95DFF1. .|
fomm - fomm e e ettt +

5.2 AnASUNALNA freeradius-mysql

AnRs module L3y Lely freeradius [Wdstayaain MySQL 1ol

apt-get install freeradius-mysqgl -y
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5.3 wAbululd sites-available/eduroam-inner-tunnel
Yuunlulidiameaandesudly

cd /etc/freeradius/3.0

nano sites-available/eduroam-inner-tunnel

authorize {
group {
# Read the 'users-eduroam' file
files-edurocam {
# return if match
ok = return
updated = return
}
#
# for LDAP
#ldap-eduroam {

# # return if match
# ok = return

# updated = return
#}

# for Active Directory
#mschap-eduroam {
# # return if match
# ok = return
# updated = return
#}
# for MySQL
sgl- eduroam {
# return if match
ok = return
updated = return
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authenticate {

# PAP Authentication
Auth-Type PAP {

pap
}

# MSCHAP Authentication
# for file-eduroam and/or LDAP and/or MySQL
Auth-Type MS-CHAP ({

mschap

# MSCHAP Authentication
# for Active Directory
#Auth-Type MS-CHAP ({

# mschap-eduroam

i}

eap-eduroam

5.4 unlulna mods-available/sql-eduroam
Usuudlulidiomzqaitdesudle

cd /etc/freeradius/3.0
nano mods-available/sgl-eduroam
;;1_;;1:eduroam {
#..

driver = "rlm sgl mysqgl"

UsenIe 1498 (prakai@rmuti.ac.th) 10 TTUADUNUNOT UK INEIaeNAlUIaTTI1YAATA



pilanI5AARAI RADIUS Server §1915UU3N13 eduroam - Main realm - 2023-12 - 31/80

dialect = "mysqgl"

# Connection info:

server = "<mysgl server host address>" # 192.168.1.2
#port = 3306

login = "radius"

password = "radpass"

radius db = "radius"

acct tablel = "radacct"

acct table2 = "radacct"

5.5 uilalwad mods-config/sqlVmain/mysql/queries-eduroam.conf

Uuunlulndiameaandeaudly

nsaifigudeyatadgldnlidulumuguuuuves freeradius-mysql Sndusisaudludds SQL
e lmngauiulaseaiadeyatiy
cd /etc/freeradius/3.0

nano mods-config/sgl/main/mysql/queries—-eduroam.conf

# Query config: Username

sgl user name = "${%{Stripped-User-Name}:-%{%{User-Name}:-DEFAULT}}"
#sgl user name = "${User-Name}"

# Authorization Queries
authorize check query = "\
SELECT id, username, attribute, wvalue, op \

FROM S${authcheck table} \
WHERE username = '%{SQL-User-Name}' \
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ORDER BY id"

authorize reply query = "\
SELECT id, username, attribute, value, op \
FROM S${authreply table} \
WHERE username = '${SQL-User-Name}' \
ORDER BY id"

#group membership query = AN

# SELECT groupname \

# ORDER BY priority"
#authorize group check query = "\

# SELECT id, groupname, attribute, \
# ORDER BY id"
#authorize group reply query = "\

# SELECT id, groupname, attribute, \
# ORDER BY id"

5.6 Waldauluga (dap-eduroam

cd /etc/freeradius/3.0/mods-enabled

In -s ../mods-available/sgl-eduroam

1 s
5.7 Wasuansvsaravavaalnad

chown -R freerad:freerad /etc/freeradius/3.0

5.8 nagaun1svineualeldain MySQL
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U999 1

systemctl stop freeradius.service

freeradius -X
(stop debugging with CTRL+C)

P97 2

cd /etc/freeradius/3.0/tool

./rad eap test -H 127.0.0.1 -P 1812 -S testingl23 \
-u 'user@uxx.ac.th' -p 'Asdfl1234' \
-v -m IEEE8021X \
-s eduroam -e PEAP -2 MSCHAPVZ

access-accept; 0
RADIUS message: code=2 (Access-Accept) identifier=8

length=187
Attribute 27 (Session-Timeout) length=6
Value: 600
Attribute 1 (User-Name) length=21
Value: 'user@uxx.ac.th'

Attribute 79 (EAP-Message) length=6

Value: 03080004
Attribute 80 (Message-Authenticator) length=18

Value: 4£334b7622ec20537163ac31cl926d84
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6) n1sfnasiasld Microsoft NPS WunaradhfisgrudiayataTdld

b K

nssnan Tuiivnydylveglu Microsoft Active Directory UuLATa4 Microsoft Windows Server 2012

U azdlusunsuidudomnslunsdntisgudeyadaddlilaelifosd1deusng Microsoft Active

Y

(%
Yaa

Directory 1agmsq TWswnsut Microsoft Warnduanlildiaie Microsoft NPS (Network Policy Service)

TUsunsu Microsoft NPS fiaennanistdusnisiufedniuiu RADIUS 11msgiu Asiu
nsghdunisivunrmuauAvediusunsy freeradius Tdwian1ssosueluds Microsoft NPS waglusunsu

Microsoft NPS %ﬁ%ﬁumammﬁauﬁm%;ﬂsﬁu Microsoft Active Directory dndiu

nsfmupRaantRildunsvinli freeradius il proxy T Microsoft NPS %3
\lalinsSesvensiaaeudnyiRleunds freeradius TUsunsu freeradius zdwsionsiosverianualuds
Microsoft NPS uazlunienduriu Tusunsy freeradius 95unan13389909n Microsoft NPS

wazdssialuguniossunieniowanisnsiaasudadgly

Tugiletiazuurihnmstmunauautilasd Microsoft Active Directory agud?
Jauvdedunounisdiiuns 2 du uas 1 druaiu Ussneudae
1) mifndauazfmuanuautRvedusungy Microsoft NPS (6.1 - 6.3)
2) (3w via Realm 14 Active Directory (6.4 - 6.6)

3) msfvunnuauUAlUskNTy freeradius (6.7 - 6.Y)
6.1 WLU3N1S Microsoft Network Policy and Access Service Tu Microsoft Windows Server

® JlUsunsu Server Manager Aans19n15 Dashboard Ms18n1301ug1e

® LuyMUUUYI ARNIIY Manage >> Add Roles and Features
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Server Manager * Dashboard - @) | l'1 Manage  Tools  View  Help

| Add Roles and Features

Rernave Roles and Features
¥ Dashboard ROLES AND SERVER GROUPS
= Roles: 3 | Servergroups:1 | Servers total: 1 Add Servers
B Local Server Create Server Group
BE All Servers i-i-i AD DS 1 i Local Serve Server Manager Properties
il ADDs
8 DNS @ Manageability @ Manageability
g File and Storage Services P Events Events

® 1613 Before you begin AaNUy Next

® finthse Select installation type L@9n Role-based and feature-based installation

uarAanUsl Next
® Jinne Select destination server laon Select a server from the server pool
Hong5uIeTINTIINT wazASNUN Next

® 7ting Select server roles Tus18n15 Role 1d0n Network Policy and Access Service

DESTINATION SERVER

Select server roles ADURXLOCAL
Before You Begin Select one or more roles to install on the selected server.
Installation Type Roles Description

Server Selection || Active Directory Federation Services ” Metwork Policy and Access Services

Server Roles [] Active Directory Lightweight Directory Services provides r_‘lEt“'U"k Policy Server
e [] Active Directory Rights Management Services {NPSJ_.- which helps safeguard the
Features [ Device Health Attestation security of your network.
|| Hyper-v

[ MultiPaint Services
Metwork Policy and Access Service
[] Print and Document Services

E Windows Server Update Services

| < Previous | | Mext = | Install Cancel

® iintiing Add features that are required for Network Policy and Access Service? Aantal

Add Features
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Add features that are required for Network Policy and
Access Services?

The following tocls are required to manage this feature, but do not
have to be installed on the same server.

4 Remote Server Administration Toals

4 Role Administration Tools
[Tools] Network Policy and Access Services Tools

Include management tools (if applicable)

Add Features Cancel

® Jintieg Select server roles Tus18n1s Role AaNUy Next

DESTINATION SERVER

Select server roles ADARGCLOCAL

Before You Begin Select one or more roles to install on the selected server,

Installation Type Roles Description
Server Selection || Active Directory Federation Services G Network Policy and Access Services
[] Active Directory Lightweight Directory Services provides Network Policy Server
[ Active Directory Rights Management Services (NP5), which helps safeguard the
Featurss [] Device Health Attestation security of your network.
L_| Hyper-v

[] MultiPoint Services
Metwork Policy and Access Service
[] Print and Document Services

E Windows Server Update Services »

< Previous | | Mext = | | Install | | Cancel

® ntieing Features AANUY Next
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DESTIMATIOMN SERVER

Select features e

Before You Begin Select one or more features to install on the selected server.

Installation Type Features Description
Server selection N ENNET Framework 2.5 Features A .NET Framework 3.5 combines the
Server Roles I [W] .NET Framawork 4.6 Features (2 of 7 installed) power of the .NET Framework 2.0
I [] Background Intelligent Transfer Service (BITS) AP_IS ‘_'""th le=d teghnologles for
ediures [] BitLocker Drive Encryption bmldm.g appllcglmns that offer
Netwaork Policy and Acces... [ BitLocker Network Unlock appealing user interfaces, protect
] BranchCache your customers' personal identity
~anfirmn atinn - = e ' .
[] isMS Server service
"1 LPR Port Menitor v
{ >

| < Previous | | Mext = Install

® 7ntisina Network Policy and Access Service AanUy Next

DESTINATION SERVER

Network Policy and Access Services ADUXCLOCAL

Before You Begin Metwork Policy and Access Services allows you to define and enforce policies for network access,

Installation Type authentication and authorization using Metwork Policy Server (NPS).

Server Selection Things to note:

Server Roles o ) )
* You can deploy NP5 as a Remote Authentication Dial-In User Service (RADIUS) server and proxy.

Features After installing NPS using this wizard, you can configure NPS from the NPAS home page using the
MNPS console,

Metwork Policy and Acces...

rnfirmatinn

| < Previous | | Mext = Install
v

[ ] ﬁ% %19 Confirm installation selection ﬂaﬂﬁu Install
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. . . . DESTIMATION SERVER
Confirm installation selections 4D LOCAL
Before You Begin To install the following roles, role services, or features on selected server, click Install.
Installation Typs [] Restart the destination server automatically if required
Seryer 5election Optional features (such as administration tools) might be displayed on this page because they have

been selected automatically. If you do not want to install these optional features, click Previous to clear

Server Roles their check boxes.

Features

Network Policy and Acces.. Metwork Policy and Access Services

TR Rermaote Server Administration Tools

Role Administration Tools
MNetwork Policv and Access Services Tools

Export configuration settings
Specify an alternate source path

< Previous Mext = | Install | | Cancel

® Vi NALEUNIAAAIUINTULENASY It Installation progress AANUx Close

DESTIMATICON SERVER

Installation progress AD.CLOCAL

View installation progress

o Feature installation
e

Installation succeeded on ADUXM.LOCAL

MNetwork Policy and Access Services
Remote Server Administration Tools

Role Administration Tools
Metwork Policy and Access Services Tools

Wmnn mmim mlmmim dlaim st sl ma b b e b e imm Fmelee W el e, e e i

< Previous MNext > Close Cancel

6.2 #j19 Self-signed Certificate

® UnlUswnsu Windows PowerShell

® 313 Self-signed Certificate peuA1ds (luussvinife?)

PS C:\> New-SelfSignedCertificate
-DnsName eduroam.uxx.ac.th
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-CertStorelLocation cert:\LocalMachine\My
-NotAfter (Get-Date) .AddYears (10)

6.3 AMruaAMaNURA Microsoft Network Policy Service

® JilUsunsu Server Manager fwyAuUNYIN AGNIIY Tools >> Network Policy Service
® lUsunsu Network Policy Service ARNUNATUYINVBIINENTIENTAUEIY 518015 NPS
(Local) LLé’iLﬁaﬂLm{g Register server in Active Directory

wazeausunsandunisaalUauLaLasa

€ Network Policy Server - O X
File Action View Help

&= |m H=

€ NPs (Local) |
) o] oo Comguanon I
> I_EJ Policies

- Export Configuration
‘-EI Account MPS) allows you to create and enforce organization-wide network access policies for connection request
» Wl Ternplat Start NPS Service nection request authorization.

Stop NP5 Service

Register server in Active Directory "
|

Properties
2 from the list and then click the link below to open the scenario wizard.

® lUsunsu Network Policy Service 180n518n150a1911199 518715 RADIUS server for

802.1X Wireless or Wired Connections Wayaanasa Configure 802.1X

€ Network Policy Server - O X
File Action View Help

&= | D HmE

€ NPS (Local) NPS (Local)
> L RADIUS Clients and Servers) g

~
Standard Configuration -

Select a configuration scenario from the list and then click the link below to open the scenario wizard.

RADIUS server for 802.1X Wireless or Wired Connections ~ |

RADIUS server for 802.1X Wireless or Wired Connections

‘When you configure NPS as a RADIUS server for 802 1X connections, you create network policies that allow NPS to autherticate
and authorize connections from wireless access points and authenticating switches (also called RADIUS clients).

B Configurs 802.1% B Leammore

® Jivthsing Select 802.1X Connections Type 1@9n Secure Wireless Connections LLazﬂaﬂﬁﬂJ

Next
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! Select 802.1X Connections Type

Type of 802_1X connections:
(®) Secure Wireless Connections

When you deploy 8021 wirsless access paints on your network:, MPS can authenticate and authorize
connection requests made by wireless clients connecting through the access poirts.

() Secure Wired (Ethemet) Connections
L 1.7 | MR DI PR o F o B T ST SRS E U |G T R [N A S P 3 1 5 1 e —— B FERIET & N I [T ) [N
MName:

This default text is used as part of the name for each of the policies created with this wizard. You can use the
default text or maodify it .

Secure Wireless Connections

Previous Finish Cancel

® vt Specify 802.1X Switches AaNYs Add...
Specify 802.1X Switches
Q Flease specify 802.1% switches orWireless Access Points (RADIUS Clients)

RADIUS clients are network access servers, such as authenticating switches and wireless access point.
RADIUS clients are not client computers.

To specify a RADIUS client, click Add.

RADIUS clients:

Add...

Edi...

Remove

Previous Finish Cancel

® Jivthing New RADIUS Client Tsfnsensigazidenves RADIUS Server 984 eduroam

wazlamMUAYeINITARaNT wWaIAaNUY Next lngsiuasidunusenaunie
- Friendly name: eduroam-Radius

- Address (IP or DNS): 192.168.1.1
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- (0) Manual

- Shared secret/Confirm shared secret: XXXXXXXXXXXXXXXX (X 91474 16 77)

Mew RADIUS Client >

Settings

Select an existing template:

Mame and Address
Friendhy name:
|edumam-Hadius |

Address (IF ar DMNS):
152.168.1.1 || Verfy..

Shared Secret
Select an exdsting Shared Secrets template:

Mone w

To manually type a shared secret, click Manual. To automatically generate a shared
secret, click Generate. You must configure the RADIUS client with the same shared
secret entered here. Shared secrets are case-sensitive.

(®) Manual () Generate
Shared secret:

Confirm shared secret:

® Jinthsing Specify 802.1X Switches A@ns Next
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Specify 802.1X Switches
Q Flease specify 802.1% switches orWireless Access Points (RADIUS Clients)

RADIUS chents are network access servers, such as authenticating switches and wireless access point.
RADIUS clients are not client computers.

To specify a RADIUS client, click Add.

RADIUS clients:
eduroam-Radius Add...
Edit...
Remove

Previous Finish Cancel

® finiheg Configure and Authentication Method 1dan318113 Type (): 18U Microsoft:

Protected EAP (PEAP) uagpaanyu Configure...

! Configure an Authentication Method

Select the EAP type far this palicy.

Type (based on method of access and network configuration):

Microsoft- Protected EAP (PEAF) v

Previous Mext Finish Cancel

® Jiniisina Edit Protected EAP Properties 1&on Certificate issued to: eduroam.uxx.ac.th

uazadnUy OK
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Edit Protected EAP Properties *

Select the certificate the server should use to prove its identity to the dient.
A certificate that is configured for Protected EAP in Connection Reguest

Policy will override this certificate.

Certificate issued to: = Te LrEise i »

Friendly name: eduroam.uxx.ac. th

Issuer: eduroam.uxd.ac. th

Expiration date: 22§12/2572 18:21:55

Enable Fast Reconnect

[ Disconnect Clients without Cryptobinding

Eap Types

Secured password (EAP-MSCHAP vZ Move Up
Movwve Dawn

Add Edit Remaove Cancel

® Jinthsing Configure and Authentication Method AaNUy Next

, ! Configure an Authentication Method

Select the EAP type for this policy.

Type (based on method of access and network configuration):

Microsoft: Protected EAP (PEAP) v

Previous Mext Finish Cancel

® Jiniheg Specify User Groups Aanys Next
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Specify User Groups
* Users that are members of the selected group or groups will be allowed or denied access

based onthe netwaork policy Access Permission setting.

To select User Groups, click Add. F no groups are selected, this policy applies to all users.

Add...

Groups
Remaove

Previous Finish Cancel

finising Configure Traffic Controls AanUy Next

Configure Traffic Controls
* Usevirtual LANs (VLANs) and access control lists (ACLs)to control network traffic.

ff your BADIUS clients (authenticating switches or wireless access points) support the assignment of traffic
controls using RADIUS tunnel attibutes, you can corfigure these attibutes here. i you configure these attibutes,
MPS instructs RADIUS clients to apply these settings for connection requests that are authenticated and

authorized.
if you do not use traffic controls ar you want to configure them later, click Mext.

Traffic control corfiguration
To configure traffic control attibutes, click Configure.

Corfigure...

Previous Finish Cancel

® it Completing New IEEE 802.1X Secure Wired and Wireless Connections and

RADIUS clients manyyl Finish
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Completing New IEEE 802.1X Secure Wired and
Wireless Connections and RADIUS cdlients

You have successfully created the following policies and configured the following RADIUS clients.

* To view the configuration details in your default browser, click Configuration Details.
* To change the configuration, click Previous.
* To save the corfiguration and close this wizard, click Finish.

RADIUS clients:
eduroam-Radius (192.168.1.17)
Connection Request Policy:
Secure Wireless Connections
Network Policies:

Secure Wirsless Connections

Previous Mext Cancel

® naivuaRaNURNITU RADIUS server for 802.1X Wireless or Wired Connections @3ued

RADIUS Client %a eduroam-Radius agiuiﬂaﬂﬁi RADIUS Clients and Servers >> RADIUS

Clients a@nunsausunsala

File Action View Help
€| 25

@ MPS (Local) RADIUS Clients

w || RADIUS Clients and Servers
.ﬂ RADIUS Clients ;! RADIUS clients allow you to specify the network access servers, that provide access to your networlc.

55 Remote RADIUS Server
w Ej‘ Policies
[7] Connection Request Pg|| Friendly Name IP Address  Device Manufacturer  Status
] Metwork Policies ﬂ eduroam-Radius 15216811 RADIUS Standard Enabled
‘EI Accounting
l; Templates Management

[ ] Naﬁ’mumﬂmauﬁalﬁmﬁu RADIUS server for 802.1X Wireless or Wired Connections @73u9a4

Connection Request Policies % Secure Wireless Connections agwlui’lami Policies >>

Connection Request Policies @asausuuasla

UsenIe 1498 (prakai@rmuti.ac.th) 10 TTUADUNUNOT UK INEIaeNAlUIaTTI1YAATA



pilanI5AARAI RADIUS Server §1915UU3N13 eduroam - Main realm - 2023-12 - 46/80

File Action View Help
=75 HE

@ MPS (Local) Connection Request Policies
w [ | RADIUS Clients and Servers

ﬂ RADIUS Clients * Connection request policies allow you to designate whether connection requests are processed locally or
:ﬁ R te RADIUS S forwarded to remote RADIUS servers.
emote erver —

v LEJ' Policies
( Connection Request Po|| Policy Name Status  Processing Order  Source
7] Metwork Policies Ets

= [ Secure Wireless Connections Enabled 1
Use Windows authentication for all users Enabled 2

‘h Accounting
5 Ml Templates Management

Unspecified
Unspecified

) Naﬁmummamﬁalﬁmﬁu RADIUS server for 802.1X Wireless or Wired Connections @3uva4
Network Policies 38 Secure Wireless Connections agﬂui’lami Policies >> Network

Policies @13nsnuUsuwaale

File Action View Help

&= |25 3
€8 NPS (Local)
w [ | RADIUS Clients and Servers

ﬂ RADIUS Clients * Network policies allow you to designate who is authorized to connect to the networ and the circumstances
:ﬁ R te RADIUS S under which they can or cannot connect.
emote Erver —

w Ej‘ Policies
[] Connection Request Po|| Policy Name
(' Network Policies

Network Policies

Status Processing Order  Access Type S

I : - :
¥, Secure Wireless Connections

Enabled 1 Grant Access U
‘u Accounting Connections to Microsoft Routing and Remote Access server Enabled 2 Deny Access U
5 Wl Templates Management ,Lﬁ[:onnedions to other access servers Enabled 3 Deny Access U

6.4 iyt Realm 14 Active Directory

nIaNin1sUTENTA Active Directory Inedl Realm n3adalulassasns (Forest) ldnssiunisldauaes
eduroam FuTudesyinlin Active Directory il Realm 59 v3aldasnisiiin Realm winlululassasnadu

® JlUsunsu Server Manager ﬁm‘%@ﬁuuuﬁum ﬂammé Tools >> Active Directory Domains

and Trusts

lUsunsu Active Directory Domains and Trusts AANUNANUYINNYDNENTIENTANWEY

318015 Active Directory Domains and Trusts LLﬁaLﬁaﬂng Properties
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&2 Active Directory Domains and Trusts - O X
File Action View Help
&= FE = H

5 Active Directery Domains and Trust!| Atame Tine Actions

73 UXX.LOCAL Change Forest.., Active Directory Domains and Trusts [ ...

Change Active Directory Domain Controller.., .
More Actions »
Operations Master...

Raise Forest Functional Level...

View »
Refresh

Export List...

Properties

® 7inihs1a Active Directory Domains and Trusts [ AD.XXX.DOMAIN.XXX ] ifial Realm luzes

Alternative UPN suffixes: uxx.ac.th wdanantu Add wagaanty OK Liladugn

Active Directory Domains and Trusts [ ADLUHLOCAL ... ? >
UPN Suffiees

The names of the cument domain and the root domain are the default user
principal name (PN} suffies. Adding altemative domain names provides
addttional logon securty and simplfies user lagon nameas.

If you wart attemative UPM suffies to appear during user creation, add
them to the following list.

Altemative UPN suffies:

|Lm:.ac ih| | | Add
Remaove
oK Cancel Apply Help

Y o/

6.5 wiily Realm Ty ld

Ineunivaydlilu Active Directory 9edl Realm snudalulaseasis (Forest) il
wivnngisanslidudaydves eduroam dndudewily Realm vasdaydldaie lnansiudsuain

Realm nluidu Realm Ty
® JlUsunsu Server Manager 7uysnuuuuI AANY Tools >> Active Directory Users and

Computers
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® JilUsunsu Active Directory Users and Computers AaNT18A15AU%EY Active Directory

Users and Computers >> [XXX.DOMAIN.XXX] >> Users

U = Y a § v =
® Tusenstad Wadnwndauunndydne

Ao ady

pansuiledoya wdudeniuy Properties

: Active Directory Users and Computers
File Action View Help

= AE 8 XE G

@E-w%:wm%

j Active Directory Users and Computers
» [7] Saved Queries
v g UMX.LOCAL
» || Builtin
» [ Computers
5 12| Domain Controllers
» || ForeignSecurityPrincipals
» || Managed Service Accounts
] Users

Marme Type

:% edurcam Users Security
% Enterprise Admins Security
55 Enterprise Key Admins Security
% Enterprise Read-only Domain ... Security
SE Group Policy Creator Owners Security
& Guest User

:%Keyf-\dmins Security
:% Protected Users Security
% RAS and |AS Servers Security
55 Read-only Domain Controllers  Security

% Schema Admins Security

Copy...
Add to a group...

Disable Account
Reset Password...
Move...

Open Home Page 1 administrats

Send Mail of this group
All Tasks . of this group

n this group «
Cut zount for gue
Delete of this group
Rename of this group

his group car
Froperties of this group

1 administrate

e 0o D—

® fnisinsmaanTAvesld (User’s Properties) anuiiu Account udaidion Realm

MNTYN IV TELY 1WU @uxxac.th uazaiin OK Litadugn
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Uszer User Properties 7 >
Member Of Dial-in Environmenrt Sessions
Remote contral Remote Desktop Services Profile COM=

General Address Accourt Profile Telephones Crganization

|User logon name:

|user | @wocac th -
|User logon name (pre-Windows 2000): EUXCLOCAL
|um | user
Logon Hours.. LogOn To...
[ ] Unlock account
Account options:
[ User must change password at next logon 2
] User cannet change password
Paszsword never expires
[ Store password using reversible encryption W
Account expires
(®) Never
OEndef:  [21 wnsias 2563

Cancel Aoply Help

6.6 iy Realm 1% Active Directory uasudly Realm Ty @glénsszuudae Script

wndaanisidfia Realm 19 Active Directory uagiily Realm To ik ’T N33 UUAIY Script

aansanvlvanuazGenldaniuddsagulem

https://gallery.technet.microsoft.com/scriptcenter/Add-new-
domain-suffix-and-9f42e43f

6.7 wilwlna radiusd.conf

TngUsuuiianizgalaewieuainia radiusd-eduroam.conf
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cd /etc/freeradius/3.0

nano radiusd.conf

# Change some configurations in radiusd.conf as show below

# PROXY CONFIGURATION

#

proxy requests = yes
SINCLUDE proxy.conf

# eduroam

SINCLUDE proxy-eduroam.conf

# CLIENTS CONFIGURATION

#

SINCLUDE clients.conf

# eduroam

SINCLUDE clients-eduroam.conf

6.8 unlalwa proxy-eduroam.conf

Ysuunlulwdianizyandesuily

cd /etc/freeradius/3.0

nano proxy-eduroam.conf

# home server for local service at NPS
#
home server nps-uxx-ac-th ({
type = auth
ipaddr = xxXX.xXXX.xxx.xxxX # 192.168.1.3
port = 1812
secret = XXXXXXXXXXXXXXXX
#src ipaddr = xXXX.XXX.XXX.XXX
require message authenticator = yes
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status check = request
username = "status check user" #"check@uOO.ac.th"
password = "don't use"

#check interval = 30
#check timeout = 8

#revive interval = 360
#response window = 60
#response timeouts = 8
#num answers to alive = 3
#zombie period = 60

}

#

# home server pool for local service at NPS

#

home server pool nps-uxx-ac-th {
type = fail-over
home server = nps-uxx-ac-th

}

#

# realm for local service at NPS

#

realm nps.uxx.ac.th {
auth pool = nps-uxx-ac-th
nostrip

6.9 uwilylwa sites- available/eduroam
Ysuunlulwdianizgandesuily

cd /etc/freeradius/3.0
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nano sites-available/eduroam

authorize {

# Change realm to be LOCAL for local user

if( ("${Realm}" =~ /uxx.ac.th$$/) ) {
if( ("${Realm}" =~ /"uxx.ac.ths$$/) ) {

#
# If user database is on local (file, LDAP,...),
# uncomment this block
#
#update control {
# Proxy-To-Realm := LOCAL
#}
#
# - OR -
# If user database is on NPS, uncomment
#

update control {
Proxy-To-Realm := "nps.uxx.ac.th"

6.10 nNaFauRsaaUUYElYIN Microsoft NPS Tagmse

cd /etc/freeradius/3.0/tool

./rad_eap test -H 192.168.1.3 -P 1812 -5 XXXXXXXXXXXXXXXX \
-u 'user@uxx.ac.th' \
-p '"Asdf1234' \
-v -m IEEE8021X \
-s eduroam -e PEAP -2 MSCHAPV2
access-accept; 0
RADIUS message: code=2 (Access-Accept) identifier=8
length=187
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Attribute 27 (Session-Timeout) length=6
Value: 600
Attribute 1 (User-Name) length=21
Value: 'user@uxx.ac.th'
Attribute 79 (EAP-Message) length=6
Value: 03080004
Attribute 80 (Message-Authenticator) length=18
Value: 4f334b7622ec20537163ac31cl926d84

6.1 nagaunmiuielldainiaias RADIUS Ug Microsoft NPS
wihaed 1

systemctl stop freeradius.service
freeradius -X
(stop debugging with CTRL+C)

U199 2

cd /etc/freeradius/3.0/tool

./rad eap test -H 127.0.0.1 -P 1812 -S testingl23 \
-u 'user@uxx.ac.th' \
-p 'Asdfl1234' \
-v -m IEEE8021X \
-s eduroam -e PEAP -2 MSCHAPVZ2
access-accept; 0
RADIUS message: code=2 (Access-Accept) identifier=8

length=187
Attribute 27 (Session-Timeout) length=6
Value: 600

Attribute 1 (User-Name) length=21
Value: 'user@uxx.ac.th'

Attribute 79 (EAP-Message) length=6
Value: 03080004

Attribute 80 (Message-Authenticator) length=18
Value: 4f334b7622ec20537163ac31cl1926d84
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L%

7) n1sfnasiaedi Microsoft Active Directory Wugiudayatydly

[
wa

Dunshasanazimuneuand@nugiulin RADIUS Server a1ansaviausauiiu Microsoft Active

Directory Lﬂam’;%awﬁ%’mﬂ ”ﬁg%;ﬂﬁiﬁu Active Directory

159119748 RADIUS Server agnsiaaeuiinuvaldiulusunsuniguen Ae samba %38 winbind

Jeduludesinunamanifives samba w3e winbind Miausafnseniu Active Directory Wdeniou

7.1 wikvlna /etc/resolv.conf

Ysuuilulndianisgansauile

nano /etc/resolv.conf

search uxx.local
nameserver <dc server address> # 192.168.1.3
nameserver <other dns server> # 8.8.8.8

7.2 wAlvlng /etc/hosts

USuunlulidiameaaidesudly

nano /etc/hosts

<dc_server address> ad.uxx.local ad.uxx.ac.th ad
#192.168.1.3 ad.uxx.local ad.uxx.ac.th ad

7.3 AAAIUNANAETUEYUINEANU samba, krb5 wag winbind

apt install samba winbind krbb5-user krb5-config -y
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Default Kerberos version 5 realm:
UXX.LOCAL

Kerberos servers for your realm:
ad.uxx.local

Administrative server for your Kerberos realm:
ad.uxx.local

anlainuntineenisaian ansaimunAuantRgnATY

dpkg-reconfigure -plow krbb-config
7.4 udlalwg /etc/samba/smb.conf

Ysuuilulndianizgaiseuily waziiy

nano /etc/samba/smb.conf

# Change this to the workgroup/NT-domain name
workgroup = UXX

# Add new all lines below to this location
security = ADS
realm = UXX.LOCAL
encrypt passwords = yes

client use spnego = yes

idmap config *:backend = tdb

idmap config *:range = 1000-9999

idmap config UXX:backend = ad

idmap config UXX:schema mode = rfc2307
idmap config UXX:range = 10000-99999

winbind nss info = rfc2307
winbind trusted domains only = no
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winbind use default domain = yes
winbind enum users = yes
winbind enum groups = yes
winbind refresh tickets = yes

7.5 ufilvlWg /etc/krb5.conf
Usuurlulwdiamnzqadidesudly

nano /etc/krb5.conf

[libdefaults]
default realm = UXX.LOCAL
dns lookup realm = false
dns lookup kdc = true
forwardable = true

[realms]
UXX.LOCAL = {
kdc = ad.uxx.local
admin_ server = ad.uxx.local

[domain realm]
.uxx.local = UXX.LOCAL
uxx.local = UXX.LOCAL

7.6 Sam1salusunsy samba

/etc/init.d/samba restart

7.7 Join 13849 RADIUS Server Tuiussun@nuas Active Directory Domain

net ads join -U Administrator
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Enter Administrator's password: <Administrator’s password>
Using short domain name -- UXX
Joined 'YOUR-RADIUS-SERVER' to dns domain 'UXX.LOCAL'

7.8 San13nlusunsy samba waz winbind

/etc/init.d/samba restart
/etc/init.d/winbind restart

7.9 NAFUNANIT Join 1399 RADIUS Server Tuidugan@nves Active Directory Domain

wbinfo -u

administrator
user
and other users

mnlallra laedulain Active Directory viau uaglndnnautfgnaes iandunisgilude 35-37

7.10 nageuldUy¥gldan Active Directory

/usr/bin/ntlm auth --domain=UXX.LOCAL --username=user \
--password=Asdfl1234

NT STATUS OK: Success (0x0)

7.11 nAnsldnFulnsiva RADIUS Server wlunguvasgldniulusius winbind

Y

chown root:winbindd priv /var/lib/samba/winbindd privileged
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usermod -a -G winbindd priv freerad

7.12 unlalua modules/mschap-eduroam
Uiuunlulnidlanggaidesudly

cd /etc/freeradius/3.0

nano modules/mschap-eduroam

mschap mschap-eduroam {
use mppe = yes

require encryption = yes
require strong = yes

ntlm auth = "/usr/bin/ntlm auth --request-nt-key --
domain=UXX.LOCAL --username=%{Stripped-User-Name} -
-challenge=%{mschap:Challenge:-00} --nt-
response=%{mschap:NT-Response:-00}"

#ntlm auth timeout = 10

7.13 wilalna sites-available/eduroam-inner-tunnel
Uuuilulidiameaandesudly

nano sites-available/eduroam-inner-tunnel

authorize {

group {
# Read the 'users-edurocam' file
files-eduroam {
# return if match
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ok = return
updated = return
}
#
# for LDAP
#ldap-eduroam {
# # return if match
# ok = return
# updated = return
#}

# for Active Directory
mschap-eduroam {
# return if match
ok = return
updated = return
}
# for MySQL
#sql- eduroam {

# # return if match
# ok = return

# updated = return
#}

authenticate {
# PAP Authentication
Auth-Type PAP {

pap

# MSCHAP Authentication

# for file-eduroam and/or LDAP and/or MySQL
#Auth-Type MS-CHAP ({

# mschap

#}

# MSCHAP Authentication
# for Active Directory
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Auth-Type MS-CHAP {
mschap-eduroam

eap-eduroam

7.14 Waldeuluga mschap-eduroam

cd /etc/freeradius/3.0/mods—-enabled

In -s ../mods-available/mschap-eduroam

7.15 Waguansviserdvasvading

chgrp -R freerad /etc/freeradius
7.16 nagauN1NURIeldaIn Active Directory
minqei 1

systemctl stop freeradius.service
freeradius -X
(stop debugging with CTRL+C)

U199 2

cd /etc/freeradius/3.0/tool

./rad eap test -H 127.0.0.1 -P 1812 -S testingl23 \
-u 'user@uxx.ac.th' \
-p 'Asdf1234' \
-v -m IEEE8021X \
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-s eduroam —-e PEAP -2 MSCHAPV2

access—accept; 0
RADIUS message: code=2 (Access-Accept) identifier=8

length=187
Attribute 27 (Session-Timeout) length=6
Value: 600

Attribute 1 (User-Name) length=21
Value: 'user@uxx.ac.th'

Attribute 79 (EAP-Message) length=6
Value: 03080004

Attribute 80 (Message-Authenticator) length=18
Value: 4f334b7622ec20537163ac31c1926d84
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N15AnRAY Wireless Controller 158 Anonymous Access Point $931nU RADIUS Server

RADIUS Server: wibulna clients.conf %38 clients-eduroam.conf
Wl IP address #38LA38918UD9 Anonymous Access Point

cd /etc/freeradius/3.0

nano clients.conf
client <ip or network of access point or wlc> ({
secret = testingl23
shortname = my access point

client 172.16.11.8 {
secret = secret for 172 16 11 8
shortname = ap 172 16 11 8

client 192.168.0.0/24 {
secret = secret for net 192 168 0 0 24
shortname = ap in net 192 168 0 0 24

Cisco Wireless Controller

1. Add/Edit RADIUS profile
SECURITY > AAA > RADIUS > Authentication > [New..] or Edit
Server IP Address (Ipv4/Ipv6): <radius server ip address>
Shared Secret Format: ASCII
Shared Secret: <secret shared with radius server>
Confirm Shared Secret: <secret shared with radius server>

Key Wrap: [ ]

Port Number: 1812

Server Status: Enabled
Network User: [/] Enable
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Cisco

MONITOR

WILANs CONTROLLER  WIRELESS

SECURITY MANAGEMENT

Save Configuration ~ Ping  Logout Refreg

COMMANDS HELP FEEDBACK

Security RADIUS Authentication Servers Apply New...
~ AAA
General Auth Called Station ID Type | AP MAC Address:SSID v
« RADIUS
Authentication # Use AES Key Wrap [J (Designed for FIPS customers and requires a key wrap compliant RADIUS server)
Accounting
Fallback MAC Delimiter | No Delimiter ¥ |
DNS
Downloaded AVP Network Server
¥ TACACS+ User Management Index Server Address(Ipv4/Ipv6) Port IPSec Admin Status
LDAP
e @ @ 1 203.158.192.3 1812 Disabled Enabled 2
MAC Filtering e @ 3 203.158.192.13 1812 Disabled Enabled -]

Disabled Clients
User Login Policies
AP Palicies
Password Policies

MONITOR

WLANs

CONTROLLER

WIRELESS SECL..r¥Y MANAGEMENT COMMANDS HELP FEEDBACK

Security

- ik

General
« RADIUS

Authentication h

Accounting
Fallback
DMS

Downloaded AVP

¥ TACACS+
LDAP
Local Net Users
MAC Filtering
Disabled Clients
User Login Policies
AP Policies
Password Policies

» Local EAP

Advanced EAP
¥ Priority Order
b Certificate

SECURITY > AAA > RADIUS > Accounting >
Server IP Address (Ipv4/Ipvo) :

RADIUS Authentication Servers > New

Server Index (Priority)
Server IP Address(Ipv4/IpvE)
Shared Secret Format
Shared Secret

Confirm Shared Secret
Key Wrap

Port Mumber

Server Status
Support for RFC 3576
Server Timeout
MNetwork User
Management

IPSec

Shared Secret Format:

|2

v

[20..257 1.7 10

,Qg-—

! {Designed for FIPS customers and requires a key wrap compliant RADIUS server)

| Enabled ¥ |

|ascin v |

| Disabled ¥ |
seconds
¥/ Enable r

(] Enable

O Enable

[New..] or Edit
<radius_server ip address>
ASCII

Shared Secret: <secret shared with radius server>

Confirm Shared Secret: <secret shared with radius server>

Port Number:
Server Status:
Network User:

1813

(/1]

Enabled
Enable

Security

v MA(
General
- RADIusr

Authentication
Accounting
Fallback
DNS
Downloaded AVP
» TACACS+
LDAP
Local Net Users

MAr Eiltarinn

MONITOR

WILANs CONTROLLER WIRELESS

RADIUS Accounting Servers

Acct Called Station 1D Type | AP MAC Address:SSID

MAC Delimiter | Mo Delimiter ¥ |

Network Server

User Index Server Address(Ipva/Ipve)
¥ 1 273757100
[~ 207.173..97.17

SECURITY MANAGEMENT COMMANDS HELP FEEDBACK
Apply New... I
Admin
Port IPSec Status
1813 Disabled Enabled [~]
1813 Disabled Enabled [~]
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MONITOR  WLANs CONTROLLER WIRELESS SECUI - ..

MANAGEMENT COMMANDS

Security RADIUS Accounting Servers > New
vmu‘,
= | Server Index (Priority) 2z v
enera
- RADIUSX- Server IP . 3 . h
Address(Ipvd/IpvE) 1312 0

Authentication
Accounting *
Fallback

HELP FEEDBACK

Shared Secret Format ASCII ¥
oI Shared Secret senee h
Downloaded AVP Confirm Shared Secret [seesd| ﬁ
P TACACS+
LDAP Port Number 1813
Local Net Users
. X 5 Stati Enabled ¥
MAC Filtering erver Status nable
Disabled Clients Server Timeout 2 seconds
User Login Policies
AP Policies Network User ¥ Enable #
Password Policies IPSec = Enable
¥ Local EAP

2. Add/Edit Wireless LAN profile
WLANs > WLANs > WLANs >
Type: [WLAN]
Profile Name: <wlan profile>
SSID: <wlan ssid>

[Create new..]

or Edit

MONITOR WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS

WLANSs WLANs

+ WLANs Current Filter: MNaone [Change Filter] [Clear Filter]

WLANSs

b Advanced
] WLANID Type Profile Name WLAN SSID
o2 WLAN RMUTI-WiFi RMUTI-WiFi
3 WLAN RMUTI-WiFi-CL-Park CL-Park
O a WLAN eduroam eduroam
12 WLAN RMUTI-WiFi-Misc RMUTCON
I 138 WLAN RMUTI-Register RMUTI-Register
) 256 WLAN FlexConnect RoboNet

HELP

EEEDBACK

Create New

.ﬂ«

Admin Status Security Policies

Enabled [wPa2][Auth(802.1X)] ﬂ
Enabled Web-Auth [~]
Enabled [wPa2][Auth(802.1X)] ﬂ
Disabled Web-Auth [ ~]
Enabled Wehb-Passthrough [~]
Enabled Maone [ ~]

WLANs WLANSs > New
LS Type WLAN M
WLANS
» Advanced Profile Name eduroam
S51D ‘adumam| ﬁ ‘
jis} 1 v

WLANs > WLANs > WLANs > [wlan profile]
Layer 2 Security: WPA+WPA2

WPA+WPA2 Parameters
WPA Policy: [ ]

WPA2 Policy-AES: [/]

<Back|

apply |

el

> Security > Layer 2
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Authentication Key Management
802.1X: [/] Enable

\J
CISCO MONITOR ﬂm:s CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK
WLANSs WLANs E
v WLANs Current Filter:  Mone [Change Filter] [Clear Filter] Create liew v el
WLANSs
» Advanced
WLAN ID  Type Profile Name WLAN SSID Admin Status Security Policies
2 WLAN RMUTI-WiFi RMUTI-WiFi Enabled [WPAZ][Auth(802.1X]] [~]
gxf WLAN RMUTI-WiFi-CL-Park CL-Park Enahled Weh-Auth [~]
4 WLAN eduroam eduroam Enabled [WPAZ][Auth(802.1X)] [~]
12 WLAN RMUTI-WiFi-Misc RMUTCON Disabled Web-Auth [~}
123 WLAN RMUTI-Register RMUTI-Register Enabled Web-Passthrough [~]
256 WLAN FlexConnect RoboMet Enabled MNaone [~]

MONITOR W.ANs CONTROLLER  WIRELESS SECURITY MANAGEMENT COMMANDS

WLANSs WLANs > Edit 'eduroam’

w WLANs

WLANS h | General | Sect’ltv | QoS | Policy-Mapping | Advanced |

» Advanced Layer 2 | Layer 3 | AAA Servers |

Layer 2 Security £ | WPA+WPA2 v h

MAC Filtering2

Fas" «Fa 50 "I

WPA+WPA2 Parameters

WPA Policy

WPAZ Policy-AES "] h

Authentication Key Management

B02.1X #| Enable h

CCKM Enable
PSK Enable
FT 802.1X Enable

WLANs > WLANs > WLANs > [wlan profile] > Security > AAA Server
Authentication Servers Accounting Servers
[/] Enabled [/] Enabled
Server 1 [auth radius ip:port]
[acct radius_ ip:port]

Radius Server Accounting
Interim Update: [/]
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MONITOR WILANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS  HELP

WLANSs WLANSs > Edit ‘edurgam’

+ WLANS p P — )
WLANS | Qos | Policy-Mapping | Advanced |

» Advanced " Layer 2 | Layer 3 | AAA Servers | P

Si'ec” FAAservesae' 1 t ~ver ler ea. "ef=ull ierver= nthi- WL ™

| General | Securl

Radius Servers

Radius Server Overwrite interface  /Enabled
Authentication Servers Accounting Servers EAP Parameters
#/ Enabled #| Enabled r Enable ]
Server 1 |IP:2C7.75¢ 172,17, Port:1812 ¥ || IP:20_ LT3.772.73, Port:1813 ¥
Server 2 | None ¥ || None v

Radius Server Accounting

Interim Update [Cdl h Interim Interval 600

INAP Serusrs

MONITOR. WIANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

WLANs WLANSs > Edit 'eduroam’

LS | General | Security | QoS5 | Policy-Mapping | Advanced |
WLANS

» Advanced | Layer2 | Layer 3 | AAA Servers |

Server 2 | None ¥
Server 3 | None ¥

Local EAP Authentication

Local EAP Authentication | /Enabled

Authentication priority order for web-auth user

Not Used Order Used For Authentication

LOCAL «
LDAP

RADIUS .

-

Aruba Wireless Controller

1. Create RADIUS Server profile

Configuration > Security > Authentication > Servers > RADIUS Server
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Monitoring | Configuration Diagnostics Maintenance Plan Events Reports [Sa-.-e c:onfiguration]
Wizard ‘ Secugi Authentication > Servers
AP wiizard
Switch Wizard Servers ddd Profiles L2 Authentication L3 Authentication User Rules
WLAN Wizard
License Wizard [#  Server Graup RADIUS Server
Network Instance
Switch =] RADIUS Serwver RMLIi . a4t ;
WLl RM Ti vadius RMuTi Rudi 5-€.] ronan
Ports
Cellular Profile REITIF din -ed o n |eduroam | P-dd|
IP
[# LDoP Server
Security

| Authentication |

Access Contral

[#  Irterral OB

2. Edit RADIUS Server profile

Configuration > Security > Authentication > Servers > RADIUS Server > eduroam

Monitoring Configuration Diagnostics Maintenance Save Configuration | 4 Logout -
Wizards Security > Authentication > Servers

AP Wizar

Switch wizard Servers Aa4 Profiles L2 suthentication L3 Authentication User Rules Advanced

WLAN wizard

Hieense Wizard H Server Group RADIUS Server > eduroam Show Reference | _Save As | Reset
Network

Switch = RADIUS Ser /

swic - - - u.a ) -.qi

Ports . fo 2ia 3] Y ype: -

Cellular Profile F L. Radius [eeveeset |

IF RM T “adius - e *aroca Auth Port 1812 Acct Port 1813
Securit:

Autherticstisn # L0aP Sarver Retransmits Timeout sec
Wireless [#  Internal DB

v
AP Configuration s BB Mode

Tacacs Accounting Server
&P Installation

&

Apply
3. Create Server Group profile
Configuration > Security > Authentication > Servers > Server Group
Maonitoring | Configuration | Diagnostics | Maintenance FEiEiEs | [ save configuration |
St Security > Authentication > Servers
AP wizard
Switch Wizard ars Add Profiles L2 Authentication L3 authentication LUser Rules
WLAN Wizard
License Wizard =] Server Group e Server Group
Metwork Instance
Zwitch dafault
gl default
WLANS internal .
internal
PEE EML i5e ears RFITSE. N 5
Cellular Profile
P RE IT Ser rs-ear m RM 1w S FWE G - BT )
Security leduroam | -°-'2|d|
| futhentication | [l RADIUS Server
Access Control eduraam

4. Add RADIUS to Server Group profile
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Configuration > Security > Authentication > Servers > Server Group > eduroam

Monitoring Diagnostics Maintenance Ewents Logout ad
Wizards i i i
b Wmm’ Sﬁ.lrlty > Authentication > Servers
Switch wizard VErs Adk Profiles L2 authentication L3 Authentication User Rules Advanced
WLAN wizard
Lieznse Wizard =] server Group Server Group > eduroam Show Reference Save As | Reset
Network
Switch default
YLANS sdursam Fail Through
Forts internal Servers
Cellular Profils N Name Server-Type trim-FQDN Match-Rule Actions
P R New
Securit: EMITizen s - du Server Rules
nnnnnnn T e T =y R,
Access Contral [# RADILS Server
Wireless Servers
AP Configuration [#  LDAP Server Name, Server-Type trim-FODN Match-Rule Actions
AF Installation erver Name Trim FQDN Match Rules
[# Internd OB d (Radius) & r Match Type Operator Match String
Menagement R ez N e R —
. [#  Tacacs Accoun ting Serwer add Ruls ‘ Delate Ruls |
Certificates [#  TACACS Server Add Server Cancel
SNMP
gt [#] XML APT Server Servers
Elaralt [ Name Server-Type trim-FQDN Match-Rule Actions
. edurcam Radius o Ledit | Delete | & ¥ ]
Captive Partal New
SMTP N
Bandwidth Calculator Capely |
5. Create L2 Authentication profile
Configuration > Security > Authentication > L2 Authentication > 802.1X Authenticaion
Profiles
Monitoring Diagnostics Maintenance Plan Events Feports [ Save Configuration ]
Sl Security > Authentication > L2 Authentication
AP fizard
Switch Wizar Servers Adss Profiles L2 authentication L3 Authentication User Rules
WLAN Wizard
License Wizard #  MAC Authentication Profle 802.1X Authentication Profile
Metwork K Instance
Switch [=] 802.1¥ Authentication Prahile default
WLANS
default default-psk
Ports

: dotix_Authentication
Cellular Profile default-psk -

dot1x_eduroam

IP ‘ dot 1x_Authentication
Securit
! dotlx_edurcam Ahdumam | Add |

| Authentication |

Acocess Control
[ Stateful 202.1% Authentication Profile

6. Edit L2 Authentication profile

Configuration > Security > Authentication > L2 Authentication > 802.1X Authenticaion

Profiles > eduroam
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Configuration Vaints =] Logout
Security > Authenticatio
AP Wizard
Switch Wizard Servers ans Profiles L2 authentication L3 Authentication User Rules Advanced
WLAN Wizard
Licsnse Wizard [#  MAC Authentication Profil 802.1% Authenticatiangfrofile > sduroam Show Reference Save As | Reset
Network
Switch [=] 602,13 Authenticstion Profile — advanced
Yhls defauit
Ports Machine Authentication:
g Enforce Machine Authentication || guest -
Cellular Profile default-psk Default Machine Role
" Machine Authentication Cache a | Blacklist on Machine
w g dotte_futhentication Timeout 24 hr(s) Authentication Failurs
AL dottx_ed Machine Authentication: Interval between Identity
Authentication othx_ecuroan Default User Rols : guest =1 Requests sec
Access Control edurcam ; ;
i el iy otz sec Reauthentication Interval 56400 sec
Wireless Authentication
AF Canfiguration [§  Stateful 8021 Authentication Profle Use Server provided Multicast Key Rotation Time 800 et
Reauthentication Interval Interval
AP Installation
Unicast Key Rotation Time Authentication Server Retry |
Management I ol sec Tertorual 30 sec
Bandwidth Calculat . .
andwt Aleulatan Termination Termination EAP-Type [ eaptls [~ eap-peap
Advanced Services
Redundanc: .
» g Termination Inner EAP-Type [~ eap-mschapvz [T eap-gtc | Token Caching
™ Winkili ¢
WPA-Fast-Handaver ‘ . ‘

N

Apply

7. Create AAA Authentication profile

Configuration > Security > Authentication > AAA Authentication

Configuration Diagnosti

[ Save Cnnﬁguration]

Ml Security > Authentication > Profiles
AP Wizard
Switch Wizard Servers ass Profiles L2 Authentication L3 Authentication User Rules
WLAM Wizard
License Wizard = AAA Profie AAL Profiles Summary
Nztb:,":fn;k Bl captp_AAA_Profie - _Nainem |n:.,urle MALC Auth
IF Bl default-dot bx-psk default-dotlx-psk logan
Security ‘ B default-mac-auth default-mac-auth lagon default
Authentication
Acoess Control [ default-open default-open logon
Wireless # defaultxrrl-api default-xml-api logon
Certificates Bl F1 T Y te Prof. FodTied o %0 P15 !:ig':'”'
SHMP
leduroam Add | Cancel

Save Configuration | 4 Logout adr

Security > Authentication > Profiles

ServersAﬁAA Profiles L2 suthentication L3 suthentication User Rules Advanced

wLAN Wizard

L‘“E"Si gz El aanprofia 802.1% Authentication Server GHUP > [edursam - Show Refersnce Save s | Reset
Networ

[# captp_Aaa_Profile

Switch

LA B defauslt Fail Through

Forts [# default-dotix Servers

Cellular Profile AT T ServsrTine TN — —

= eduroam

;] eduroam Radius Mo Edit Delete i | T
Securit; MAC Authentication Profile New
Authentication HAC
uthentication Serv Server Rules
Access Control Group default
) Priority Attribute Operation Operand Type Action value validated Actions
Wireless 202,13 Authenticatigigofle  eduroam Hew

AP Configuration
AP Installation 802,1% Authentication Server
Graup eduroam

RADIUS Accounting Server Apply

Management

UsenIe 1498 (prakai@rmuti.ac.th) 10 TTUADUNUNOT UK INEIaeNAlUIaTTI1YAATA



pilanI159AARAI RADIUS Server §1915UU3N13 eduroam - Main realm - 2023-12 - 70/80

Configuration Maintenal E

Securi > Authentication > Pro

files

Save Configuration | &

Servers A4 Profiles L2 Authentication L3 Authentication User Rules Adhvanced
WLAM Wizard
Li Wizard
eense fizar FI ana profle 802.1% Authentication Profile > [eduroam -
Network
St [ captp_aan_Profile .
Basic Advanced
YLANS & default
Ports

Cellular Profile

» = eduraam Machine Authentication: Default Machine Raole Iguest =l
o MAC Authentication Profile Machine Authsntication: Default User Role [guest =l
Authentication MAC Authentication Server Reauthentication
Aceess Contral aroup defauit "
. Termination r
wireless 02110 Authenticstion Frofle  edurasm
AP Configuration .
prdy-eo 3602‘1x uthertication Server Termination EAP-Type [T eaptls [T eap-peap
roup
Management RADIUS Accounting Server Termination Inner EAP-Type [T eap-mschapva [T eap-otc
General roun
Adrministration

Certificates
SHMP

WlLAN Wizard

License Wizard
Network

Switch

WLANS
Ports

Cellular Profile

1P

Securit
Authentication

Access Control

Wireless

AP Configuration
AP Installation

Management
General

[#  default-dot1x

Logout

Show Referance

Save As | Reset

Enforce Machine Authentication

]

Security > Authenticat

SETVEWAA Profiles L2 Authentication

= ase Profle

[# captp_Asa_Profile

ion > Profiles

Save Configuration | ¥

L3 authentication User Rules

—— Fail Through
B defaclt-dotlx Servers
Name Server-Type

Bl edurcam eduroam Radius

MAC Authentication Profile New

MAC Authentication Serwer Server Rules

Group default

Priority Attribute | Operation

80213 Authentication Profile  eduroam New

802,15 Authenticatior rer

Group edurosm

RADIUS Accounting Servar
Group

8. Modify Advanced Authentication

Configuration ] 5

s | Maintenance

Advanced

RADIUS Accounting Server Erﬂi ! eduroam hd

Operand

oply

.

Lagout

Show Reference

Save As | Resst

trim-FQDN Match-Rule Actions
Ha Edit Delete | & | ¥
Type Action value validated Actions

Configuration > Security > Authentication > Advanced

Apply

Events R Save Configuration | Logout
Wizards Security > Authentication > Advanced
AP Wizard
Switch Wizard Servers Asn Profiles L2 Authentication L3 Authentication LIser Rules Advanced
WLAN Wizard
Licemas Wiz Authentication Timers
Network User Idle Timeout |180E| Isec ;I
Sl suthentication Server Dead Time (min) 10 |
WLANS — -
Logon User Lifetime {min) |2 |
Forts
Cellular Profile, .
- RADIUS Client
Ea— MAS IP Address I LIl |

Authentication

Source Interface

Access Control

Wireless

9. Modify AP Confisuration

Configuration > Wireless > AP Configuration > AP Group
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Configuration i Maintenance
Configuration > AP Group

Save Configuration | &

Wizards
AP Wizard

Switch Wizard

P Group AP Specific
WLAN Wizard

License Wizard Name

Network --Disabled-- Edit| Delets
Sl u:nos ooadroirn t sk Edit| Delete
WLANS
- default Edit| Delete

orts
cellular Profile > pe  nento” Stuc :nt Do relopment Edit| Delete
P T itor Pers _nal Edit| Delete

Security | 1Qu.-gtiny & £ chi.ct - Edit| Delete
AErERdE TR Fir A & "dus.i ' Desion Edit| Delete
fccess Contral

t PO Edit| Delete

Wireless z JQ
AP Configuration | OaF ™ Edit| Delete
AP Installation TaRT -0 Edit| Delete

Configuration Diagnostics Maintenance Plan Reports Save Configuration | ¥

w;zpacv‘?:ard Configuration > AP Group > Edit "default"
Switch Wizard
WLAN Wizard !I Profiles Profile Details
License Wizard Wireless LAN Yirtual APs
Network Virtual AP Name AAA Profile SSID Profile YLAN Forward mode
Switch ® DISaBLED |DISBBLED  |default |DISABLED 1111 [tunnel
WLANS # RF Management add a profile Iﬁ-NEW—- - M
Forts [# ap
Cellular Profile # qos
P # 1Ds
Security B mesh ¥irtual APs
Authentication Name AAA Profile SSID Profile ¥LAN | Forward r
Access Control DISAELED |default DISAELED 1111 |tunnel
w;rpe:;osnsﬁguration | eduroams || eduroam = ;dfuroam = |an A
AP Installation Add a profile Im D?Sa:g:LED
Management dgtlx
Bzl ;MUJ'I??—FRnegister
Adrninistration RMUTI-WiFi
Certificates RMUTI- i iF-Misc

UsenIe 1498 (prakai@rmuti.ac.th) 10 TTUADUNUNOT UK INEIaeNAlUIaTTI1YAATA



pilan75AARAI RADIUS Server §1915UU3N13 eduroam - Main realm - 2023-12 - 72/80

.

SSID Profile >
|-—NEW—- ;l eduroam

Basic dvanced :

SEID enable ESSID |
I opensystem
I~ wpa-tkip
I wpa-aes
Encryption T wpa-psk-tkip
T wpa-psk-aes
W wpa2-aes
I wpaz-psk-aes
T wpaz-psk-tkip
¥ wpaz-tkip
DTIM Interval beacon Station Ageout sec
periods Time
Staet
ggfcc:r;r!loqzl;col
(SVP)
-
Il »

Monitoring Configuration Diagnos Maintenance y Reports Save Configuration | &

Wizards = = =
Configuration > AP Group > Edit "default"
AP Wizard
Switch Wiz
WLAN Wizard Profiles Profile Details
License wizard =l vireless Lan Yirtual APs
Network ’E| Wirtual &P Name KB4 Profile S5ID Profi ¥YLAN Forward mode
Switch [ DISABLED DISABLED |default u DISEBLED 1111 |tunnel
YLRE ¥ eduroam eduroan Iedumam =1 Iedumam -] |3022 tunnel
Ports
[=] RF Management
5 Add a profile Idefault 'I Add
Elllllr Firafilo 802.11a radio profile default
IP
) 802.11g radio profile default
Security
Authentication RF Optirnization profile default
Access Contral RF Ewant Threshalds profile default

Wireless E ap \
AP Confi ti
| ap configuration | e 56 profe deba Apply

AP Installation
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N15M533ATILHLALATIVEBUNISNI9IUVAY RADIUS Server

159119748 RADIUS Server 1 9¢iin155udayan1539990n1510184 (Access-Request) 3nnanguen

(%
[ o

wardwiadudautunisinumudauiivsenmal ulndnoeuds

[ 1

Tnganuduafnazaglulndlasnusenialy Ussnaumelua sites-enabled/eduroam waglwd sites-

v Y

enabled/eduroam-inner-tunnel

1ila RADIUS Server l9sunisieave agthveyansiosvaiinluussinanamutunaululig sites-
enabled/eduroam Wuldusn wazenvdwialudinisuszanananieglululig sites-enabled/eduroam-

inner-tunnel viSadsraluss RADIUS Server wa3asdnly

1. Ms@gun1® unlang 141y RADIUS Server

Aldanunsadisuniw unlang WieUssinanatayaazdndulanisvitauld wu

Feuiiensasiadeuguuuuiaddldlimnzay wialulununguesnislduinis eduroam Wudu

sULUUYRIN1 unlang aglnalAssiun1w) C anunsadeuliinisnsvaaurvsefwys
AMPUALEUNINTIUAHTULUUYIN$IUTUNTH WagmMYUANANTTYINaIU @1u13afigun1w unlang

Ieludunisuszaateya 1w authrize {}, authenticate {} {usiu

MuUsvesn1w unlang aztdumulsnielu llaunsaussmatuweslsd fuwdsiindu azduiu 3

dufie drwveanisinauveduga annisinuadu Attribute Tulvd dictionary

WAL EINANUYAWINUNVUL TBIVBUSNNS

Y

nsivuaaliRanys Tlu section ¥ update Tu 3 filuils control, request kag response §ae14

bYU

update request {
User-Name := "login name"
}
update control {
Proxy-To-Realm := "LOCAL"
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update response {
Operator-Name := "labc.ac.th"

nsonediaauys T5UwuU %{Variable-Name} wiu laisimasniiiunistu section a9 wu
if( "${Realm}" =~ /rmuti.ac.ths$$/ ) {
reject

fnseilunw unlang wiedfulusunsuniw C wilimugangunit 1w

Regular expression (match)

NS EUTBY

!foo) Negation

foo || bar) Or

foo && bar) And

foo == bar) Equal
) Not equal
)
)

Negate regular expression (not match)
foo < bar) Less than
foo > bar) More than

N13AINUARN
foo = “value” Add the attribute to the list, if and only if an attribute of
the same name is not already present in that list.
foo := “value” Add the attribute to the list. If any attribute of the same
name is already present in that list, its value is replaced with the value of
the current attribute.
foo += “value” Add the attribute to the tail of the list, even if attributes
of the same name are already present in the list. When the right hand
side of the expression resolves to multiple values, it means add all values

to the tail of the list.

MegreimUsndninisensta amnsaglaannnsfulusunsuuuy Debug 1

N1350378 (Request)
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Received Access-Request Id 0 from 127.0.0.1:59868 to

User—-Name = 'user@rmuti.ac.th'
NAS-IP-Address = 127.0.0.1
Calling-Station-Id = '70-6F-6C-69-73-68"

Framed-MTU = 1400
NAS-Port-Type = Wireless-802.11
N13598UNaY (Response)

Sending Access-Challenge Id 0 from 127.0.0.1:1812 to
EAP-Message = 0x010100061920
Message-Authenticator = 0x000000000000000000...

Sending Access-Accept Id 9 from 127.0.0.1:1812 to
User-Name := 'user@rmuti.ac.th'
EAP-Message = 0x03090004
Message-Authenticator = 0x000000000000000000...

nstvuaEunIINsraveslusungy aansaldnisnsgyhiuudenaiiugiu fe if else elseif 19 1w

if( "${Realm}!" =~ /rmuti.ac.ths$$/ ) {
update control {
Proxy-To-Realm := LOCAL
}
}
else {

update request {
Realm := "eduroam"

2. mMsfansasUy T lEnlaianzay

A o v ada a o & ¥ IS a ¥ & o 1 d' o aav 1 A
WaAnnTeslgdiaUnd Snduisudsuntw unlange s lululed Megradiotadnluvuizan Ao

Unytinlaidl realm visolaill @oox MsaUndninanmsyhaulaesnludfvesuisssuuu)ianis wu

3gppnetwork.org tumu
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Tumshnasil ladinsi@eun1w unlang eAnnsosUydnlivungaununlasausiulina Tilulud
eduroam-realm-checks.conf uaglathlnadluusenauludrunilsvoslnglad sites-

enabled/eduroam

sites-enabled/eduroam

authorize {
SINCLUDE ${confdir}/eduroam-realm-checks.conf

3. mMsnmuaaade limvansauiudldnsneiu

yndiosnsglimsmsgnyilidensodiriuieednefisneiu annsailalnenisdsteyavaneiay VLAN
971 RADIUS Server JUgls Wireless Controller (WLC) %158 Access Point (AP) gt '1713@5‘171' WLC %38 AP
JufosUsznA VLAN ssmneaviinseiuiinoundulae RADIUS Server fognaty
FRINITUWENTENINB1158 (User-Name: txxooxx) AUNAn®I (User-Name: sxxxxxx)

¥ ' a v v o = '
Tl a8 NmN9 URELATDYY

+-- Teacher
Fomm - + Fomm - + VID:100 for Teachers .++.
| RADIUS Server |----| L2 device |======================|AP|
Fomm - + Fomm - + VID:200 for Students +--+

+-—- Student

post-auth {

update reply {
Tunnel-Type := "VLAN"
Tunnel-Medium-Type := "IEEE-802"

}

if( "%{User-Name}" =~ /"t*/ ) {
update reply {

Tunnel-Private-Group-Id := 100

}

elseif( "%${User-Name}" =~ /"s*/ ) {
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update reply {
Tunnel-Private-Group-Id := 200

else {

4. nMsgnanssun1sinuvadlusunsulagaden (Full debuging)

N19TI9EOUNTNUVILUSUATH RADIUS Server dwﬁwmasmgﬂﬁam%alajﬁ?u
3%ﬁﬁﬁqmﬁaﬂﬁ§a%’uiﬂil,t,ﬂimLLUU full debuging TUsUATNATANWKANITYINY
viseRanssuiAntulnsazSuoanmesen lursemiuaiesavanunsasulusunsa RADIUS Server
e miladusunsy fadu mnazdulusunsuuuy full debuging sxdesdalusunsuiiunou

[

wazAugnaiensiud CTRL+C nsadiunisidudsil

systemctl stop freeradius.service
freeradius -X

psamsUuiinuani1svinaulAlulua

freeradius -X > text.txt

5. MsUUnnanssulu Log

wva ‘NI U U = a o ‘NI o 14 a gj ‘;’ a
ﬂqmﬁll‘UGlLﬂEJ'Jﬂ‘Uﬂ’]i‘U‘LW]ﬂﬂﬁ]ﬂiillﬂ?iﬂ/l'?ﬂ']ﬂ‘l/lﬂ']‘lﬁﬂﬂl’)ﬂ']iﬁl@ﬁl\‘lu I%IWaquaL@u

WaLIALUUINSTUNNANUAIRLANYDY RADIUS Server Usenausie

sites—-enabled/eduroam
authorize {
# get request from local user and NRO (as IdP and SP)
# config: ${configdir}/ (modules or mods-
enabled) /detail.log
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# log: ${logdir}/radacct/<client ip>/auth-detail-
<date>
auth log
}
accounting {
# accounting request from local user and NRO (as IdP
# and SP)
# config: ${configdir}/ (modules or mods-
enabled) /detail
# log: ${logdir}/radacct/<client ip>/detail-<date>
detail
}
post-auth {
# get result after authentication process (as IdP)
# config: ${configdir}/ (modules or mods-
enabled) /detail.log
# log: ${logdir}/radacct/<client ip>/reply-detail-
<date>
reply log
}
pre-proxy {
# process and forward request to NRO (as SP)
# config: ${configdir}/ (modules or mods-
enabled) /detail.log
# log: ${logdir}/radacct/<client ip>/pre-proxy-detail-
<date>
pre proxy log
}
post-proxy {
# get response from NRO (as SP)
# config: ${configdir}/ (modules or mods-
enabled) /detail.log
# log: ${logdir}/radacct/<client ip>/post-proxy-
detail-<date>
post proxy log

fogrlavlulng auth-detail

Fri Oct 23 22:39:14 2015
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Packet-Type = Access-Request

User-Name = "eduroam@rmuti.ac.th"
NAS-IP-Address = 127.0.0.1
Calling-Station-Id "70-6F-6C-69-73-68"

Stripped-User-Name = "eduroam"
NAS-Port-Type = Wireless-802.11
Realm = "rmuti.ac.th"

fhograonlulig reply-detail

Sat Oct 24 02:01:00 2015
Packet-Type = Access-Accept
Session-Timeout = 600
User-Name = "eduroam@rmuti.ac.th"

fograilomlulng pre-proxy-detail

Sat Oct 24 00:05:49 2015
Packet-Type = Access-Request

User-Name = "eduroam@rmuti.ac.th"
NAS-IP-Address = 127.0.0.1
Calling-Station-Id = "70-6F-6C-69-73-68"
Realm = "eduroam"

Proxy-State = 0x30

frograiiomlulwg post-proxy-detail

Mon Oct 26 15:33:43 2015
Packet-Type = Access-Accept
Session-Timeout = 600
User-Name = "eduroam@rmuti.ac.th"
Proxy-State = 0x39
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https://www.eduroam.us/node/89

http://confluence.diamond.ac.uk/display/PAAUTH/Using+Active+Directory+as+authentica
tion+source
https://wiki.samba.org/index.php/Setup a Samba AD Member Server
http://freeradius.org/radiusd/man/unlang.html
https://www.tobtu.com/lmntlm.php
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