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ėŜŅĽńŗĚŐĸŃœĲĸƢěŃŀƟŅĚŀŇĚĨŅĴĶŃĭĭĮĢŇĭńĨŇĔŅĶŐĸŃőĮĶŐĔĶĴȮdpccp_bgsqȮěŉĚėĺĶŏĸŊŀĔŒĝƟėŜŅĽńŗĚŀĵƞŅĚĩŌĔĨƟŀĚȮħńĚĬňŘ 

-  Ubuntu 23.04 (lunar)  

cat /etc/os - release  

-  Freeradius 3.0  

freeradius - v 

 
őėĶĚĽĶƟŅĚŏėĶŊŀĕƞŅĵĮĶŃĔŀĭĔŅĶĨŇħĨńŘĚ 

 

ėŋĦĽĴĭńĨŇľĶŊŀĔŅĶĨńŘĚėƞŅĔŅĶĪŜŅĚŅĬĕŀĚőĮĶŐĔĶĴȮdpccp_bgsqȮŐĸŃĭĶŇĔŅĶĮĶŃĔŀĭȮ
ěŃŏĮƦĬœĮĨŅĴőėĶĚĽĶƟŅĚĔŅĶŏĝŊŗŀĴĨƞŀŏėĶŊŀĕƞŅĵħńĚĳŅıĨƞŀœĮĬňŘ 
 

|  +------------------ + 

+--- | eduroam - TH       |  

|  +------------------ + 

|    202.28.112.6  

|  

|  +------------------ + 

+--- | RADIUS server    |   Main Realm  

|  +------------------ +  eduroam@uxx.ac.th  

|    radius.uxx.ac.th (192.168.1.1)  

|  

|  +------------------ + 

+--- | RADIUS server    |  Sub - Realm 

|  +------------------ +  eduroam@abc.uxx.ac.th  

|    radius.abc.uxx.ac.th (192.168.1.111)  

|  

|  

|  
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|  +------------------- + 

+--- | LDAP/MySQL server |  ldap.uxx.ac.th  

|  +------------------- +  user@uxx.ac.th  

|    ldap.uxx.ac.th (192.168.1.2)  

|    mysql.uxx.ac.th (192.168.1.2)  

|     (radius:radpass@mysql.uxx.ac.th/radius)  

|          or  

|  +------------------ + 

+--- | Microsoft NPS    |  ad.uxx.local/UXX.LOCAL  

|  +------------------ +  user@uxx.ac.th  

|    ad.uxx.ac.th (192.168.1.3)  

|    ipaddr = xxx.xxx.xxx.xxx  

|    port = 1812  

|    secret = XXXXXXXXXXXXXXXX  

|  

+--- [ WLC or AP ]  

 

 

== Hosts Account/Password ==  

Linux: root/asdf  

Windows: Administrator/Asdf1234  
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ĮĶŃĔŅĵȮĬŅħňȮ&np_i_g>pksrg,_a,rf'ȮĺŇĻĺĔĶĶĴėŀĴıŇĺŏĨŀĶƢȮĴľŅĺŇĪĵŅĸńĵŏĪėőĬőĸĵňĶŅĝĴĚėĸŀňĽŅĬ 

1) ĔŅĶĨŇħĨńŘĚŐĸŃĪħĽŀĭĕńŘĬıŊŘĬģŅĬ 

  
ŏĮƦĬĔŅĶĨŇħĨńŘĚŐĸŃĔŜŅľĬħėŋĦĽĴĭńĨŇıŊŘĬģŅĬŒľƟȮP?BGSQȮqcptcpȮĽŅĴŅĶĩĪŜŅĚŅĬœħƟħƟĺĵĨńĺŏŀĚȮ
ĮĶŃĔŀĭħƟĺĵĔŅĶĨŇħĨńŘĚőĮĶŐĔĶĴȮĨŇħĨńŘĚŐıėŏĔěıŊŘĬģŅĬȮĨŇħĨńŘĚŐıėŏĔěĽĬńĭĽĬŋĬȮĨŇħĨńŘĚőĮĶŐĔĶĴĽŜŅľĶńĭĪħĽŀĭȮ
ŐĔƟœĕėŋĦĽĴĭńĨŇıŊŘĬģŅĬȮŐĸŃĪħĽŀĭĔŅĶĪŜŅĚŅĬȮőħĵĔŅĶĪħĽŀĭěŃĬŜŅĕƟŀĴŌĸįŌƟŒĝƟŐĭĭœĲĸƢĕƟŀėĺŅĴĪňŗĴňŀĵŌƞœĲĸƢȮsqcp+
cbspm_k,amldȮĴŅŒĝƟĚŅĬ 
  

1.1 ŀńıŏĔĶħŐıėŏĔěĸƞŅĽŋħŐĸŃŐıėŏĔěıŊŘĬģŅĬ 

 
apt update  

apt upgrade - y 

ŀŅěĨƟŀĚĶňĽĨŅĶƢĪŏėĶŊŗŀĚ 
apt install ntp - y 

  

1.2 ĨŇħĨńŘĚŐıėŏĔěȮdpccp_bgsqȮŐĸŃŐıėŏĔěĽĬńĭĽĬŋĬ 

 
apt install freeradius - y 

apt install easy - rsa - y 

apt install wget - y 

  

1.3 ħŅĺĬƢőľĸħŐĸŃėŀĴœıĸƢŏėĶŊŗŀĚĴŊŀĽŜŅľĶńĭĪħĽŀĭ 

 
ŏĮƦĬŏėĶŊŗŀĚĴŊŀľĶŊŀőĮĶŐĔĶĴĽŜŅľĶńĭŒĝƟĪħĽŀĭĔŅĶĪŜŅĚŅĬœĮĵńĚȮP?BGSQȮQcptcpȮőħĵĽŅĴŅĶĩĪħĽŀĭĔńĭȮP?BGSQȮ
QcptcpȮŏĔňŗĵĺĔńĭȮUN?+ClrcpnpgqcȮĩŉĚĕńŘĬȮnf_qc+0ȮœħƟ 
 

apt install eapoltest - y 

  

cd /etc/freeradius/ 3.0  

wget \  

https://www.rmuti.ac.th/user/prakai/p/2023 - 12- freeradius - test -

tool.tar.gz  

  

tar vxfz 2023 - 12- freeradius - test - tool.tar.gz  
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1.4 ħŅĺĬƢőľĸħĝŋħœĲĸƢėŋĦĽĴĭńĨŇĽŜŅŏĶŖěĶŌĮ 

 
ŏĮƦĬœĲĸƢėŋĦĽĴĭńĨŇĽŜŅŏĶŖěĶŌĮěŃœħƟĶńĭĔŅĶĮĶńĭŐĨƞĚėƞŅĨńĺŐĮĶĭŅĚĽƞĺĬœĺƟŐĸƟĺ 
 

cd /etc/freeradius/3.0  

wget \  https://www.rmuti.ac.th/user/prakai/p/2023 - 12-

freeradius - 3- ubuntu - eduroam.tar.gz  

 

1.5 ŐĨĔœĲĸƢėŋĦĽĴĭńĨŇĽŜŅŏĶŖěĶŌĮ 

 
ŐĨĔœĲĸƢėŋĦĽĴĭńĨŇĽŜŅŏĶŖěĶŌĮȮőħĵœĲĸƢėŋĦĽĴĭńĨŇĽŜŅŏĶŖěĶŌĮĴňľĸŅĵœĲĸƢȮœħƟĶńĭĔŅĶĮĶńĭŐĨƞĚėƞŅĨńĺŐĮĶĭŅĚĽƞĺĬœĺƟŐĸƟĺȮ
ĶĺĴĩŉĚœħƟĨńħėŜŅŀīŇĭŅĵȮ&amkkclr'ȮŀŀĔœĮȮŏıŊŗŀŒľƟŏĬŊŘŀľŅŒĬœĲĸƢĴňėĺŅĴĔĶŃĝńĭĕŉŘĬ 
  

tar vxfz 2023 - 12- freeradius - 3- ubuntu - eduroam.tar.gz  

 
ĶŅĵĔŅĶœĲĸƢėŋĦĽĴĭńĨŇĽŜŅŏĶŖěĶŌĮĴňħńĚĬňŘ 
ǒ ėŋĦĽĴĭńĨŇľĸńĔĕŀĚȮdpccp_bgsqȮ1,.ȮŒĝƟħŌŏıŊŗŀŏĪňĵĭĽŜŅľĶńĭŐĔƟœĕœĲĸƢĮƤěěŋĭńĬ 

radiusd - eduroam.conf  
ǒ ĔŅĶėńħĔĶŀĚĭńĠĝňįŌƟŒĝƟľĶŊŀȮpc_jkȮĪňŗœĴƞĩŌĔĨƟŀĚ 

eduroam - realm - checks.conf  

eduroam - mon- checks.conf  
ǒ ĮĶŃĔŅĻœĞĨƢľĶŊŀĔŅĶĭĶŇĔŅĶĕŀĚȮdpccp_bgsqȮĽŜŅľĶńĭȮcbspm_kȮŐĭĭȮK_glȮpc_jkȮľĶŊŀȮQs`+pc_jkȮ

sites - available/eduroam - main  

sites - available/eduroam - sub  

sites - available/edur oam- inner - tunnel  

sites - available/eduroam - status  
ǒ ĔŅĶŏĝŊŗŀĴĨƞŀĔńĭȮp_bgsqȮŏėĶŊŗŀĚŀŊŗĬȮŏĝƞĬȮLPM*ȮK_glȮpc_jkȮľĶŊŀȮQs`+pc_jk 

proxy - eduroam - main.conf  

proxy - eduroam - sub.conf  

clients - eduroam - main.conf  

clients - eduroam - sub.conf  
ǒ ėŋĦĽĴĭńĨŇőĴħŌĸȮC?NȮŐĸŃȮ_rrp]Ʊjrcp 

mods- available/eap - eduroam  

mods- config/attr_filter/pre - proxy  
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ǒ ĭńĠĝňįŌƟŒĝƟŐĭĭœĲĸƢ 
mods- available/files - eduroam  

mods- config/files - eduroam/accounting  

mods- config/files - eduroam/pre - proxy  

mods- config/files - eduroam/authorize  
ǒ ĭńĠĝňįŌƟŒĝƟěŅĔȮJB?NȮqcptcp 

mods- available/ ldap - eduroam  
ǒ ĭńĠĝňįŌƟŒĝƟěŅĔȮKgapmqmdrȮ?argtcȮBgpcarmpw 

mods- available/mschap - eduroam  
ǒ ĭńĠĝňįŌƟŒĝƟěŅĔȮKwQOJȮqcptcp 

mods- available/sql - eduroam  

mods- config/sql/main/mysql/queries - eduroam.conf  
 

1.6 ŐĔƟœĕœĲĸƢȮp_bgsqb,amld 

 
őħĵĮĶńĭŐĔƟŏĜıŅŃěŋħőħĵŏĪňĵĭěŅĔœĲĸƢȮp_bgsqb+cbspm_k,amld 
 

cd /etc/freeradius/3.0  

 

nano radiusd.conf  

--------  

# Change some configurations in radiusd.conf as show below  

  

# PROXY CONFIGURATION 

# 

proxy_requests  = yes  

$INCLUDE proxy.conf  

#  eduroam  

$INCLUDE proxy - eduroam.conf  

  

...  

  

# CLIENTS CONFIGURATION 

# 

$INCLUDE clients.conf  

#  eduroam  

$INCLUDE clients - eduroam.conf  
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1.7 ĽŜŅŏĬŅœĲĸƢĽŜŅľĶńĭĔŅĶŏĮƦĬįŌƟŒľƟĭĶŇĔŅĶľĸńĔȮ&K_glȮPc_jk'ȮĕŀĚĽĩŅĭńĬ 

 
ŏĸŊŀĔŒĝƟœĲĸƢĽŜŅľĶńĭȮK_glȮPc_jk 
 

cd /etc/freeradius/3.0  

 

cp proxy - eduroam - main.conf  proxy - eduroam.conf  

cp clients - eduroam - main.conf  clients - eduroam.conf  

cp sites - available/eduroam - main  sites - available/eduroam  

 
1.8 ŐĔƟœĕœĲĸƢȮnpmvw+cbspm_k,amld 

 
ĮĶńĭŐĔƟŒĬœĲĸƢŏĜıŅŃěŋħĪňŗĨƟŀĚŐĔƟœĕ 
 

cd /etc/freeradius/3.0  

 

nano proxy - eduroam.conf  

--------  

# 

#  Realm of UXX.AC.TH at local service  

# 

realm uxx.ac.th  {  

        auth_pool = localhost  

        nostrip  

}  

 

# 

#  All sub - realm of UXX.AC.TH  

# 

realm ~. uxx.ac.th  {  

        virtual_server = auth - reject  

        nostrip  

}  

 

 
1.9 ŐĔƟœĕœĲĸƢȮqgrcq+Ȯ_t_gj_`jc-cbspm_k 
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ĮĶŃĔŅĵȮĬŅħňȮ&np_i_g>pksrg,_a,rf'ȮĺŇĻĺĔĶĶĴėŀĴıŇĺŏĨŀĶƢȮĴľŅĺŇĪĵŅĸńĵŏĪėőĬőĸĵňĶŅĝĴĚėĸŀňĽŅĬ 

ĮĶńĭŐĔƟŒĬœĲĸƢŏĜıŅŃěŋħĪňŗĨƟŀĚŐĔƟœĕ 
 

cd /etc/freeradius/3.0  

 

nano sites - available/eduroam  

--------  

authorize {  

  

# Change realm to be LOCAL for local user  

if( ("%{Realm}" =~ / uxx.ac.th $$/) ) {  

  if( ("%{Realm}" =~ /^ uxx.ac.th $$/) ) {  

# 

# If user database is on local (file, LDAP,...),  

# uncomment this block  

# 

update control {  

Proxy - To- Realm := LOCAL  

}  

# 

# -  OR -  

# If user database is on NPS, uncomment ...  

# 

#update control {  

# Proxy - To- Realm := "nps. uxx.ac.th "  

#}  

 

}  

  ...  

}  

 

...  

  

pre - proxy {  

  

  # Update Operator - Name to IdP  

    if (!Operator - Name) {  

      update proxy - request {  

             Operator - Name := "1 uxx.ac.th "  

        }  

    }  
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  ...  

}  

 
1.10 ĵĔŏĸŇĔœĞĨƢŏħŇĴȮŐĸŃŏĮƕħŒĝƟœĞĨƢŒľĴƞ 

 
 

cd /etc/freeradius/3.0/sites - enabled  

 

rm - f default  

rm - f inner - tunnel  

ln - s ../sites - available/eduroam  

ln - s ../sites - available/eduroam - inner - tunnel  

ln - s ../sites - available/eduroam - status  

cd ..  

 
1.11 ŏĮƕħŒĝƟőĴħŌĸȮc_n+cbspm_kȮŐĸŃȮƱjcq+cbspm_k 

 
 

cd /etc/freeradius/3.0/mods - enabled  

 

ln - s ../mods - available/eap - eduroam  

ln - s ../mods - available/files - eduroam  

cd ..  

 
1.12 ĽĶƟŅĚœĲĸƢȮAcprgƱa_rc 

 
ĮĶńĭŐĔƟŒĬœĲĸƢŏĜıŅŃěŋħĪňŗĨƟŀĚŐĔƟœĕ 
 

cd /etc/freeradius/3.0/certs  

 

rm *  

cp /usr/share/doc/freeradius/examples/certs/* .  

  

nano ca.cnf  

--------  

[ CA_default ]  

...  
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default_days        = 3650  

...  

  

[certificate_authority]  

countryName         = TH 

stateOrProvinceName = Bangkok  

localityName        = -  

organizationName    = XX University  

emailAddress        = eduroam@uxx.ac.th  

commonName          = "UXX Wi - Fi Certificate Authority"  

 

 

nano server.cnf  

--------  

[ CA_default ]  

...  

default_days        = 3650  

...  

  

[server]  

countryName         = TH 

stateOrProvinceName = Bangkok  

localityName        = -  

organizationName    = XX University  

emailAddress        = eduroam@uxx.ac.th  

commonName          = "UXX Wi - Fi Certificate"  

 

 

nano client.cnf  

--------  

[ CA_default ]  

...  

default_days        = 3650  

...  

  

[client]  

countryName         = TH 

stateOrProvinceName = Bangkok  

localityName        = -  

organizationName    = XX University  

emailAddress        = eduroam@uxx.ac.th  
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commonName          = eduroam@uxx.ac.th  

 

nano Makefile  

--------  

...  

dh:  

$(OPENSSL) dhparam - dsaparam - out dh $(DH_KEY_SIZE)  

 

./bootstrap  

 

cd ..  

 
1.13 ŏĮĸňŗĵĬĽŇĪīŇśľĶŊŀŏěƟŅĕŀĚĕŀĚœĲĸƢ 

 
 

chown - R freerad:freerad /etc/freeradius/3.0  

 
1.14 ĪħĽŀĭĔŅĶĪŜŅĚŅĬŐĭĭıŊŘĬģŅĬ 

 
ĭńĠĝňįŌƟŒĝƟĽŜŅľĶńĭĔŅĶĪħĽŀĭŀĵŌƞŒĬœĲĸƢȮmods- config/files - eduroam/authorize  

 

nano mods - config/files - eduroam/authorize  

--------  

eduroam  Cleartext - Password := "TESTING - PASSWORD" 

 
ľĬƟŅěŀĪňŗȮ/ 
 

systemctl stop freeradius.service  

freeradius - X 

--------  

(stop debugging with CTRL+C)  

 
ľĬƟŅěŀĪňŗȮ0 
 

cd /etc/freeradius/3.0/tool  

 



ėŌƞĴŊŀĔŅĶĨŇħĨńŘĚȮP?BGSQȮQcptcpȮĽŜŅľĶńĭĭĶŇĔŅĶȮcbspm_kȮ+ȮK_glȮpc_jkȮ+Ȯ0.01+/0Ȯ+Ȯ14/80 

 

 
ĮĶŃĔŅĵȮĬŅħňȮ&np_i_g>pksrg,_a,rf'ȮĺŇĻĺĔĶĶĴėŀĴıŇĺŏĨŀĶƢȮĴľŅĺŇĪĵŅĸńĵŏĪėőĬőĸĵňĶŅĝĴĚėĸŀňĽŅĬ 

./rad_eap_test - H 127.0.0.1 - P 1812 - S testing123 \  

- u 'eduroam@ uxx.ac.th ' \  

- p ' TESTING- PASSWORD' \  

- v - m IEEE8021X \  

- s eduroam - e PEAP - 2 MSCHAPV2 

--------  

access - accept; 0  

RADIUS message: code=2 (Access - Accept) identifier=8 

length=187  

   Attribute 27 (Session - Timeout) length=6  

   Value: 600  

   Attribute 1 (User - Name) length=21  

   Value: 'eduroam@ uxx.ac.th '  

   Attribute  79 (EAP - Message) length=6  

   Value: 03080004  

   Attribute 80 (Message - Authenticator) length=18  

   Value: 6668fe5c30e59946dc91ad7200c0a810   



ėŌƞĴŊŀĔŅĶĨŇħĨńŘĚȮP?BGSQȮQcptcpȮĽŜŅľĶńĭĭĶŇĔŅĶȮcbspm_kȮ+ȮK_glȮpc_jkȮ+Ȯ0.01+/0Ȯ+Ȯ15/80 

 

 
ĮĶŃĔŅĵȮĬŅħňȮ&np_i_g>pksrg,_a,rf'ȮĺŇĻĺĔĶĶĴėŀĴıŇĺŏĨŀĶƢȮĴľŅĺŇĪĵŅĸńĵŏĪėőĬőĸĵňĶŅĝĴĚėĸŀňĽŅĬ 

2) ĔŅĶĨŇħĨńŘĚŒĝƟĚŅĬĶƞĺĴĔńĭȮcbspm_k+RF 

  
2.1 ŐĔƟœĕœĲĸƢȮp_bgsqb,amld 

 
őħĵĮĶńĭŐĔƟŏĜıŅŃěŋħőħĵŏĪňĵĭěŅĔœĲĸƢȮp_bgsqb+cbspm_k,amld 
 

cd /etc/freeradius/3.0  

 

nano radiusd.conf  

--------  

# Change some configurations in radiusd.conf as show below  

  

# PROXY CONFIGURATION 

# 

proxy_requests  = yes  

$INCLUDE proxy.conf  

#  eduroam  

$INCLUDE pr oxy - eduroam.conf  

  

# CLIENTS CONFIGURATION 

# 

$INCLUDE clients.conf  

#  eduroam  

$INCLUDE clients - eduroam.conf  
 
2.2 ŐĔƟœĕœĲĸƢȮnpmvw+cbspm_k,amld 

 
ĮĶńĭŐĔƟŒĬœĲĸƢŏĜıŅŃěŋħĪňŗĨƟŀĚŐĔƟœĕ 
 

cd /etc/freeradius/3.0  

 

nano proxy - eduroam.conf  

--------  

##########################################################  

# 

#  eduroam - TH NRO service configuration  

# 



ėŌƞĴŊŀĔŅĶĨŇħĨńŘĚȮP?BGSQȮQcptcpȮĽŜŅľĶńĭĭĶŇĔŅĶȮcbspm_kȮ+ȮK_glȮpc_jkȮ+Ȯ0.01+/0Ȯ+Ȯ16/80 

 

 
ĮĶŃĔŅĵȮĬŅħňȮ&np_i_g>pksrg,_a,rf'ȮĺŇĻĺĔĶĶĴėŀĴıŇĺŏĨŀĶƢȮĴľŅĺŇĪĵŅĸńĵŏĪėőĬőĸĵňĶŅĝĴĚėĸŀňĽŅĬ 

#  home server for eduroam - TH NRO 

# 

# -  Primary NRO home server  

home_server eduroam - NRO- 1 {  

  type = auth+acct  

  ipaddr = 202.28.112.6  

  port = 1812  

  secret = XXXXXXXXXXXXXXXX 

  #src_ipaddr = xxx.xxx.xxx.xxx  

  status_check = status - server  

  require_message_authenticator = yes  

  ...  

}  
 
2.3 ŐĔƟœĕœĲĸƢȮajgclrq+cbspm_k,amld 

 
ĮĶńĭŐĔƟŒĬœĲĸƢŏĜıŅŃěŋħĪňŗĨƟŀĚŐĔƟœĕ 
 

cd /etc/freeradius/3.0  

 

nano clients - eduroam.conf  

--------  

# 

#  eduroam - TH server (NRO)  

# 

  

client eduroam - NRO- 1 {  

     ipaddr = 202.28.112.6  #UniNet  

     secret = XXXXXXXXXXXXXXXX 

     require_message_authenticator = no  

     shortname = eduroam - NRO 

     #virtual_server = eduroam  

}  
 
2.4 ĪħĽŀĭĔŅĶĪŜŅĚŅĬħƟĺĵįŌƟŒĝƟȮcbspm_kȮěŅĔȮGbNȮŀŊŗĬ 

 
ľĬƟŅěŀĪňŗȮ/ 
 



ėŌƞĴŊŀĔŅĶĨŇħĨńŘĚȮP?BGSQȮQcptcpȮĽŜŅľĶńĭĭĶŇĔŅĶȮcbspm_kȮ+ȮK_glȮpc_jkȮ+Ȯ0.01+/0Ȯ+Ȯ17/80 

 

 
ĮĶŃĔŅĵȮĬŅħňȮ&np_i_g>pksrg,_a,rf'ȮĺŇĻĺĔĶĶĴėŀĴıŇĺŏĨŀĶƢȮĴľŅĺŇĪĵŅĸńĵŏĪėőĬőĸĵňĶŅĝĴĚėĸŀňĽŅĬ 

systemctl stop freeradius.service  

freeradius - X 

(stop debugging with CTRL+C)  

 
ľĬƟŅěŀĪňŗȮ0 
 

cd /etc/freeradius/3.0/tool  

  

./rad_eap_test - H 127.0.0.1 - P 1812 - S testing123 \  

- u ' eduroam@uni.net.th ' \  

- p ' AskToUniNet ' \  

- v - m IEEE8021X \  

- s eduroam - e PEAP - 2 MSCHAPV2 

--------  

access - accept; 0  

RADIUS message: code=2 (Access - Accept) identifier=8 

length=187  

   Attribute 27 (Session - Timeout) length=6  

   Value: 600  

   Attribute 1 (User - Name) length=21  

   Value: ' eduroam@uni.net.th '  

   Attribute 79 (EAP - Message) length=6  

   Value: 03080004  

   Attribute 80 (Message - Authenticator) length=18  

   Value: 4f334b7622ec20537163ac31c1926d84  

  



ėŌƞĴŊŀĔŅĶĨŇħĨńŘĚȮP?BGSQȮQcptcpȮĽŜŅľĶńĭĭĶŇĔŅĶȮcbspm_kȮ+ȮK_glȮpc_jkȮ+Ȯ0.01+/0Ȯ+Ȯ18/80 

 

 
ĮĶŃĔŅĵȮĬŅħňȮ&np_i_g>pksrg,_a,rf'ȮĺŇĻĺĔĶĶĴėŀĴıŇĺŏĨŀĶƢȮĴľŅĺŇĪĵŅĸńĵŏĪėőĬőĸĵňĶŅĝĴĚėĸŀňĽŅĬ 

3) ĔŅĶŏĝŊŗŀĴĨƞŀĔńĭŏėĶŊŗŀĚŒľƟĭĶŇĔŅĶĵƞŀĵȮ&Qs`+Pc_jk'ȮĕŀĚĽĩŅĭńĬ 

 
3.1 ŐĔƟœĕœĲĸƢȮradiusd.conf 

 
őħĵĮĶńĭŐĔƟŏĜıŅŃěŋħőħĵŏĪňĵĭěŅĔœĲĸƢȮp_bgsqb+cbspm_k,amld 
 

cd /etc/freeradius/3.0  

 

nano radiusd.conf  

--------  

# Change some configurations in radiusd.conf as show below  

 

# PROXY CONFIGURATION 

# 

proxy_requests  = yes  

$INCLUDE proxy.conf  

#  eduroam  

$INCLUDE proxy - eduroam.conf  

 

# CLIENTS CONFIGURATION 

# 

$INCLUDE clients.conf  

#  eduroam  

$INCLUDE clients - eduroam.conf  

 
3.2 ŐĔƟœĕœĲĸƢȮnpmvw+cbspm_k,amld 

 
ĮĶńĭŐĔƟŒĬœĲĸƢŏĜıŅŃěŋħĪňŗĨƟŀĚŐĔƟœĕ 
 

cd /etc/freeradius/3.0  

 

nano proxy - eduroam.conf  

--------  

# 

#  home server for ABC.UXX.AC.TH  

# 

home_server abc - uxx - ac - th  {  



ėŌƞĴŊŀĔŅĶĨŇħĨńŘĚȮP?BGSQȮQcptcpȮĽŜŅľĶńĭĭĶŇĔŅĶȮcbspm_kȮ+ȮK_glȮpc_jkȮ+Ȯ0.01+/0Ȯ+Ȯ19/80 

 

 
ĮĶŃĔŅĵȮĬŅħňȮ&np_i_g>pksrg,_a,rf'ȮĺŇĻĺĔĶĶĴėŀĴıŇĺŏĨŀĶƢȮĴľŅĺŇĪĵŅĸńĵŏĪėőĬőĸĵňĶŅĝĴĚėĸŀňĽŅĬ 

    type = auth+acct  

    ipaddr = xxx.xxx.xxx.xxx  # 192.168.1.111  

    port = 1812  

    secret = XXXXXXXXXXXXXXXX 

    #src_ipaddr = xxx.xxx.xxx.xxx  

    status_check = status - server  

    require_me ssage_authenticator = yes  

}  

 

# 

#  home server pool for ABC.UXX.AC.TH  

# 

home_server_pool abc - uxx - ac - th  {  

    type = fail - over  

    home_server = abc - uxx - ac - th  

}  

 

# 

#  realm for ABC.UXX.AC.TH  

# 

realm abc.uxx.ac.th  {  

    auth_pool = abc - uxx - ac - th  

    nostrip  

}  

 
3.3 ŐĔƟœĕœĲĸƢȮajgclrq+cbspm_k,amld 

 
ĮĶńĭŐĔƟŒĬœĲĸƢŏĜıŅŃěŋħĪňŗĨƟŀĚŐĔƟœĕ 
 

cd /etc/freeradius/3.0  

 

nano clients - eduroam.conf  

--------  

# 

#  ABC.UXX.AC.TH server --  Sub- Realm 

# 

client abc - uxx - ac - th  {  

    ipaddr = xxx.xxx.xxx.xxx  # 192.168.1.111  

    netmask = 32  



ėŌƞĴŊŀĔŅĶĨŇħĨńŘĚȮP?BGSQȮQcptcpȮĽŜŅľĶńĭĭĶŇĔŅĶȮcbspm_kȮ+ȮK_glȮpc_jkȮ+Ȯ0.01+/0Ȯ+Ȯ20/80 

 

 
ĮĶŃĔŅĵȮĬŅħňȮ&np_i_g>pksrg,_a,rf'ȮĺŇĻĺĔĶĶĴėŀĴıŇĺŏĨŀĶƢȮĴľŅĺŇĪĵŅĸńĵŏĪėőĬőĸĵňĶŅĝĴĚėĸŀňĽŅĬ 

    secret = XXXXXXXXXXXXXXXX 

    require_message_authenticator = no  

    shortname = abc - uxx - ac - th  

    nastype = other  

}  

 
3.4 ĪħĽŀĭĔŅĶĪŜŅĚŅĬħƟĺĵįŌƟŒĝƟȮcbspm_kȮěŅĔŏėĶŊŗŀĚŒľƟĭĶŇĔŅĶĵƞŀĵȮ&Qs`+Pc_jk'ȮĕŀĚĽĩŅĭńĬ 

 
ĭńĠĝňįŌƟŒĝƟĽŜŅľĶńĭĔŅĶĪħĽŀĭŀĵŌƞŒĬœĲĸƢĪňŗŏėĶŊŗŀĚŒľƟĭĶŇĔŅĶĵƞŀĵĕŀĚĽĩŅĭńĬ  

mods- config/files - eduroam/authorize  
 
ľĬƟŅěŀĪňŗȮ/ 
 

systemctl stop freeradius.service  

freeradius - X 

(stop debugging with CTRL+C)  

 
ľĬƟŅěŀĪňŗȮ0 
 

cd /etc/freeradius/3.0/tool  

  

./rad_eap_test - H 127.0.0.1 - P 1812 - S testing1 23 \  

- u 'eduroam@ abc.uxx.ac.th ' \  

- p ' TESTING- PASSWORD' \  

- v - m IEEE8021X \  

- s eduroam - e PEAP - 2 MSCHAPV2 

--------  

access - accept; 0  

RADIUS message: code=2 (Access - Accept) identifier=8 

length=187  

   Attribute 27 (Session - Timeout) length=6  

   Value: 600  

   Attribute 1 (User - Name) length=21  

   Value: 'eduroam@ abc.xx.ac.th '  

   Attribute 79 (EAP - Message) length=6  

   Value: 03080004  

   Attribute 80 (Message - Authenticator) length=18  



ėŌƞĴŊŀĔŅĶĨŇħĨńŘĚȮP?BGSQȮQcptcpȮĽŜŅľĶńĭĭĶŇĔŅĶȮcbspm_kȮ+ȮK_glȮpc_jkȮ+Ȯ0.01+/0Ȯ+Ȯ21/80 

 

 
ĮĶŃĔŅĵȮĬŅħňȮ&np_i_g>pksrg,_a,rf'ȮĺŇĻĺĔĶĶĴėŀĴıŇĺŏĨŀĶƢȮĴľŅĺŇĪĵŅĸńĵŏĪėőĬőĸĵňĶŅĝĴĚėĸŀňĽŅĬ 

   Value: 4f334b7622ec20537163ac31c1926d84  

 

  

  



ėŌƞĴŊŀĔŅĶĨŇħĨńŘĚȮP?BGSQȮQcptcpȮĽŜŅľĶńĭĭĶŇĔŅĶȮcbspm_kȮ+ȮK_glȮpc_jkȮ+Ȯ0.01+/0Ȯ+Ȯ22/80 

 

 
ĮĶŃĔŅĵȮĬŅħňȮ&np_i_g>pksrg,_a,rf'ȮĺŇĻĺĔĶĶĴėŀĴıŇĺŏĨŀĶƢȮĴľŅĺŇĪĵŅĸńĵŏĪėőĬőĸĵňĶŅĝĴĚėĸŀňĽŅĬ 

4) ĔŅĶĨŇħĨńŘĚőħĵĴňȮJB?NȮQcptcp ŏĮƦĬģŅĬĕƟŀĴŌĸĭńĠĝňįŌƟŒĝƟ 

  
ŏĮƦĬĔŅĶĨŇħĨńŘĚŐĸŃĔŜŅľĬħėŋĦĽĴĭńĨŇıŊŘĬģŅĬŒľƟȮP?BGSQȮQcptcpȮĽŅĴŅĶĩĪŜŅĚŅĬĔńĭȮJB?NȮqcptcpȮ&MnclJB?N'Ȯ
ŏıŊŗŀŒĝƟĭńĠĝňįŌƟŒĝƟěŅĔģŅĬĕƟŀĴŌĸȮJB?NȮĕƟŀĴŌĸĭńĠĝňįŌƟŒĝƟėĺĶĴňĔŅĶŏĔŖĭĶľńĽįƞŅĬŒĬĶŌĮŐĭĭȮLR-JKȮF_qfȮ&LR+
Password, LM-Password) 
  
ĔŅĶĪŜŅĚŅĬĕŀĚ RADIUS Server ěŃĨŇħĨƞŀőħĵĨĶĚœĮĵńĚȮJB?NȮqcptcpȮįƞŅĬőĴħŌĸĪňŗĴňŀĵŌƞŒĬȮP?BGSQȮQcptcp 
  
4.1 őėĶĚĽĶƟŅĚĕƟŀĴŌĸŒĬȮJB?NȮQcptcp 

 
ĨńĺŀĵƞŅĚőėĶĚĽĶƟŅĚľĸńĔőħĵĵƞŀĕŀĚĕƟŀĴŌĸįŌƟŒĝƟŒĬȮJB?NȮQcptcp 

  
dn: dc=uxx,dc=ac,dc=th  

objectClass: top  

objectClass: organization  

dc: u  

  

dn: ou=People,dc=uxx,dc=ac,dc=th  

ou: People  

objectClass: top  

objectClass: organizationalUnit  

  

dn: ou=Group,dc=uxx,dc=ac,dc=th  

ou: Group  

objectClass: top  

objectClass: organizationalUnit  

  

dn: cn=Users,ou=Group,dc=uxx,dc=ac,dc=th  

cn: Users  

objectClass: posixGroup  

gidNumber: 1001  

description: Group of Users on Unix System  

  

dn: uid=user,ou=People,dc=uxx,dc=ac,dc=th  

cn: User  

sn: User  

objectClass: top  



ėŌƞĴŊŀĔŅĶĨŇħĨńŘĚȮP?BGSQȮQcptcpȮĽŜŅľĶńĭĭĶŇĔŅĶȮcbspm_kȮ+ȮK_glȮpc_jkȮ+Ȯ0.01+/0Ȯ+Ȯ23/80 

 

 
ĮĶŃĔŅĵȮĬŅħňȮ&np_i_g>pksrg,_a,rf'ȮĺŇĻĺĔĶĶĴėŀĴıŇĺŏĨŀĶƢȮĴľŅĺŇĪĵŅĸńĵŏĪėőĬőĸĵňĶŅĝĴĚėĸŀňĽŅĬ 

objectClass: posixAccount  

objectClass: shadowAccount  

objectClass: inetOrgPerson  

objectClass: s ambaSamAccount  

uid: user  

uidNumber: 1001  

gidNumber: 1001  

loginShell: /bin/bash  

homeDirectory: /home/user  

gecos: User User  

description: User User  

displayName: User User  

sambaAcctFlags: [U       ]  

sambaLMPassword: C8DFD5AC0546E95DFF17365FAF1FFE89  

sambaNTPassword: 2C47AA9B5AC02360473ECE87B6800920  

sambaSID: ...  

sambaPrimaryGroupSID: ...  

userPassword:: 

e1NTSEF9Y0F1dXBVNURlbVFhakxxaDFSU2VVTHl5Wi9NQ1dlSXM= 

 
4.2 ĨŇħĨńŘĚŐıėŏĔěȮdpccp_bgsq+jb_n 

 
ĨŇħĨńŘĚȮkmbsjcȮŏĽĶŇĴȮŏıŊŗŀŒľƟȮdpccp_bgsqȮŏĕƟŅĩŉĚĕƟŀĴŌĸěŅĔȮJB?NȮœħƟ 
 

 apt install freeradius - ldap - y 

  
4.3 ŐĔƟœĕœĲĸƢȮqgrcq+_t_gj_`jc-cbspm_k+gllcp+rsllcj 

 
ĮĶńĭŐĔƟŒĬœĲĸƢŏĜıŅŃěŋħĪňŗĨƟŀĚŐĔƟœĕ 
 

cd /etc/freeradius/3.0  

 

nano sites - available/eduroam - inner - tunnel  

--------  

authorize {  

 

...  

group {  
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ĮĶŃĔŅĵȮĬŅħňȮ&np_i_g>pksrg,_a,rf'ȮĺŇĻĺĔĶĶĴėŀĴıŇĺŏĨŀĶƢȮĴľŅĺŇĪĵŅĸńĵŏĪėőĬőĸĵňĶŅĝĴĚėĸŀňĽŅĬ 

#  Read the 'users - eduroam' file  

files - eduroam {  

# return if match  

ok = return  

update = return  

}  

# 

# for LDAP  

     ldap - eduroam {  

             # return if match  

ok = return  

update = return  

}  

# for Active Directory  

#mschap - eduroam {  

# # return if match  

# ok = return  

# update = return  

#}  

# for MySQL  

#sql - eduroam {  

# # return if match  

# ok = return  

# update = return  

#}  

...  

}  

 ...  

}  

  

authenticate {  

  

    # PAP Authentication  

    Auth - Type PAP {  

         pap  

    }  

...  

  # 

 # MSCHAP Authentication  

# for file - eduroam and/or LDAP and/or MySQL  

Auth - Type MS - CHAP {  
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ĮĶŃĔŅĵȮĬŅħňȮ&np_i_g>pksrg,_a,rf'ȮĺŇĻĺĔĶĶĴėŀĴıŇĺŏĨŀĶƢȮĴľŅĺŇĪĵŅĸńĵŏĪėőĬőĸĵňĶŅĝĴĚėĸŀňĽŅĬ 

mschap 

}  

   

 # MSCHAP Authentication  

# for Active Directory  

#Auth - Type MS - CHAP {  

# mschap- eduroam  

#}  

  

# Allow EAP authentication.  

eap - eduroam  

 

}  

...  
 
4.4 ŐĔƟœĕœĲĸƢȮkmbsjcq-jb_n+cbspm_k 

 
őħĵĮĶńĭŐĔƟĪŋĔěŋħŒľƟĩŌĔĨƟŀĚȮĽńĴıńĬīƢĔńĭȮJB?NȮqcptcp 
 

cd /etc/freeradius/3.0  

 

nano mods - available/ldap - eduroam  

--------  

ldap ldap - eduroam {  

 

# server = " your - ldap - server - host - name" # ldap.uxx.ac.th  

server = " your - ldap - server - host - ip " # 192.168.1.2  

 

# port = 398  

  

# identity = " cn=admin,dc=uxx,dc=ac,dc=th "  

# password = mypass  

  

basedn = " dc=uxx,dc=ac,dc=th  "  

 

    update {  

         control:Password - With - Header += 'userPassword'  

#        control:NT - Password          := 'ntPassword'  

         control:NT - Password          := ' sambaNTPassword '  
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ĮĶŃĔŅĵȮĬŅħňȮ&np_i_g>pksrg,_a,rf'ȮĺŇĻĺĔĶĶĴėŀĴıŇĺŏĨŀĶƢȮĴľŅĺŇĪĵŅĸńĵŏĪėőĬőĸĵňĶŅĝĴĚėĸŀňĽŅĬ 

  ...  

    }  

...  

 user {  

  ...  

  filter = "( uid =%{%{Stripped - User - Name}: - %{User - Name}})"  

  ...  

  access_attribute = ' uid '  

  ...  

 }  

  ...  

}  
  
4.5 ŏĮƕħŒĝƟĚŅĬőĴħŌĸȮjb_n+cbspm_k 

 
  

cd /etc/freeradius/3.0/mods - enabled  

 

ln - s ../mods - available/ldap - eduroam  

 
4.6 ŏĮĸňŗĵĬĽŇĪīŇśľĶŊŀŏěƟŅĕŀĚĕŀĚœĲĸƢ 

 
  

chown - R freerad:freerad /etc/freeradius/3.0  

 
4.7 ĪħĽŀĭĔŅĶĪŜŅĚŅĬħƟĺĵįŌƟŒĝƟěŅĔȮJB?NȮQcptcp 

 
ľĬƟŅěŀĪňŗȮ/ 
 

systemctl stop freeradius.service  

freeradius - X 

(stop debugging with CTRL+C)  

  
ľĬƟŅěŀĪňŗȮ0 
 

cd /etc/freeradius/3.0/tool  
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ĮĶŃĔŅĵȮĬŅħňȮ&np_i_g>pksrg,_a,rf'ȮĺŇĻĺĔĶĶĴėŀĴıŇĺŏĨŀĶƢȮĴľŅĺŇĪĵŅĸńĵŏĪėőĬőĸĵňĶŅĝĴĚėĸŀňĽŅĬ 

  

./rad_eap_test - H 127.0.0.1 - P 1812 - S testing123 \  

- u ' user@uxx.ac.th ' - p ' Asdf1234 ' \  

- v - m IEEE8021X \  

- s eduroam - e PEAP - 2 MSCHAPV2 

--------  

access - accept; 0  

RADIUS message: code=2 (Access - Accept) identifier=8 

length=187  

   Attribute 27 (Session - Timeout) length=6  

   Value: 600  

   Attribute 1 (User - Name) length=21  

   Value: ' user@uxx.ac.th '  

   Attribute 79 (EAP - Message) length=6  

   Value: 03080004  

   Attribute 80 (Message - Authenticator) length=18  

   Value: 4f334b7622ec20537 163ac31c1926d84  
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ĮĶŃĔŅĵȮĬŅħňȮ&np_i_g>pksrg,_a,rf'ȮĺŇĻĺĔĶĶĴėŀĴıŇĺŏĨŀĶƢȮĴľŅĺŇĪĵŅĸńĵŏĪėőĬőĸĵňĶŅĝĴĚėĸŀňĽŅĬ 

5) ĔŅĶĨŇħĨńŘĚőħĵĴňȮKwQOJȮŏĮƦĬģŅĬĕƟŀĴŌĸĭńĠĝňįŌƟŒĝƟ 

  
ŏĮƦĬĔŅĶĨŇħĨńŘĚŐĸŃĔŜŅľĬħėŋĦĽĴĭńĨŇıŊŘĬģŅĬŒľƟȮP?BGSQȮQcptcpȮ
ĽŅĴŅĶĩĪŜŅĚŅĬőħĵŏĕƟŅĩŉĚģŅĬĕƟŀĴŌĸįŌƟŒĝƟĪňŗŏĔŖĭœĺƟŒĬŏĞŇĶƢĲŏĺŀĶƢȮKwQOJ 
  
ĕƟŀĴŌĸĭńĠĝňįŌƟŒĝƟĪňŗŏĔŖĭŒĬĶŌĮŐĭĭĕŀĚģŅĬĕƟŀĴŌĸĬńŘĬȮĽŅĴŅĶĩĴňőėĶĚĽĶƟŅĚŒħĔŖœħƟȮ
ĕŉŘĬŀĵŌƞĔńĭĴľŅĺŇĪĵĸńĵŀŀĔŐĭĭŐĸŃěńħŏĔŖĭȮŐĨƞŒĬėŌƞĴŊŀĬňŘȮěŃŀƟŅĚŀŇĚĶŌĮŐĭĭĔŅĶěńħŏĔŖĭĕƟŀĴŌĸĨŅĴĺŇīňĔŅĶıŊŘĬģŅĬĕŀĚȮ
freeradius-mysql 
  

5.1 őėĶĚĽĶƟŅĚĕƟŀĴŌĸŒĬȮKwQOJȮQcptcp 

 
ŀĚėƢĮĶŃĔŀĭıŊŘĬģŅĬĪňŗĽŋħĕŀĚĔŅĶěńħŏĔŖĭĕƟŀĴŌĸĭńĠĝňįŌƟŒĝƟȮĨŅĴĶŌĮŐĭĭĕŀĚȮdpccp_bgsq+kwqojȮĬńŘĬȮ
ĕƟŀĴŌĸįŌƟŒĝƟěŃŏĔŖĭœĺƟŒĬĨŅĶŅĚȮĝŊŗŀȮp_bafcaiȮĴňĶŌĮŐĭĭĕŀĚĕƟŀĴŌĸįŌƟŒĝƟȮħńĚĬňŘ 

  
mysql> select * from radcheck ;  

+---- +---------- +-------------------- +---- +---------- + 

| id | username | attribute          | op | value    |  

+---- +---------- +-------------------- +---- +---------- + 

|  1 | user     | Cleartext - Password | := | Asdf1234 |  

+---- +---------- +-------------------- +---- +---------- + 

  

mysql> select * from radcheck ;  

+---- +---------- +------------- +-- -- +---------------------- + 

| id | username | attribute   | op | value                |  

+---- +---------- +------------- +---- +---------------------- + 

|  1 | user     | NT - Password | := | 2C47AA9B5AC02360473..|  

|  2 | user     | LM - Password | := | C8DFD5AC0546 E95DFF1..|  

+---- +---------- +------------- +---- +---------------------- + 

 
5.2 ĨŇħĨńŘĚŐıėŏĔěȮdpccp_bgsq+kwqoj 

 
ĨŇħĨńŘĚȮkmbsjcȮŏĽĶŇĴȮŏıŊŗŀŒľƟȮdpccp_bgsqȮŏĕƟŅĩŉĚĕƟŀĴŌĸěŅĔȮKwQOJȮœħƟ 
 

 apt - get install freeradius - mysql - y 
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ĮĶŃĔŅĵȮĬŅħňȮ&np_i_g>pksrg,_a,rf'ȮĺŇĻĺĔĶĶĴėŀĴıŇĺŏĨŀĶƢȮĴľŅĺŇĪĵŅĸńĵŏĪėőĬőĸĵňĶŅĝĴĚėĸŀňĽŅĬ 

  

5.3 ŐĔƟœĕœĲĸƢȮqgrcq+_t_gj_`jc-cbspm_k+gllcp+rsllcj 

 
ĮĶńĭŐĔƟŒĬœĲĸƢŏĜıŅŃěŋħĪňŗĨƟŀĚŐĔƟœĕ 
 

cd /etc/freeradius/3.0  

 

nano sites - available/eduroam - inner - tunnel  

--------  

authorize {  

 ...  

    group {  

        #  Read the 'users - eduroam' file  

        files - eduroam {  

            # return if match  

            ok = return  

            updated = return  

        }  

        # 

        # for LDAP  

        #ldap - eduroam {  

        #   # return if match  

        #   ok = return  

        #   updated = return  

        #}  

        # for Active Directory  

        #mschap - eduroam {  

        #   # return if match  

        #   ok = return  

        #   updated = return  

        #}  

        # for MySQL  

        sql -  eduroam {  

             # return if match  

         ok = return  

             updated = return  

        }  

     ...  

    }  
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ĮĶŃĔŅĵȮĬŅħňȮ&np_i_g>pksrg,_a,rf'ȮĺŇĻĺĔĶĶĴėŀĴıŇĺŏĨŀĶƢȮĴľŅĺŇĪĵŅĸńĵŏĪėőĬőĸĵňĶŅĝĴĚėĸŀňĽŅĬ 

    ...  

}  

  

authenticate {  

  

    # PAP Authentication  

    Auth - Type PAP {  

         pap  

    }  

    ...  

    # MSCHAP Authentication  

    # for file - eduroam and/or LDAP and/or MySQL  

    Auth - Type MS - CHAP {  

         mschap 

    }  

  

    # MSCHAP Authentication  

    # for Active Directory  

    #Auth - Type MS - CHAP {  

    #    mschap- eduroam  

    #}  

  

    eap - eduroam  

 

}  

...  
 

5.4 ŐĔƟœĕœĲĸƢȮkmbq+_t_gj_`jc-qoj+cbspm_k 

 
ĮĶńĭŐĔƟŒĬœĲĸƢŏĜıŅŃěŋħĪňŗĨƟŀĚŐĔƟœĕ 
 

cd /etc/freeradius/3.0  

 

nano mods - available/sql - eduroam  

--------  

sql sql - eduroam {  

    ...  

    # 

    driver = "rlm_sql_mysql"  
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  dialect = "mysql"  

 ...  

    # Connection info:  

    server = " <mysql_server_host_address> " # 192.168.1.2  

    #port = 3306  

    login = " radius "  

    password = " radpass "  

  

 radius_db = " radius "  

 

 acct_table1 = " radacct "  

    acct_table2 = " radacct "  

 ...  

}  
 

5.5 ŐĔƟœĕœĲĸƢȮkmbq+amlƱe-qoj-k_gl-kwqoj-oscpgcq+cbspm_k,amld 

 
ĮĶńĭŐĔƟŒĬœĲĸƢŏĜıŅŃěŋħĪňŗĨƟŀĚŐĔƟœĕ 
 
ĔĶĦňĴňģŅĬĕƟŀĴŌĸĭńĠĝňįŌƟŒĝƟĪňŗœĴƞŏĮƦĬœĮĨŅĴĶŌĮŐĭĭĕŀĚȮdpccp_bgsq+kwqojȮěŜŅŏĮƦĬĨƟŀĚŐĔƟœĕėŜŅĽńŗĚȮQOJȮ
ŏıŊŗŀŒľƟŏľĴŅŃĽĴĔńĭőėĶĚĽĶƟŅĚĕƟŀĴŌĸĬńŘĬ 
 

cd /etc/freeradius/3.0  

 

nano mods - config/sql/main/mysql/queries - eduroam.conf  

--------  

...  

#  Query config:  Username  

...  

sql_user_name = "%{%{Stripped - User - Name}: - %{%{User - Name}: - DEFAULT}}"  

#sql_user_name = "%{User - Name}"  

...  

#  Authorization Queries  

...  

authorize_check_query = " \  

        SELECT id, username, attribute, value, op \  

        FROM ${authcheck_table} \  

        WHERE username = '%{SQL - User - Name}' \  
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        ORDER BY id "  

 

authorize_reply_query = " \  

        SELECT id, username, attribute, value, op \  

        FROM ${authreply_table} \  

        WHERE username = '%{SQL - User - Name}' \  

        ORDER BY id "  

...  

#group_membership_query = " \  

#       SELECT groupname \  

...  

#       ORDER BY priority"  

 

#authorize_group_check_query = " \  

#       SELECT id, groupname, attribute, \  

...  

#       ORDER BY id"  

 

#authorize_group_reply_query = " \  

#       SELECT id, groupname, attribute, \  

...  

#       ORDER BY id"  

...  
 

5.6 ŏĮƕħŒĝƟĚŅĬőĴħŌĸȮjb_n+cbspm_k 

 
  

cd /etc/freeradius/3.0/mods - enabled  

 

ln - s ../mods - available/sql - eduroam  

 
5.7 ŏĮĸňŗĵĬĽŇĪīŇśľĶŊŀŏěƟŅĕŀĚĕŀĚœĲĸƢ 

 
  

chown - R freerad:freerad /etc/freeradius/3.0  

 
5.8 ĪħĽŀĭĔŅĶĪŜŅĚŅĬħƟĺĵįŌƟŒĝƟěŅĔȮKwQOJ 
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ĮĶŃĔŅĵȮĬŅħňȮ&np_i_g>pksrg,_a,rf'ȮĺŇĻĺĔĶĶĴėŀĴıŇĺŏĨŀĶƢȮĴľŅĺŇĪĵŅĸńĵŏĪėőĬőĸĵňĶŅĝĴĚėĸŀňĽŅĬ 

 

ľĬƟŅěŀĪňŗȮ/ 
 

systemctl stop freeradius.service  

freeradius - X 

(stop debugging with CTRL+C)  

  
ľĬƟŅěŀĪňŗȮ0 
 

cd /etc/freeradius/3.0/tool  

  

./rad_eap_test - H 127.0.0.1 - P 1812 - S testing123 \  

- u ' user@uxx.ac.th ' - p ' Asdf1234 ' \  

- v - m IEEE8021X \  

- s eduroam - e PEAP - 2 MSCHAPV2 

--------  

access - accept; 0  

RADIUS message: code=2 (Access - Accept) identifier=8 

length=187  

   Attribute 27 (Session - Timeout) length=6  

   Value: 600  

   Attribute 1 (User - Name) length=21  

   Value: ' user@uxx.ac.th '  

   Attribute 79 (EAP - Message) length=6  

   Value: 03080004  

   Attribute 80 (Message - Authenticator) length=18  

   Value: 4f334b7622ec20537 163ac31c1926d84  
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ĮĶŃĔŅĵȮĬŅħňȮ&np_i_g>pksrg,_a,rf'ȮĺŇĻĺĔĶĶĴėŀĴıŇĺŏĨŀĶƢȮĴľŅĺŇĪĵŅĸńĵŏĪėőĬőĸĵňĶŅĝĴĚėĸŀňĽŅĬ 

6) ĔŅĶĨŇħĨńŘĚőħĵŒĝƟȮKgapmqmdrȮLNQȮŏĮƦĬĔĸŅĚŏĕƟŅĩŉĚģŅĬĕƟŀĴŌĸĭńĠĝňįŌƟŒĝƟ 

  
ĔĶĦňĪňŗĽĩŅĭńĬĴňĭńĠĝňįŌƟŒĝƟŀĵŌƞŒĬȮKgapmqmdrȮ?argtcȮBgpcarmpwȮĭĬŏėĶŊŗŀĚȮKgapmqmdrȮUglbmuqȮQcptcpȮ0./0Ȯ
ĕŉŘĬœĮȮěŃĴňőĮĶŐĔĶĴĪňŗŏĮƦĬĝƞŀĚĪŅĚŒĬĔŅĶŏĕƟŅĩŉĚģŅĬĕƟŀĴŌĸĭńĠĝňįŌƟŒĝƟőħĵœĴƞĨƟŀĚŏĕƟŅĩŉĚĭĶŇĔŅĶȮKgapmqmdrȮ?argtcȮ
BgpcarmpwȮőħĵĨĶĚȮőĮĶŐĔĶĴĪňŗȮKgapmqmdrȮıńĥĬŅĕŉŘĬĴŅŒľƟŒĝƟĬňŘėŊŀȮKgapmqmdrȮLNQȮ&LcrumpiȮNmjgawȮQcptgac' 
 
őĮĶŐĔĶĴȮKgapmqmdrȮLNQȮĴňĝƞŀĚĪŅĚĔŅĶŒĝƟĭĶŇĔŅĶŏĝƞĬŏħňĵĺĔńĬĔńĭȮP?BGSQȮĴŅĨĶģŅĬȮħńĚĬńŘĬȮ
ĔĶĦňŘŏĮƦĬĔŅĶĔŜŅľĬħėŋĦĽĴĭńĨŇĕŀĚőĮĶŐĔĶĴȮdpccp_bgsqȮŒľƟĽƞĚĨƞŀĔŅĶĶƟŀĚĕŀœĮĵńĚȮKgapmqmdrȮLNQȮŐĸŃőĮĶŐĔĶĴȮ
KgapmqmdrȮLNQȮěŃħŜŅŏĬŇĬĔŅĶĨĶĺěĽŀĭĭńĠĝňįŌƟŒĝƟŒĬȮKgapmqmdrȮ?argtcȮBgpcarmpwȮŀňĔĝńŘĬ 
 
ĔŅĶĔŜŅľĬħėŋĦĽĴĭńĨŇĬňŘŏĮƦĬĔŅĶĪŜŅŒľƟȮdpccp_bgsqȮĪŜŅľĬƟŅĪňŗŏĮƦĬȮnpmvwȮœĮĵńĚȮKgapmqmdrȮLNQȮľĶŊŀȮ
ŏĴŊŗŀĴňĔŅĶĶƟŀĚĕŀĨĶĺěĽŀĭĭńĠĝňįŌƟŒĝƟĴŅĵńĚȮdpccp_bgsqȮőĮĶŐĔĶĴȮdpccp_bgsqȮěŃĽƞĚĨƞŀĔŅĶĶƟŀĚĕŀĪńŘĚľĴħœĮĵńĚȮ
Microsoft NPS ŐĸŃŒĬĪŅĚĔĸńĭĔńĬȮőĮĶŐĔĶĴȮdpccp_bgsqȮěŃĶńĭįĸĔŅĶĶƟŀĚĕŀěŅĔȮKgapmqmdrȮLNQȮ
ŐĸŃĽƞĚĨƞŀœĮĵńĚŏėĶŊŗŀĚĨƟĬĪŅĚĪňŗĶƟŀĚĕŀĔŅĶĨĶĺěĽŀĭĭńĠĝňįŌƟŒĝƟ 
 
ŒĬėŌƞĴŊŀĬňŘěŃŐĬŃĬŜŅĔŅĶĔŜŅľĬħėŋĦĽĴĭńĨŇőħĵĴňȮKgapmqmdrȮ?argtcȮBgpcarmpwȮŀĵŌƞŐĸƟĺȮ
ěŉĚŏľĸŊŀĕńŘĬĨŀĬĔŅĶħŜŅŏĬŇĬĔŅĶȮ0ȮĽƞĺĬȮŐĸŃȮ/ȮĽƞĺĬŏĽĶŇĴȮĮĶŃĔŀĭħƟĺĵ 

1) ĔŅĶĨŇħĨńŘĚŐĸŃĔŜŅľĬħėŋĦĽĴĭńĨŇĕŀĚőĮĶŐĔĶĴȮKgapmqmdrȮLNQȮ&4,/Ȯ+Ȯ4,1' 
2) (ŏĽĶŇĴ'ȮŏıŇŗĴȮPc_jkȮŒľƟȮ?argtcȮBgpcarmpwȮ&4,2Ȯ+Ȯ4,4' 
3) ĔŅĶĔŜŅľĬħėŋĦĽĴĭńĨŇőĮĶŐĔĶĴȮdpccp_bgsqȮ&4,5Ȯ+Ȯ4,W' 

 
6.1 ŏıŇŗĴĭĶŇĔŅĶȮKgapmqmdrȮLcrumpiȮNmjgawȮ_lbȮ?aacqqȮQcptgacȮŒĬȮKgapmqmdrȮUglbmuqȮQcptcp 

 
ǒ ĪňŗőĮĶŐĔĶĴȮServer Manager ėĸŇĔĶŅĵĔŅĶȮDashboard ĪňŗĶŅĵĔŅĶħƟŅĬĞƟŅĵ 

ǒ ĪňŗŏĴĬŌħƟŅĬĭĬĕĺŅȮėĸŇĔŏĴĬŌȮManage >> Add Roles and Features 



ėŌƞĴŊŀĔŅĶĨŇħĨńŘĚȮP?BGSQȮQcptcpȮĽŜŅľĶńĭĭĶŇĔŅĶȮcbspm_kȮ+ȮK_glȮpc_jkȮ+Ȯ0.01+/0Ȯ+Ȯ35/80 

 

 
ĮĶŃĔŅĵȮĬŅħňȮ&np_i_g>pksrg,_a,rf'ȮĺŇĻĺĔĶĶĴėŀĴıŇĺŏĨŀĶƢȮĴľŅĺŇĪĵŅĸńĵŏĪėőĬőĸĵňĶŅĝĴĚėĸŀňĽŅĬ 

 
ǒ ĪňŗľĬƟŅĨƞŅĚȮ@cdmpcȮwmsȮ`ceglȮėĸŇĔĮŋƙĴȮNext 

ǒ ĪňŗľĬƟŅĨƞŅĚȮQcjcarȮglqr_jj_rgmlȮrwncȮŏĸŊŀĔȮPmjc+̀_qcbȮ_lbȮdc_rspc+̀_qcbȮglqr_jj_rgmlȮ
ŐĸŃėĸŇĔĮŋƙĴȮNext 

ǒ ĪňŗľĬƟŅĨƞŅĚȮQcjcarȮbcqrgl_rgmlȮqcptcpȮŏĸŊŀĔȮSelect a server from the server pool 

ŏĸŊŀĔŏĞŇĶƢĲŏĺŀĶƢěŅĔĶŅĵĔŅĶȮŐĸŃėĸŇĔĮŋƙĴȮNext 

ǒ ĪňŗľĬƟŅĨƞŅĚȮQcjcarȮqcptcpȮpmjcqȮŒĬĶŅĵĔŅĶȮPmjcȮŏĸŊŀĔȮNetwork Policy and Access Service 

 
ǒ ĪňŗľĬƟŅĨƞŅĚȮ?bbȮdc_rspcqȮrf_rȮ_pcȮpcosgpcbȮdmpȮLcrumpiȮNmjgawȮ_lbȮ?aacqqȮQcptgac=ȮėĸŇĔĮŋƙĴȮ

Add Features 



ėŌƞĴŊŀĔŅĶĨŇħĨńŘĚȮP?BGSQȮQcptcpȮĽŜŅľĶńĭĭĶŇĔŅĶȮcbspm_kȮ+ȮK_glȮpc_jkȮ+Ȯ0.01+/0Ȯ+Ȯ36/80 

 

 
ĮĶŃĔŅĵȮĬŅħňȮ&np_i_g>pksrg,_a,rf'ȮĺŇĻĺĔĶĶĴėŀĴıŇĺŏĨŀĶƢȮĴľŅĺŇĪĵŅĸńĵŏĪėőĬőĸĵňĶŅĝĴĚėĸŀňĽŅĬ 

 
ǒ ĪňŗľĬƟŅĨƞŅĚȮQcjcarȮqcptcpȮpmjcqȮŒĬĶŅĵĔŅĶȮPmjcȮėĸŇĔĮŋƙĴȮNext 

 
ǒ ĪňŗľĬƟŅĨƞŅĚȮDc_rspcqȮėĸŇĔĮŋƙĴȮNext 



ėŌƞĴŊŀĔŅĶĨŇħĨńŘĚȮP?BGSQȮQcptcpȮĽŜŅľĶńĭĭĶŇĔŅĶȮcbspm_kȮ+ȮK_glȮpc_jkȮ+Ȯ0.01+/0Ȯ+Ȯ37/80 

 

 
ĮĶŃĔŅĵȮĬŅħňȮ&np_i_g>pksrg,_a,rf'ȮĺŇĻĺĔĶĶĴėŀĴıŇĺŏĨŀĶƢȮĴľŅĺŇĪĵŅĸńĵŏĪėőĬőĸĵňĶŅĝĴĚėĸŀňĽŅĬ 

 
ǒ ĪňŗľĬƟŅĨƞŅĚȮLcrumpiȮNmjgawȮ_lbȮ?aacqqȮQcptgacȮėĸŇĔĮŋƙĴȮNext 

 
ǒ ĪňŗľĬƟŅĨƞŅĚȮAmlƱpkȮglqr_jj_rgmlȮqcjcargmlȮėĸŇĔĮŋƙĴȮGlqr_jj 



ėŌƞĴŊŀĔŅĶĨŇħĨńŘĚȮP?BGSQȮQcptcpȮĽŜŅľĶńĭĭĶŇĔŅĶȮcbspm_kȮ+ȮK_glȮpc_jkȮ+Ȯ0.01+/0Ȯ+Ȯ38/80 

 

 
ĮĶŃĔŅĵȮĬŅħňȮ&np_i_g>pksrg,_a,rf'ȮĺŇĻĺĔĶĶĴėŀĴıŇĺŏĨŀĶƢȮĴľŅĺŇĪĵŅĸńĵŏĪėőĬőĸĵňĶŅĝĴĚėĸŀňĽŅĬ 

 
ǒ ľĸńĚěŅĔħŜŅŏĬŇĬĔŅĶĨŇħĨńŘĚĭĶŇĔŅĶŐĸƟĺŏĽĶŖěȮĪňŗľĬƟŅĨƞŅĚȮGlqr_jj_rgmlȮnpmepcqqȮėĸŇĔĮŋƙĴȮClose 

 
 

6.2 ĽĶƟȲŅĚȮQcjd+qgelcbȮAcprgƱa_rc 

 
ǒ ŏĮƕħőĮĶŐĔĶĴȮWindows PowerShell 

ǒ ĽĶƟŅĚȮQcjd+qgelcbȮAcprgƱa_rcȮħƟĺĵėŜŅĽńŗĚȮ&ŒĬĭĶĶĪńħŏħňĵĺ' 
 

PS C: \ > New- SelfSignedCertificate  

  - DnsName eduroam.uxx.ac.th  



ėŌƞĴŊŀĔŅĶĨŇħĨńŘĚȮP?BGSQȮQcptcpȮĽŜŅľĶńĭĭĶŇĔŅĶȮcbspm_kȮ+ȮK_glȮpc_jkȮ+Ȯ0.01+/0Ȯ+Ȯ39/80 

 

 
ĮĶŃĔŅĵȮĬŅħňȮ&np_i_g>pksrg,_a,rf'ȮĺŇĻĺĔĶĶĴėŀĴıŇĺŏĨŀĶƢȮĴľŅĺŇĪĵŅĸńĵŏĪėőĬőĸĵňĶŅĝĴĚėĸŀňĽŅĬ 

  - CertStoreLocation cert: \ LocalMachine \ My 

  - NotAfter (Get - Date).AddYears( 10)  
  

6.3 ĔŜŅľĬħėŋĦĽĴĭńĨŇȮKgapmqmdrȮLcrumpiȮNmjgawȮQcptgac 

 
ǒ ĪňŗőĮĶŐĔĶĴȮServer Manager ĪňŗŏĴĬŌħƟŅĬĭĬĕĺŅȮėĸŇĔŏĴĬŌȮTools >> Network Policy Service 

ǒ ĪňŗőĮĶŐĔĶĴȮLcrumpiȮNmjgawȮQcptgacȮėĸŇĔĮŋƙĴħƟŅĬĕĺŅĴĕŀĚŏĴŅĽƢĪňŗĶŅĵĔŅĶħƟŅĬĞƟŅĵȮĶŅĵĔŅĶȮNPS 

(Local) ŐĸƟĺŏĸŊŀĔŏĴĬŌȮRegister server in Active Directory 

ŐĸŃĵŀĴĶńĭľĶŊŀħŜŅŏĬŇĬĔŅĶĨƞŀœĮěĬŐĸƟĺŏĽĶŖě 

 
ǒ ĪňŗőĮĶŐĔĶĴȮLcrumpiȮNmjgawȮQcptgacȮŏĸŊŀĔĶŅĵĔŅĶĔĸŅĚľĬƟŅěŀȮĶŅĵĔŅĶȮRADIUS server for 

802.1X Wireless or Wired Connections ŐĸŃėĸŇĔĸŇĚėƢȮConfigure 802.1X 

 
ǒ ĪňŗľĬƟŅĨƞŅĚȮQcjcarȮ6.0,/VȮAmllcargmlqȮRwncȮŏĸŊŀĔȮSecure Wireless Connections ŐĸŃėĸŇĔĮŋƙĴȮ

Next 



ėŌƞĴŊŀĔŅĶĨŇħĨńŘĚȮP?BGSQȮQcptcpȮĽŜŅľĶńĭĭĶŇĔŅĶȮcbspm_kȮ+ȮK_glȮpc_jkȮ+Ȯ0.01+/0Ȯ+Ȯ40/80 

 

 
ĮĶŃĔŅĵȮĬŅħňȮ&np_i_g>pksrg,_a,rf'ȮĺŇĻĺĔĶĶĴėŀĴıŇĺŏĨŀĶƢȮĴľŅĺŇĪĵŅĸńĵŏĪėőĬőĸĵňĶŅĝĴĚėĸŀňĽŅĬ 

 
ǒ ĪňŗľĬƟŅĨƞŅĚȮQncagdwȮ6.0,/VȮQugrafcqȮėĸŇĔĮŋƙĴȮAdd... 

 
ǒ ĪňŗľĬƟŅĨƞŅĚȮLcuȮP?BGSQȮAjgclrȮŒľƟĔĶŀĔĶŅĵĸŃŏŀňĵħĕŀĚȮP?BGSQȮQcptcpȮĕŀĚȮcbspm_kȮ
ŐĸŃĕƟŀĔŜŅľĬħĕŀĚĔŅĶĽŊŗŀĽŅĶȮŐĸƟĺėĸŇĔĮŋƙĴȮNext őħĵĶŅĵĸŃŏŀňĵħĮĶŃĔŀĭħƟĺĵ 

 - Friendly name: eduroam-Radius 

 - Address (IP or DNS): 192.168.1.1 



ėŌƞĴŊŀĔŅĶĨŇħĨńŘĚȮP?BGSQȮQcptcpȮĽŜŅľĶńĭĭĶŇĔŅĶȮcbspm_kȮ+ȮK_glȮpc_jkȮ+Ȯ0.01+/0Ȯ+Ȯ41/80 

 

 
ĮĶŃĔŅĵȮĬŅħňȮ&np_i_g>pksrg,_a,rf'ȮĺŇĻĺĔĶĶĴėŀĴıŇĺŏĨŀĶƢȮĴľŅĺŇĪĵŅĸńĵŏĪėőĬőĸĵňĶŅĝĴĚėĸŀňĽŅĬ 

 - (0) Manual 

 - Shared secret/Confirm shared secret: XXXXXXXXXXXXXXXX (X ěŜŅĬĺĬȮ/4ȮĨńĺ' 

 
ǒ ĪňŗľĬƟŅĨƞŅĚȮQncagdwȮ6.0,/VȮQugrafcqȮėĸŇĔĮŋƙĴȮNext 



ėŌƞĴŊŀĔŅĶĨŇħĨńŘĚȮP?BGSQȮQcptcpȮĽŜŅľĶńĭĭĶŇĔŅĶȮcbspm_kȮ+ȮK_glȮpc_jkȮ+Ȯ0.01+/0Ȯ+Ȯ42/80 

 

 
ĮĶŃĔŅĵȮĬŅħňȮ&np_i_g>pksrg,_a,rf'ȮĺŇĻĺĔĶĶĴėŀĴıŇĺŏĨŀĶƢȮĴľŅĺŇĪĵŅĸńĵŏĪėőĬőĸĵňĶŅĝĴĚėĸŀňĽŅĬ 

 
ǒ ĪňŗľĬƟŅĨƞŅĚȮAmlƱespcȮ_lbȮ?srfclrga_rgmlȮKcrfmbȮŏĸŊŀĔĶŅĵĔŅĶȮRwncȮ&'8ȮŏĮƦĬȮMicrosoft: 

Protected EAP (PEAP) ŐĸŃėĸŇĔĮŋƙĴȮConfigure... 

 
ǒ ĪňŗľĬƟŅĨƞŅĚȮCbgrȮNpmrcarcbȮC?NȮNpmncprgcqȮŏĸŊŀĔȮAcprgƱa_rcȮgqqscbȮrm8Ȯeduroam.uxx.ac.th 

ŐĸŃėĸŇĔĮŋƙĴȮOK 



ėŌƞĴŊŀĔŅĶĨŇħĨńŘĚȮP?BGSQȮQcptcpȮĽŜŅľĶńĭĭĶŇĔŅĶȮcbspm_kȮ+ȮK_glȮpc_jkȮ+Ȯ0.01+/0Ȯ+Ȯ43/80 

 

 
ĮĶŃĔŅĵȮĬŅħňȮ&np_i_g>pksrg,_a,rf'ȮĺŇĻĺĔĶĶĴėŀĴıŇĺŏĨŀĶƢȮĴľŅĺŇĪĵŅĸńĵŏĪėőĬőĸĵňĶŅĝĴĚėĸŀňĽŅĬ 

 
ǒ ĪňŗľĬƟŅĨƞŅĚȮAmlƱgure and Authentication Method ėĸŇĔĮŋƙĴȮLcvr 

 
ǒ ĪňŗľĬƟŅĨƞŅĚȮQncagdwȮSqcpȮEpmsnqȮėĸŇĔĮŋƙĴȮNext 



ėŌƞĴŊŀĔŅĶĨŇħĨńŘĚȮP?BGSQȮQcptcpȮĽŜŅľĶńĭĭĶŇĔŅĶȮcbspm_kȮ+ȮK_glȮpc_jkȮ+Ȯ0.01+/0Ȯ+Ȯ44/80 

 

 
ĮĶŃĔŅĵȮĬŅħňȮ&np_i_g>pksrg,_a,rf'ȮĺŇĻĺĔĶĶĴėŀĴıŇĺŏĨŀĶƢȮĴľŅĺŇĪĵŅĸńĵŏĪėőĬőĸĵňĶŅĝĴĚėĸŀňĽŅĬ 

 
ǒ ĪňŗľĬƟŅĨƞŅĚȮAmlƱespcȮRp_dƱaȮAmlrpmjqȮėĸŇĔĮŋƙĴȮNext 

 
ǒ ĪňŗľĬƟŅĨƞŅĚȮAmknjcrgleȮLcuȮGCCCȮ6.0,/VȮQcaspcȮUgpcbȮ_lbȮUgpcjcqqȮAmllcargmlqȮ_lbȮ
P?BGSQȮajgclrqȮėĸŇĔĮŋƙĴȮFinish 



ėŌƞĴŊŀĔŅĶĨŇħĨńŘĚȮP?BGSQȮQcptcpȮĽŜŅľĶńĭĭĶŇĔŅĶȮcbspm_kȮ+ȮK_glȮpc_jkȮ+Ȯ0.01+/0Ȯ+Ȯ45/80 

 

 
ĮĶŃĔŅĵȮĬŅħňȮ&np_i_g>pksrg,_a,rf'ȮĺŇĻĺĔĶĶĴėŀĴıŇĺŏĨŀĶƢȮĴľŅĺŇĪĵŅĸńĵŏĪėőĬőĸĵňĶŅĝĴĚėĸŀňĽŅĬ 

 
ǒ įĸĔŜŅľĬħėŋĦĽĴĭńĨŇŏĔňŗĵĺĔńĭȮP?BGSQȮqcptcpȮdmpȮ6.0,/VȮUgpcjcqqȮmpȮUgpcbȮAmllcargmlqȮĽƞĺĬĕŀĚȮ

RADIUS Client ĝŊŗŀȮeduroam-Radius ŀĵŌƞŒĬĶŅĵĔŅĶȮRADIUS Clients and Servers >> RADIUS 

Clients ĽŅĴŅĶĩĮĶńĭŐĨƞĚœħƟ 

 
ǒ įĸĔŜŅľĬħėŋĦĽĴĭńĨŇŏĔňŗĵĺĔńĭȮP?BGSQȮqcptcpȮdmpȮ6.0,/VȮUgpcjcqqȮmpȮUgpcbȮAmllcargmlqȮĽƞĺĬĕŀĚȮ

Connection Request Policies ĝŊŗŀȮSecure Wireless Connections ŀĵŌƞŒĬĶŅĵĔŅĶȮPolicies >> 

Connection Request Policies ĽŅĴŅĶĩĮĶńĭŐĨƞĚœħƟ 



ėŌƞĴŊŀĔŅĶĨŇħĨńŘĚȮP?BGSQȮQcptcpȮĽŜŅľĶńĭĭĶŇĔŅĶȮcbspm_kȮ+ȮK_glȮpc_jkȮ+Ȯ0.01+/0Ȯ+Ȯ46/80 

 

 
ĮĶŃĔŅĵȮĬŅħňȮ&np_i_g>pksrg,_a,rf'ȮĺŇĻĺĔĶĶĴėŀĴıŇĺŏĨŀĶƢȮĴľŅĺŇĪĵŅĸńĵŏĪėőĬőĸĵňĶŅĝĴĚėĸŀňĽŅĬ 

 
ǒ įĸĔŜŅľĬħėŋĦĽĴĭńĨŇŏĔňŗĵĺĔńĭȮP?BGSQȮserver for 802.1X Wireless or Wired Connections ĽƞĺĬĕŀĚȮ

Network Policies ĝŊŗŀȮSecure Wireless Connections ŀĵŌƞŒĬĶŅĵĔŅĶȮPolicies >> Network 

Policies ĽŅĴŅĶĩĮĶńĭŐĨƞĚœħƟ 

 

 
6.4 ŏıŇŗĴȮPc_jkȮŒľƟȮ?argtcȮBgpcarmpw 

 
ĔĶĦňĪňŗĴňĔŅĶĮĶŃĔŅĻȮ?argtcȮBgpcarmpwȮőħĵĴňȮPc_jkȮľĶŊŀĝŊŗŀŒĬőėĶĚĽĶƟŅĚȮ&Dmpcqr'ȮœĴƞĨĶĚĔńĭĔŅĶŒĝƟĚŅĬĕŀĚȮ
cbspm_kȮěŜŅŏĮƦĬĨƟŀĚĪŜŅŒľƟȮ?argtcȮBgpcarmpwȮĴňȮPc_jkȮĨĶĚȮľĶŊŀŒĝƟĺŇīňĔŅĶŏıŇŗĴȮPc_jkȮŏĕƟŅœĮŒĬőėĶĚĽĶƟŅĚŏħŇĴ 

ǒ ĪňŗőĮĶŐĔĶĴȮServer Manager ĪňŗŏĴĬŌħƟŅĬĭĬĕĺŅȮėĸŇĔŏĴĬŌȮTools >> Active Directory Domains 

and Trusts 

ǒ ĪňŗőĮĶŐĔĶĴȮ?argtcȮBgpcarmpwȮBmk_glqȮ_lbȮRpsqrqȮėĸŇĔĮŋƙĴħƟŅĬĕĺŅĴĕŀĚŏĴŅĽƢĪňŗĶŅĵĔŅĶħƟŅĬĞƟŅĵȮ
ĶŅĵĔŅĶȮActive Directory Domains and Trusts ŐĸƟĺŏĸŊŀĔŏĴĬŌȮProperties 



ėŌƞĴŊŀĔŅĶĨŇħĨńŘĚȮP?BGSQȮQcptcpȮĽŜŅľĶńĭĭĶŇĔŅĶȮcbspm_kȮ+ȮK_glȮpc_jkȮ+Ȯ0.01+/0Ȯ+Ȯ47/80 

 

 
ĮĶŃĔŅĵȮĬŅħňȮ&np_i_g>pksrg,_a,rf'ȮĺŇĻĺĔĶĶĴėŀĴıŇĺŏĨŀĶƢȮĴľŅĺŇĪĵŅĸńĵŏĪėőĬőĸĵňĶŅĝĴĚėĸŀňĽŅĬ 

 
ǒ ĪňŗľĬƟŅĨƞŅĚȮ?argtcȮBgpcarmpwȮBmk_glqȮ_lbȮRpsqrqȮYȮ?B,VVV,BMK?GL,VVVȮ[ȮŏıŇŗĴȮPc_jkȮŒĬĝƞŀĚȮ

Alternative UPN suffixes: uxx.ac.th ŐĸƟĺėĸŇĔĮŋƙĴȮAdd ŐĸŃėĸŇĔĮŋƙĴȮOK ŏıŊŗŀĽŇŘĬĽŋħ 

 
 

6.5 ŐĔƟœĕȮPc_jkȮŒľƟĭńĠĝňįŌƟŒĝƟ 

 
őħĵĮĔĨŇĭńĠĝňįŌƟŒĝƟŒĬȮ?argtcȮBgpcarmpwȮěŃĴňȮPc_jkȮĨŅĴĝŊŗŀŒĬőėĶĚĽĶƟŅĚȮ&Dmpcqr'ȮŏħŇĴȮ
ŐĨƞľŅĔĨƟŀĚĔŅĶŒĝƟŏĮƦĬĭńĠĝňĕŀĚȮcbspm_kȮěŜŅŏĮƦĬĨƟŀĚŐĔƟœĕȮPc_jkȮĕŀĚĭńĠĝňįŌƟŒĝƟħƟĺĵȮőħĵĔŅĶŏĮĸňŗĵĬěŅĔȮ
Pc_jkȮŏħŇĴœĮŏĮƦĬȮPc_jkȮŒľĴƞ 

ǒ ĪňŗőĮĶŐĔĶĴȮServer Manager ĪňŗŏĴĬŌħƟŅĬĭĬĕĺŅȮėĸŇĔŏĴĬŌȮTools >> Active Directory Users and 

Computers 



ėŌƞĴŊŀĔŅĶĨŇħĨńŘĚȮP?BGSQȮQcptcpȮĽŜŅľĶńĭĭĶŇĔŅĶȮcbspm_kȮ+ȮK_glȮpc_jkȮ+Ȯ0.01+/0Ȯ+Ȯ48/80 

 

 
ĮĶŃĔŅĵȮĬŅħňȮ&np_i_g>pksrg,_a,rf'ȮĺŇĻĺĔĶĶĴėŀĴıŇĺŏĨŀĶƢȮĴľŅĺŇĪĵŅĸńĵŏĪėőĬőĸĵňĶŅĝĴĚėĸŀňĽŅĬ 

ǒ ĪňŗőĮĶŐĔĶĴȮ?argtcȮBgpcarmpwȮSqcpqȮ_lbȮAmknsrcpqȮėĸŇĔĶŅĵĔŅĶħƟŅĬĞƟŅĵȮActive Directory 

Users and Computers >> [XXX.DOMAIN.XXX] >> Users 

ǒ ŒĬĶŅĵĔŅĶĭńĠĝňȮŒľƟėĸŇĔŏĴŅĽƢħƟŅĬĕĺŅĪňŗĭńĠĝňĪňŗĨƟŀĚĔŅĶŐĔƟœĕĕƟŀĴŌĸȮŐĸƟĺŏĸŊŀĔŏĴĬŌȮNpmncprgcq 

 
ǒ ĪňŗľĬƟŅĨƞŅĚėŋĦĽĴĭńĨŇĕŀĚįŌƟŒĝƟȮ&SqcpŲqȮNpmncprgcq'ȮėĸŇĔŐĪŖĭȮAccount ŐĸƟĺŏĸŊŀĔȮPc_jkȮ

ěŅĔĶŅĵĔŅĶľĸńĚĭńĠĝňįŌƟŒĝƟȮŏĝƞĬȮ@uxx.ac.th ŐĸŃėĸŇĔȮOK ŏıŊŗŀĽŇŘĬĽŋħ 



ėŌƞĴŊŀĔŅĶĨŇħĨńŘĚȮP?BGSQȮQcptcpȮĽŜŅľĶńĭĭĶŇĔŅĶȮcbspm_kȮ+ȮK_glȮpc_jkȮ+Ȯ0.01+/0Ȯ+Ȯ49/80 

 

 
ĮĶŃĔŅĵȮĬŅħňȮ&np_i_g>pksrg,_a,rf'ȮĺŇĻĺĔĶĶĴėŀĴıŇĺŏĨŀĶƢȮĴľŅĺŇĪĵŅĸńĵŏĪėőĬőĸĵňĶŅĝĴĚėĸŀňĽŅĬ 

 
 

6.6 ŏıŇŗĴȮPc_jkȮŒľƟȮ?argtcȮBgpcarmpwȮŐĸŃŐĔƟœĕȮPc_jkȮŒľƟĭńĠĝňįŌƟŒĝƟĪńŘĚĶŃĭĭħƟĺĵȮQapgnr 

 
ľŅĔĨƟŀĚĔŅĶŏıŇŗĴȮPc_jkȮŒľƟȮ?argtcȮBgpcarmpwȮŐĸŃŐĔƟœĕȮPc_jkȮŒľƟĭńĠĝňįŌƟŒĝƟĪńŘĚĶŃĭĭħƟĺĵȮQapgnrȮ
ĽŅĴŅĶĩħŅĺĬƢőľĸħŐĸŃŏĶňĵĔŒĝƟĽėĶŇĮĨƢĽŜŅŏĶŖěĶŌĮœħƟĪňŗ 
 
https://gallery.technet.microsoft.com/scriptcenter/Add - new-

domain - suffix - and - 9f42e43f  

 

6.7 ŐĔƟœĕœĲĸƢȮp_bgsqb,amld 

 
őħĵĮĶńĭŐĔƟŏĜıŅŃěŋħőħĵŏĪňĵĭěŅĔœĲĸƢȮp_bgsqb+cbspm_k,amld 

https://gallery.technet.microsoft.com/scriptcenter/Add-new-domain-suffix-and-9f42e43f
https://gallery.technet.microsoft.com/scriptcenter/Add-new-domain-suffix-and-9f42e43f


ėŌƞĴŊŀĔŅĶĨŇħĨńŘĚȮP?BGSQȮQcptcpȮĽŜŅľĶńĭĭĶŇĔŅĶȮcbspm_kȮ+ȮK_glȮpc_jkȮ+Ȯ0.01+/0Ȯ+Ȯ50/80 

 

 
ĮĶŃĔŅĵȮĬŅħňȮ&np_i_g>pksrg,_a,rf'ȮĺŇĻĺĔĶĶĴėŀĴıŇĺŏĨŀĶƢȮĴľŅĺŇĪĵŅĸńĵŏĪėőĬőĸĵňĶŅĝĴĚėĸŀňĽŅĬ 

 
cd /etc/freeradius/3.0  

 

nano radiusd.conf  

--------  

# Change some configurations in radiusd.conf as show below  

 

# PROXY CONFIGURATION 

# 

proxy_requests  = yes  

$INCLUDE proxy.conf  

#  eduroam  

$INCLUDE proxy - eduroam.conf  

 

# CLIENTS CONFIGURATION 

# 

$INCLUDE clients.conf  

#  eduroam  

$INCLUDE clients - eduroam.conf  

 
6.8 ŐĔƟœĕœĲĸƢȮnpmvw+cbspm_k,amld 

 
ĮĶńĭŐĔƟŒĬœĲĸƢŏĜıŅŃěŋħĪňŗĨƟŀĚŐĔƟœĕ 
 

cd /etc/freeradius/3.0  

 

nano proxy - eduroam.conf  

--------  

# 

#  home server for local service at NPS  

# 

home_server nps - uxx - ac - th  {  

       type = auth  

       ipaddr = xxx.xxx.xxx.xxx  # 192.168.1.3  

       port = 1812  

       secret = XXXXXXXXXXXXXXXX 

       #src_ipaddr = xxx.xxx.xxx.xxx  

       require_message_authenticator = yes  

 



ėŌƞĴŊŀĔŅĶĨŇħĨńŘĚȮP?BGSQȮQcptcpȮĽŜŅľĶńĭĭĶŇĔŅĶȮcbspm_kȮ+ȮK_glȮpc_jkȮ+Ȯ0.01+/0Ȯ+Ȯ51/80 

 

 
ĮĶŃĔŅĵȮĬŅħňȮ&np_i_g>pksrg,_a,rf'ȮĺŇĻĺĔĶĶĴėŀĴıŇĺŏĨŀĶƢȮĴľŅĺŇĪĵŅĸńĵŏĪėőĬőĸĵňĶŅĝĴĚėĸŀňĽŅĬ 

       status_check = request  

       username = " status_check_user " #"check@u00.ac.th"  

       password = " don't use "  

 

       #check_interval = 30  

       #check_timeout = 8  

 

       #revive_interval = 360  

 

       #response_window = 60  

       #response_timeouts = 8  

 

       #num_answers_to_alive = 3  

       #zombie_period = 60  

}  

 

# 

#  home server pool for local service at NPS  

# 

home_server_pool nps - uxx - ac - th  {  

        type = fail - over  

        home_server = nps - uxx - ac - th  

}  

 

# 

#  realm for local service at NPS  

# 

realm nps. uxx.ac.th  {  

        auth_pool = nps - uxx - ac - th  

        nostrip  

}  

 
 

6.9 ŐĔƟœĕœĲĸƢȮqgrcq+Ȯ_t_gj_`jc-cbspm_k 

 
ĮĶńĭŐĔƟŒĬœĲĸƢŏĜıŅŃěŋħĪňŗĨƟŀĚŐĔƟœĕ 
 

cd /etc/freeradius/3.0  

 



ėŌƞĴŊŀĔŅĶĨŇħĨńŘĚȮP?BGSQȮQcptcpȮĽŜŅľĶńĭĭĶŇĔŅĶȮcbspm_kȮ+ȮK_glȮpc_jkȮ+Ȯ0.01+/0Ȯ+Ȯ52/80 

 

 
ĮĶŃĔŅĵȮĬŅħňȮ&np_i_g>pksrg,_a,rf'ȮĺŇĻĺĔĶĶĴėŀĴıŇĺŏĨŀĶƢȮĴľŅĺŇĪĵŅĸńĵŏĪėőĬőĸĵňĶŅĝĴĚėĸŀňĽŅĬ 

nano sites - available/eduroam  

--------  

authorize {  

  

# Change realm to be LOCAL for local user  

if( ("%{Realm}" =~ / uxx.ac.th $$/) ) {  

  if( ("%{Realm}" =~ /^ uxx.ac.th $$/) ) {  

# 

# If user database is on local (file, LDAP,...),  

# uncomment this block  

# 

#update control {  

# Proxy - To- Realm := LOCAL  

#}  

# 

# -  OR -  

# If user database is on NPS, uncomment ...  

# 

update control {  

 Proxy - To- Realm := "nps. uxx .ac.th"  

}  

 

}  

  ...  

...  

 
6.10 ĪħĽŀĭĨĶĺěĽŀĭĭńĠĝňįŌƟŒĝƟěŅĔȮKgapmqmdrȮLNQȮőħĵĨĶĚ 

 
 

cd /etc/freeradius/3.0/tool  

  

./rad_eap_test - H 192.168.1.3 - P 1812 - S XXXXXXXXXXXXXXXX \  

- u ' user@uxx.ac.th ' \  

- p ' Asdf1234 ' \  

- v - m IEEE8021X \  

- s eduroam - e PEAP - 2 MSCHAPV2 

-------  

access - accept; 0  

RADIUS message: code=2 (Access - Accept) identifier=8 

length=187  



ėŌƞĴŊŀĔŅĶĨŇħĨńŘĚȮP?BGSQȮQcptcpȮĽŜŅľĶńĭĭĶŇĔŅĶȮcbspm_kȮ+ȮK_glȮpc_jkȮ+Ȯ0.01+/0Ȯ+Ȯ53/80 

 

 
ĮĶŃĔŅĵȮĬŅħňȮ&np_i_g>pksrg,_a,rf'ȮĺŇĻĺĔĶĶĴėŀĴıŇĺŏĨŀĶƢȮĴľŅĺŇĪĵŅĸńĵŏĪėőĬőĸĵňĶŅĝĴĚėĸŀňĽŅĬ 

   Attribute 27 (Session - Timeout) length=6  

   Value: 600  

   Attribute 1 (User - Name) length=21  

   Value: ' user@uxx.ac.th '  

   Attribute 79 (EAP - Message) length=6  

   Value: 03080004  

   Attribute 80 (Message - Authenticator) length=18  

   Value: 4f334b7622ec20537 163ac31c1926d84  

 

6.11 ĪħĽŀĭĔŅĶĪŜŅĚŅĬħƟĺĵįŌƟŒĝƟěŅĔŏėĶŊŗŀĚȮP?BGSQȮœĮĵńĚȮKgapmqmdrȮLNQ 

 
ľĬƟŅěŀĪňŗȮ/ 
 

systemctl stop freeradius.service  

freeradius - X 

(stop debugging with CTRL+C)  

  
ľĬƟŅěŀĪňŗȮ0 
 

cd /etc/freeradius/3.0/tool  

  

./rad_eap_test - H 127.0.0.1 - P 1812 - S testing123 \  

- u ' user@uxx.ac.th ' \  

- p ' Asdf1234 ' \  

- v - m IEEE8021X \  

- s eduroam - e PEAP - 2 MSCHAPV2 

-------  

access - accept; 0  

RADIUS message: code=2 (Access - Accept) identifier=8 

length=187  

   Attribute 27 (Session - Time out) length=6  

   Value: 600  

   Attribute 1 (User - Name) length=21  

   Value: ' user@uxx.ac.th '  

   Attribute 79 (EAP - Message) length=6  

   Value: 03080004  

   Attribute 80 (Message - Authenticator) length=18  

   Value: 4f334b7622ec20537163ac31c1926d84   



ėŌƞĴŊŀĔŅĶĨŇħĨńŘĚȮP?BGSQȮQcptcpȮĽŜŅľĶńĭĭĶŇĔŅĶȮcbspm_kȮ+ȮK_glȮpc_jkȮ+Ȯ0.01+/0Ȯ+Ȯ54/80 

 

 
ĮĶŃĔŅĵȮĬŅħňȮ&np_i_g>pksrg,_a,rf'ȮĺŇĻĺĔĶĶĴėŀĴıŇĺŏĨŀĶƢȮĴľŅĺŇĪĵŅĸńĵŏĪėőĬőĸĵňĶŅĝĴĚėĸŀňĽŅĬ 

7) ĔŅĶĨŇħĨńŘĚőħĵĴňȮKgapmqmdrȮ?argtcȮBgpcarmpwȮŏĮƦĬģŅĬĕƟŀĴŌĸĭńĠĝňįŌƟŒĝƟ 

  
ŏĮƦĬĔŅĶĨŇħĨńŘĚŐĸŃĔŜŅľĬħėŋĦĽĴĭńĨŇıŊŘĬģŅĬŒľƟȮP?BGSQȮQcptcpȮĽŅĴŅĶĩĪŜŅĚŅĬĶƞĺĴĔńĭȮKgapmqmdrȮ?argtcȮ
BgpcarmpwȮŏıŊŗŀĨĶĺěĽŀĭįŌƟŒĝƟěŅĔĭńĠĝňįŌƟŒĝƟŒĬȮ?argtcȮBgpcarmpw 
  
ĔŅĶĪŜŅĚŅĬĕŀĚȮP?BGSQȮQcptcpȮěŃĨĶĺěĽŀĭĨńĺĨĬĕŀĚįŌƟŒĝƟįƞŅĬőĮĶŐĔĶĴĳŅĵĬŀĔȮėŊŀȮq_k`_ȮľĶŊŀȮugl`glbȮ
ěŉĚěŜŅŏĮƦĬĨƟŀĚĔŜŅľĬħėŋĦĽĴĭńĨŇĕŀĚȮq_k`_ȮľĶŊŀȮugl`glbȮŒľƟĽŅĴŅĶĩĨŇħĨƞŀĔńĭȮ?argtcȮBgpcarmpwȮŏĽňĵĔƞŀĬ 
  
7.1 ŐĔƟœĕœĲĸƢȮ-cra-pcqmjt,amld 

 
ĮĶńĭŐĔƟŒĬœĲĸƢŏĜıŅŃěŋħĪňŗĨƟŀĚŐĔƟœĕ 
 

nano /etc/resolv.conf  

--------  

...  

search uxx.local  

nameserver <dc_server_address>  # 192.168.1.3  

nameserver <other_dns_server>  # 8.8.8.8  
 
7.2 ŐĔƟœĕœĲĸƢȮ-cra-fmqrq 

 
ĮĶńĭŐĔƟŒĬœĲĸƢŏĜıŅŃěŋħĪňŗĨƟŀĚŐĔƟœĕ 
 

nano /etc/hosts  

--------  

...  

<dc_server_address>    ad.uxx.local    ad.uxx.ac.th   ad 

#192.168.1.3   ad.uxx.local   ad.uxx.ac.th   ad   
  
7.3 ĨŇħĨńŘĚŐıėŏĔěĽĬńĭĽĬŋĬŏĔňŗĵĺĔńĭȮq_k`_*Ȯip`3ȮŐĸŃȮugl`glb 

 
 

 apt install samba winbind krb5 - user krb5 - config - y 

--------  



ėŌƞĴŊŀĔŅĶĨŇħĨńŘĚȮP?BGSQȮQcptcpȮĽŜŅľĶńĭĭĶŇĔŅĶȮcbspm_kȮ+ȮK_glȮpc_jkȮ+Ȯ0.01+/0Ȯ+Ȯ55/80 

 

 
ĮĶŃĔŅĵȮĬŅħňȮ&np_i_g>pksrg,_a,rf'ȮĺŇĻĺĔĶĶĴėŀĴıŇĺŏĨŀĶƢȮĴľŅĺŇĪĵŅĸńĵŏĪėőĬőĸĵňĶŅĝĴĚėĸŀňĽŅĬ 

Default Kerberos version 5 realm:  

  UXX.LOCAL 

  

Kerberos servers for your realm:  

  ad.uxx.local  

  

Administrative server for your Kerberos realm:  

  ad.uxx.local  

 
ĩƟŅœĴƞıĭľĬƟŅěŀĔŅĶĨńŘĚėƞŅȮĽŅĴŅĶĩĔŜŅľĬħėŋĦĽĴĭńĨŇŀňĔėĶńŘĚ 
 

 dpkg - reconfigure - plow krb5 - config  

 
7.4 ŐĔƟœĕœĲĸƢȮ-cra-q_k`_-qk`,amld 

 
ĮĶńĭŐĔƟŒĬœĲĸƢŏĜıŅŃěŋħĪňŗĨƟŀĚŐĔƟœĕȮŐĸŃŏıŇŗĴ 
 

nano /etc/samba/smb.conf  

--------  

[global]  

 

# Change this to the workgroup/NT - domain name ...  

    workgroup = UXX 

 

# Add new all lines below to this location  

    security = ADS  

    realm = UXX.LOCAL 

    encrypt passwords = yes  

    client use spnego = yes  

 

    idmap config *:backend = tdb  

    idmap config *:range = 1000 - 9999  

    idmap config UXX:backend = ad  

    idmap config UXX:schema_mode = rfc2307  

    idmap config UXX:range = 10000 - 99999  

 

    winbind nss info = rfc2307  

    winbind trusted domains only = no  



ėŌƞĴŊŀĔŅĶĨŇħĨńŘĚȮP?BGSQȮQcptcpȮĽŜŅľĶńĭĭĶŇĔŅĶȮcbspm_kȮ+ȮK_glȮpc_jkȮ+Ȯ0.01+/0Ȯ+Ȯ56/80 

 

 
ĮĶŃĔŅĵȮĬŅħňȮ&np_i_g>pksrg,_a,rf'ȮĺŇĻĺĔĶĶĴėŀĴıŇĺŏĨŀĶƢȮĴľŅĺŇĪĵŅĸńĵŏĪėőĬőĸĵňĶŅĝĴĚėĸŀňĽŅĬ 

    winbind use default domain = yes  

    winbind enum users  = yes  

    winbind enum groups = yes  

    winbind refresh tickets = yes  

...  

 
7.5 ŐĔƟœĕœĲĸƢȮ-cra-ip`3,amld 

 
ĮĶńĭŐĔƟŒĬœĲĸƢŏĜıŅŃěŋħĪňŗĨƟŀĚŐĔƟœĕ 
 

nano /etc/krb5.conf  

--------  

[libdefaults]  

    default_realm = UXX.LOCAL 

    dns_lookup_realm = false  

    dns_lookup_kdc = true  

    forwardable = true  

  

[realms]  

    UXX.LOCAL = {  

        kdc = ad.uxx.local  

        admin_ server = ad.uxx.local  

    }  

  

[domain_realm]  

    . uxx.local  = UXX.LOCAL 

    uxx .local  = UXX.LOCAL 
 
7.6 ĶňĽĨŅĶƢĨőĮĶŐĔĶĴȮq_k`_ 

 
 

/etc/init.d/samba restart  

  
7.7 Join ŏėĶŊŗŀĚȮP?BGSQȮQcptcpȮœĮŏĮƦĬĽĴŅĝŇĔĕŀĚȮ?argtcȮBgpcarmpwȮBmk_gl 

 
  

net ads join - U Administrator  
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ĮĶŃĔŅĵȮĬŅħňȮ&np_i_g>pksrg,_a,rf'ȮĺŇĻĺĔĶĶĴėŀĴıŇĺŏĨŀĶƢȮĴľŅĺŇĪĵŅĸńĵŏĪėőĬőĸĵňĶŅĝĴĚėĸŀňĽŅĬ 

--------  

Enter Administrator's password: <Administratorôs password> 

Using short domain name --  UXX 

Joined 'YOUR - RADIUS- SERVER' to dns domain ' UXX.LOCAL'  
 
7.8 ĶňĽĨŅĶƢĨőĮĶŐĔĶĴȮq_k`_ȮŐĸŃȮugl`glb 

 
  

/etc/init.d/samba restart  

/etc/init.d/winbind restart  

  

7.9 ĪħĽŀĭįĸĔŅĶȮHmglȮŏėĶŊŗŀĚȮP?BGSQȮQcptcpȮœĮŏĮƦĬĽĴŅĝŇĔĕŀĚȮ?argtcȮBgpcarmpwȮBmk_gl 

 
 

wbinfo - u 

--------  

administrator  

user  

and other users  

 
ľŅĔœĴƞœħƟįĸȮőħĵĴńŗĬŒěĺƞŅȮ?argtcȮBgpcarmpwȮĪŜŅĚŅĬȮŐĸŃœĲĸƢėŋĦĽĴĭńĨŇĩŌĔĨƟŀĚȮŒľƟħŜŅŏĬŇĬĔŅĶĞŘŜŅŒĬĕƟŀȮ13+15 
 
7.10 ĪħĽŀĭŒĝƟĭńĠĝňįŌƟŒĝƟěŅĔȮ?argtcȮBgpcarmpw 

 
  

/usr/bin/ntlm_auth -- domain= UXX.LOCAL -- username= user  \  

-- password= Asdf1234  

--------  

NT_STATUS_OK: Success (0x0)  

  
  
7.11 ŏıŇŗĴĽŇĪīŇśŒľƟįŌƟŒĝƟĪňŗĶńĬőıĶŏĞĽȮP?BGSQȮQcptcpȮŏĕƟŅŒĬĔĸŋƞĴĕŀĚįŌƟŒĝƟĪňŗĶńĬőĮĶŏĞĽȮugl`glb 

 
 

chown root:winbindd_priv /var/lib/samba/winbindd_privileged  
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ĮĶŃĔŅĵȮĬŅħňȮ&np_i_g>pksrg,_a,rf'ȮĺŇĻĺĔĶĶĴėŀĴıŇĺŏĨŀĶƢȮĴľŅĺŇĪĵŅĸńĵŏĪėőĬőĸĵňĶŅĝĴĚėĸŀňĽŅĬ 

 

usermod - a - G winbindd_priv freerad  

 
7.12 ŐĔƟœĕœĲĸƢȮkmbsjcq-kqaf_n+cbspm_k 

 
ĮĶńĭŐĔƟŒĬœĲĸƢŏĜıŅŃěŋħĪňŗĨƟŀĚŐĔƟœĕ 
 

cd /etc/freeradius/3.0  

  

nano modules/mschap - eduroam  

--------  

mschap mschap - eduroam {  

use_mppe = yes  

 

require_encryption = yes  

require_strong = yes  

  

ntlm_auth = "/usr/bin/ntlm_auth -- request - nt - key --

domain=UXX.LOCAL -- username=%{Stripped - User - Name} -

- challenge=%{mschap:Challenge: - 00} -- nt -

response=%{mschap:NT - Response: - 00}"  

  

#ntlm_auth_timeout = 10  

...  

}  

 
7.13 ŐĔƟœĕœĲĸƢȮqgrcq+_t_gj_`jc-cbspm_k+gllcp+rsllcj 

 
ĮĶńĭŐĔƟŒĬœĲĸƢŏĜıŅŃěŋħĪňŗĨƟŀĚŐĔƟœĕ 
 

nano sites - available/eduroam - inner - tunnel  

--------  

authorize {  

...  

group {  

    #  Read the 'users - eduroam' file  

    files - eduroam {  

         # return if match  
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ĮĶŃĔŅĵȮĬŅħňȮ&np_i_g>pksrg,_a,rf'ȮĺŇĻĺĔĶĶĴėŀĴıŇĺŏĨŀĶƢȮĴľŅĺŇĪĵŅĸńĵŏĪėőĬőĸĵňĶŅĝĴĚėĸŀňĽŅĬ 

         ok = return  

         updated = return  

    }  

    # 

    # for LDAP  

    #ldap - eduroam {  

    #     # return if match  

    #     ok = return  

    #     updated = return  

    #}  

    # for Active Directory  

    mschap- eduroam {  

         # return if match  

         ok = return  

         updated = return  

    }  

    # for MySQL  

    #sql -  eduroam {  

    #     # return if match  

    #     ok = return  

    #     updated = return  

    #}  

    ...  

}  

...  

}  

  

authenticate {  

  # PAP Authentication  

     Auth - Type PAP {  

             pap  

     }  

  

 # MSCHAP Authentication  

     # for file - eduroam and/or LDAP and/or MySQL  

     #Auth - Type MS - CHAP {  

     #    mschap 

     #}  

  

 # MSCHAP Authentication  

     # for Active Directory  
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ĮĶŃĔŅĵȮĬŅħňȮ&np_i_g>pksrg,_a,rf'ȮĺŇĻĺĔĶĶĴėŀĴıŇĺŏĨŀĶƢȮĴľŅĺŇĪĵŅĸńĵŏĪėőĬőĸĵňĶŅĝĴĚėĸŀňĽŅĬ 

     Auth - Type MS - CHAP {  

      mschap- eduroam  

     }  

  

     eap - eduroam  

}  

...  

 

7.14 ŏĮƕħŒĝƟĚŅĬőĴħŌĸȮkqaf_n+cbspm_k 

 
  

cd /etc/freeradius/3.0/mods - enabled  

 

ln - s ../mods - available/mschap - eduroam  
  
7.15 ŏĮĸňŗĵĬĽŇĪīŇśľĶŊŀŏěƟŅĕŀĚĕŀĚœĲĸƢ 

 
 

chgrp - R freerad /etc/freeradius  

  
7.16 ĪħĽŀĭĔŅĶĪŜŅĚŅĬħƟĺĵįŌƟŒĝƟěŅĔȮ?argtcȮBgpcarmpw 

 
ľĬƟŅěŀĪňŗȮ/ 
 

systemctl stop freeradius.service  

freeradius - X 

(stop debugging with CTRL+C)  

  
ľĬƟŅěŀĪňŗȮ0 
 

cd /etc/freeradius/3.0/tool  

  

./rad_eap_test - H 127.0.0.1 - P 1812 - S testing123 \  

- u ' user@uxx.ac.th ' \  

- p ' Asdf1234 ' \  

- v - m IEEE8021X \  
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ĮĶŃĔŅĵȮĬŅħňȮ&np_i_g>pksrg,_a,rf'ȮĺŇĻĺĔĶĶĴėŀĴıŇĺŏĨŀĶƢȮĴľŅĺŇĪĵŅĸńĵŏĪėőĬőĸĵňĶŅĝĴĚėĸŀňĽŅĬ 

- s eduroam - e PEAP - 2 MSCHAPV2 

-------  

access - accept; 0  

RADIUS message: code=2 (Access - Accept) identifier=8 

length=187  

   Attribute 27 (Session - Timeout) length=6  

   Value: 600  

   Attribute 1 (User - Name) length=21  

   Value:  ' user@uxx.ac.th '  

   Attribute 79 (EAP - Message) length=6  

   Value: 03080004  

   Attribute 80 (Message - Authenticator) length=18  

   Value: 4f334b7622ec20537163ac31c1926d84   



ėŌƞĴŊŀĔŅĶĨŇħĨńŘĚȮP?BGSQȮQcptcpȮĽŜŅľĶńĭĭĶŇĔŅĶȮcbspm_kȮ+ȮK_glȮpc_jkȮ+Ȯ0.01+/0Ȯ+Ȯ62/80 

 

 
ĮĶŃĔŅĵȮĬŅħňȮ&np_i_g>pksrg,_a,rf'ȮĺŇĻĺĔĶĶĴėŀĴıŇĺŏĨŀĶƢȮĴľŅĺŇĪĵŅĸńĵŏĪėőĬőĸĵňĶŅĝĴĚėĸŀňĽŅĬ 

ĔŅĶĨŇħĨńŘĚȮUgpcjcqqȮAmlrpmjjcpȮľĶŊŀȮ?lmlwkmsqȮ?aacqqȮNmglrȮĶƞĺĴĔńĭȮP?BGSQȮQcptcp 

  
RADIUS Server: ŐĔƟœĕœĲĸƢȮajgclrq,amldȮľĶŊŀȮajgclrq+cbspm_k,amld 

 
ŏıŇŗĴȮGNȮ_bbpcqqȮľĶŊŀŏėĶŊŀĕƞŅĵĕŀĚȮ?lmlwkmsqȮ?aacqqȮNmglr 

 
cd /etc/freeradius/3.0  

 

nano clients.conf  

--------  

client <ip_or_network_of_access_point_or_wlc>  {  

 secret = testing123  

shortname  = my_access_point  

}  

 

client 172.16.11.8  {  

 secret = secret_for_172_16_11_8  

 shortname  = ap_172_16_11_8  

}  

 

client 192.168.0.0/24  {  

 secret = secret_for_net_192_168_0_0_24  

 shortname  = ap_in_net_192_168_0_0_24  

}  

 
Cisco Wireless Controller 

 
1.  Add/Edit RADIUS profile 
SECURITY > AAA > RADIUS > Authentication > [Newé] or Edit 

Server IP Address(Ipv4/Ipv6): <radius_server_ip_address>  

Shared Secret Format: ASCII  

Shared Secret: <secret_shared_with _radius_server>  

Confirm Shared Secret: <secret_shared_with _radius_server>  

Key Wrap: [ ]  

Port Number: 1812  

Server Status: Enabled  

Network User: [/] Enable  
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ĮĶŃĔŅĵȮĬŅħňȮ&np_i_g>pksrg,_a,rf'ȮĺŇĻĺĔĶĶĴėŀĴıŇĺŏĨŀĶƢȮĴľŅĺŇĪĵŅĸńĵŏĪėőĬőĸĵňĶŅĝĴĚėĸŀňĽŅĬ 

 

 
SECURITY > AAA > RADIUS > Accounting > [Newé] or Edit 

Server IP Address(Ipv4/Ipv6): <radius_server_ip_address>  

Shared Secret Format:  ASCII  

Shared Secret: <secret_shared_with _radius_server>  

Confirm Shared Secret: <secret_shared_with _radius_server>  

Port Number: 1813  

Server Status: Enabled  

Network User: [/] Enable  
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ĮĶŃĔŅĵȮĬŅħňȮ&np_i_g>pksrg,_a,rf'ȮĺŇĻĺĔĶĶĴėŀĴıŇĺŏĨŀĶƢȮĴľŅĺŇĪĵŅĸńĵŏĪėőĬőĸĵňĶŅĝĴĚėĸŀňĽŅĬ 

 
2.  Add/Edit Wireless LAN profile 
WLANs > WLANs > WLANs > [Create newé] or Edit 

Type: [WLAN]  

Profile Name: <wlan_profile>  

SSID: <wlan_ssid>  

 

 

 
WLANs > WLANs > WLANs > [wlan_profile] > Security > Layer 2  

Layer 2 Security: WPA+WPA2  

  

WPA+WPA2 Parameters  

WPA Policy: [ ]  

WPA2 Policy - AES: [/]  

  



ėŌƞĴŊŀĔŅĶĨŇħĨńŘĚȮP?BGSQȮQcptcpȮĽŜŅľĶńĭĭĶŇĔŅĶȮcbspm_kȮ+ȮK_glȮpc_jkȮ+Ȯ0.01+/0Ȯ+Ȯ65/80 

 

 
ĮĶŃĔŅĵȮĬŅħňȮ&np_i_g>pksrg,_a,rf'ȮĺŇĻĺĔĶĶĴėŀĴıŇĺŏĨŀĶƢȮĴľŅĺŇĪĵŅĸńĵŏĪėőĬőĸĵňĶŅĝĴĚėĸŀňĽŅĬ 

Authentication Key Management  

802.1X: [/] Enable  

 

 
WLANs > WLANs > WLANs > [wlan_profile] > Security > AAA Server  

    Authentication Servers Accounting Servers  

     [/] Enabled        [/] Enabled  

Server 1    [ auth_radius_ip:port ]  

            [ acct_radius_ip:port ]   

  

Radius Server Accounting  

Interim Update: [/]  
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ĮĶŃĔŅĵȮĬŅħňȮ&np_i_g>pksrg,_a,rf'ȮĺŇĻĺĔĶĶĴėŀĴıŇĺŏĨŀĶƢȮĴľŅĺŇĪĵŅĸńĵŏĪėőĬőĸĵňĶŅĝĴĚėĸŀňĽŅĬ 

 

 

  
Aruba Wireless Controller 

 
 

1.  Create RADIUS Server profile 
Configuration > Security > Authentication > Servers > RADIUS Server 
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ĮĶŃĔŅĵȮĬŅħňȮ&np_i_g>pksrg,_a,rf'ȮĺŇĻĺĔĶĶĴėŀĴıŇĺŏĨŀĶƢȮĴľŅĺŇĪĵŅĸńĵŏĪėőĬőĸĵňĶŅĝĴĚėĸŀňĽŅĬ 

 
2.  Edit RADIUS Server profile 

Configuration > Security > Authentication > Servers > RADIUS Server > eduroam 

 
3.  Create Server Group profile 

Configuration > Security > Authentication > Servers > Server Group 

 
4.  Add RADIUS to Server Group profile 
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ĮĶŃĔŅĵȮĬŅħňȮ&np_i_g>pksrg,_a,rf'ȮĺŇĻĺĔĶĶĴėŀĴıŇĺŏĨŀĶƢȮĴľŅĺŇĪĵŅĸńĵŏĪėőĬőĸĵňĶŅĝĴĚėĸŀňĽŅĬ 

Configuration > Security > Authentication > Servers > Server Group > eduroam 

 
5.  Create L2 Authentication profile 

Configuration > Security > Authentication > L2 Authentication > 802.1X Authenticaion 
Profiles 

 
6.  Edit L2 Authentication profile 

Configuration > Security > Authentication > L2 Authentication > 802.1X Authenticaion 
Profiles > eduroam 
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ĮĶŃĔŅĵȮĬŅħňȮ&np_i_g>pksrg,_a,rf'ȮĺŇĻĺĔĶĶĴėŀĴıŇĺŏĨŀĶƢȮĴľŅĺŇĪĵŅĸńĵŏĪėőĬőĸĵňĶŅĝĴĚėĸŀňĽŅĬ 

 
7.  Create AAA Authentication profile 

Configuration > Security > Authentication > AAA Authentication 


