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Ubuntu 23.04 (lunar)

cat /etc/os - release
Freeradius 3.0
freeradius -V

radius.abc.uxx.ac.th (192.168.1.111)

enHLIT AT NI KNI ENKOm RERNAE KKK SRNIENO & |
&ENO6) RT o) TNI6G6EKELKONEENKOGNrFJinkoeé

| N +

+--- | eduroam -TH |

| R +

| 202.28.112.6

I

| N +

+--- | RADIUS server | Main Realm

| B + eduroam@uxx.ac.th

| radius.uxx.ac.th (192.168.1.1)

I

| Fommmm e +

+--- | RADIUS server | Sub - Realm

| Fommmm e + eduroam@abc.uxx.ac.th

I

I

I

I
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ad.uxx.ac.th (192.168.1.3)
ipaddr = XXX.XXX.XXX.XXX

port = 1812

secret = XXXXXXXXXXXXXXXX

| R +

+--- | LDAP/MySQL server | Idap.uxx.ac.th

| e + user@uxx.ac.th
| Idap.uxx.ac.th (192.168.1.2)

| mysql.uxx.ac.th (192.168.1.2)

| (radius:radpass@mysql.uxx.ac.th/radius)

| or

| o +

+--- | Microsoft NPS | ad.uxx.local/lUXX.LOCAL
| B + user@uxx.ac.th
|

|

|

I

I

+

--- [WLC or AP ]

== Hosts Account/Password ==
Linux: root/asdf
Windows: Administrator/Asdf1234
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1.1 A1 6EKhO1 é6EeknNNLnh Ok NOI é6E&1 DRI |

apt update
apt upgrade -y

F NeT el EKALT NKQT 6éKnRr | E
apt install ntp -y

12T NhT dBE GOxeNbCH 6e@E & LT AT LT nl

apt install freeradius -y
apt install easy -rsa -y
apt install wget -y

13ANI T Q6T Kk hOkNeél Joer kO eKNr I EINFLSNI

6] RIT6éeKNRNr I EJNIT KPP B G &M &INLICSRRHEIGHS ((IES
Qc p € cUpNPl E 6 it fE-goghd e

apt install eapoltest -y

cd /etc/freeradius/ 3.0

wget \

https://lwww.rmuti.ac.th/user/prakai/p/2023 - 12- freeradius - test -
tool.tar.gz

tar vxfz 2023 -12- freeradius - test -tool.tar.gz
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14 NI T Q6T khgnhoelkdenBLITYT AT NLSNOKRE |
6] RT celdk QlenHLIT AT NLSNOKR&EKO|] & Neeh 6K hi
cd /etc/freeradius/3.0

wget \ https://www.rmuti.ac.th/user/prakai/p/2023 -12-
freeradius - 3- ubuntu - eduroam.tar.gz

1.50T EceDk QéenHLIT AT NLSNOKRE&KO]

OT EcelkéenH#LIT AT NLSNOKReKO] O6hj] celdk q
KIi 37 InERh @kl@eEBc§NID 1 Dr | E 661 DRI I NEl cel

tar vxfz 2023 - 12- freeradius - 3- ubuntu - eduroam.tar.gz

S KReEKO] JAhnkE

N T LSNIKAT (

KN]ENK@UK@énHEjTﬁTNL N &
denHLIHPE B PEGOHOHD M, | G 1

radiusd - eduroam.conf

ENKeENhEKEtEfK@IT] OBIEYISE KNI O

eduroam - realm - checks.conf

eduroam - mon- checks.conf

O«

0 | KNENL ceGld@rckiry it aiONGg QlIORIBIE® § & O
sites - available/eduroam - main
sites - available/eduroam - sub
sites - available/edur oam- inner - tunnel
sites - available/eduroam - status

ENKO ®@NIBlg XIDIPP Bl D@ K@ @m £ O] k O
proxy - eduroam - main.conf

proxy - eduroam - sub.conf

clients - eduroam - main.conf

clients - eduroam - sub.conf

enHL CIOKODND P h Ok 1Oc p

mods- available/eap - eduroam

mods- config/attr_filter/pre - proxy

O«

O«

z -
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3T AGgnj] OBEFIOOT T Ik q
mods- available/files - eduroam
mods- config/files - eduroam/accounting
mods- config/files - eduroam/pre - proxy
mods- config/files - eduroam/authorize

T n G 3§ 20ONSWEY cSpe t NcEpO

mods- available/  Idap - eduroam

T A GaKig a0 rNEXar gt c OBgpcar mpw
mods- available/mschap - eduroam

I A G gkivi QIE] g0 p\t EcOp

mods- available/sq|l - eduroam

mods- config/sqgl/main/mysql/queries - eduroam.conf

O¢

O«

O«

1.6 OE Opeé loegdx @l©, a ml d
6hj | Kni OE ©® G kegossepiprh 6kh,j amind 7 & NE celJk QO
cd /etc/freeradius/3.0

nano radiusd.conf

# Change some configurations in radiusd.conf as show below

# PROXY CONFIGURATION

#

proxy_requests =yes
$INCLUDE proxy.conf

# eduroam

$INCLUDE proxy - eduroam.conf

# CLIENTS CONFIGURATION

#

$INCLUDE clients.conf

# eduroam

$INCLUDE clients - eduroam.conf
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cd /etc/freeradius/3.0

Cp proxy - eduroam - main.conf proxy - eduroam.conf
cp clients - eduroam - main.conf clients - eduroam.conf
cp sites - available/eduroam - main sites - available/eduroam

1.8 OE Oregmetlw @® k , aml d
] KAT OEGEI celJk Q6 G1 NNénhl nrl e EOE©G®é
cd /etc/freeradius/3.0

nano proxy - eduroam.conf

# Realm of UXX.AC.TH at local service
#
realm uxx.ac.th {

auth_pool = localhost

nostrip

}

#

# All sub - realm of UXX.AC.TH

#

realm ~. uxx.ac.th {
virtual_server = auth - reject
nostrip

}

19 O0E 6qegodt)ggdjO " j c-cbspm_k
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cd /etc/freeradius/3.0
nano sites - available/eduroam

authorize {

# Change realm to be LOCAL for local user

if( ("%{Realm}" =~/ uxx.ac.th  $%/)) {
if( ("%{Realm}" =~ /» uxx.ac.th  $%/)) {
#

# If user database is on local (file, LDAP,...),
# uncomment this block
#
update control {
Proxy - To- Realm := LOCAL

}
#
# - OR-
# If user database is on NPS, uncomment ...
#
#update control {
# Proxy - To- Realm :="nps. uxx.ac.th
#}
}
}
pre - proxy {

# Update Operator - Name to IdP
if ('Operator - Name) {
update proxy - request {
Operator - Name :="1 uxx.ac.th

}
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cd /etc/freeradius/3.0/sites

rm - f default
rm - finner
In -s../sites
In -s../sites
In -s../sites
cd ..

- tunnel

Gl g6 h

rr

- enabled

- available/eduroam
- available/eduroam
- available/eduroam

-inner - tunnel
- status

1.116 | vhcE&nO$ O KONHERs p m_ k

cd /etc/freeradius/3.0/mods

In -s../mods
In -s../mods
cd ..

- available/eap
- available/files

1.12 I K OAE paldx @O _

| KAT OEOEI celJk A6 G1 NN&nhl narl

cd /etc/freeradius/3.0/certs

rm?*

- enabled

- eduroam
- eduroam

rc

cp /usr/share/doc/freeradius/examples/certs/* .

nano ca.cnf

[ CA _default ]

Ve
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default_days = 3650

[certificate_authority]

countryName = TH

stateOrProvinceName = Bangkok

localityName = -

organizationName = XX University

emailAddress = eduroam@uxx.ac.th
commonName = "UXX Wi - Fi Certificate Authority"

nano server.cnf

[ CA_default ]

default_days

= 3650
[server]
countryName = TH
stateOrProvinceName = Bangkok
localityName = -
organizationName = XX University
emailAddress = eduroam@uxx.ac.th
commonName = "UXX Wi - Fi Certificate”

nano client.cnf

[ CA_default]

default_days

= 3650
[client]
countryName = TH
stateOrProvinceName = Bangkok
localityName = -
organizationName = XX University
emailAddress = eduroam@uxx.ac.th

| KNE&I) ©O1 iINhdi®d K ErKK,J éd , Jn N1 GT I KqOJ
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commonName = eduroam@uxx.ac.th

nano Makefile

$(OPENSSL) dhparam - dsaparam - out dh $(DH_KEY_SIZE)
./bootstrap

cd ..

1136 ] kArj T LNTTNSIKRIFI3&ONel Eé&l EclJk (]

chown - R freerad:freerad /etc/freeradius/3.0

~

1.141T AL T ENKI SNENIT O7T 71 DRT g NI
T AGgNnj] OO EYH olisSoNidrilks 1 T - Edi¥olmladindiizé T | ] On &I oceld

nano mods - config/files - eduroam/authorize

eduroam Cleartext - Password:="TESTING -PASSWORD"
'T eNél T ar O/

systemctl stop freeradius.service
freeradius - X

(stop debugging with CTRL+C)
'TOeNeéFT Ar 00

cd /etc/freeradius/3.0/tool
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Jrad_eap_test -H127.0.0.1 -P 1812 - Stestingl23 \
- u'eduroam@ uxx.ac.th ' \
-p' TESTING PASSWORD\
-v -mIEEE8021X \
-s eduroam -e PEAP -2 MSCHAPV2

access - accept; 0

RADIUS message: code=2 (Access - Accept) identifier=8
length=187
Attribute 27 (Session - Timeout) length=6
Value: 600
Attribute 1 (User - Name) length=21

Value: 'eduroam@ uxx.ac.th '

Attribute 79 (EAP - Message) length=6
Value: 03080004

Attribute 80 (Message - Authenticator) length=18
Value: 6668fe5¢c30e59946dc91ad7200c0a810
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cd /etc/freeradius/3.0

nano radiusd.conf

# Change some configurations in radiusd.conf as show below

# PROXY CONFIGURATION

#

proxy_requests =yes
$INCLUDE proxy.conf

# eduroam

$INCLUDE pr oxy - eduroam.conf

# CLIENTS CONFIGURATION

#

$INCLUDE clients.conf

# eduroam

$INCLUDE clients - eduroam.conf

22 OE Onegtetw @®  k , aml d
] KAT OEOEl celJk Q6 G1 NNénhlnrl e EOE©G®é
cd /etc/freeradius/3.0

nano proxy - eduroam.conf
R
#
# eduroam - TH NRO service configuration
#

Ve
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# home server for eduroam - TH NRO

#

# - Primary NRO home server

home_server eduroam -NRQO1 {
type = auth+acct
ipaddr=  202.28.112.6
port = 1812
secret=  XXXXXXXXXXXXXXXX
#src_ipaddr = XXX.XXX.XXX. XXX
status_check = status - server
require_message_authenticator = yes

230EQage ge®ls @@ _ k , aml d
] KAT OEGEI celJk Q6 G1 NNénhlT nrl e EOE©G®é

cd /etc/freeradius/3.0

nano clients - eduroam.conf
#
# eduroam - TH server (NRO)
#

client eduroam -NRG1{
ipaddr= 202.28.112.6 #UniNet
secret = XXXXXXXXXXXXXXXX
require_message_authenticator = no
shortname = eduroam - NRO
#virtual_server = eduroam

24T h LI T E N Kl bSsNeEMSEBIMDB (1§ | O© EH ©0
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systemctl stop freeradius.service
freeradius -X
(stop debugging with CTRL+C)

T eN&lTnr 00

cd /etc/freeradius/3.0/tool

Jrad_eap_test -H127.0.0.1 -P 1812 - Stestingl23 \
-u' eduroam@uni.net.th "\
-p' AskToUniNet ' \
-v -mIEEE8021X \
-seduroam -e PEAP -2 MSCHAPV2

access - accept; 0

RADIUS message: code=2 (Access - Accept) identifier=8
length=187
Attribute 27 (Session - Timeout) length=6
Value: 600
Attribute 1 (User - Name) length=21
Value:' eduroam@uni.net.th '
Attribute 79 (EAP - Message) length=6
Value: 03080004
Attribute 80 (Message - Authenticator) length=18

Value: 4f334b7622ec20537163ac31c1926d84
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cd /etc/freeradius/3.0

nano radiusd.conf

6hj | KAT OFE 6 G gNsepirh 6kh,j admlIAd ¥ & NE celdk 0[O

# Change some configurations in radiusd.conf as show below

# PROXY CONFIGURATION

#

proxy_requests =yes
$INCLUDE proxy.conf

# eduroam

$INCLUDE proxy - eduroam.conf

# CLIENTS CONFIGURATION

#

$INCLUDE clients.conf

# eduroam

$INCLUDE clients - eduroam.conf

3.20EOmpgwtw @® k, aml d
] KAT OEOEI elJk Q6 Gi NN&nhl
cd /etc/freeradius/3.0

nano proxy - eduroam.conf

# home server for ABC.UXX.AC.TH
#
home_server abc-uxx-ac-th {

nr 1 ©Ff EOQOE ©xé
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type = auth+acct

ipaddr = XXX.XXX.XXX.XXX #192.168.1.111

port = 1812

secret = XXXXXXX XXX XXXXXX
#src_ipaddr = XXX.XXX.XXX. XXX
status_check = status - server
require_me ssage_authenticator = yes

}

#

# home server pool for ABC.UXX.AC.TH

#

home_server_pool abc-uxx-ac-th {
type = fall - over
home_server =  abc- uxx - ac- th

}

#

# realm for ABC.UXX.AC.TH

#

realm abc.uxx.ac.th {
auth_pool = abc - uxx - ac- th
nostrip

}

3.30Ecadege®ls@gn _ k, aml d
| Kn7 OEOEI =Dk 6 G1 NNé&

cd /etc/freeradius/3.0

nano clients - eduroam.conf
#
# ABC.UXX.AC.TH server --  Sub- Realm
#

client abc-uxx-ac-th {

N h

T ard

ipaddr = XXX.XXX.XXX.XXX #192.168.1.111

netmask = 32

Ve
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secret =  XXXXXXXXXXXXXXXX
require_message_authenticator = no
shorthame =  abc- uxx - ac- th
nastype = other

341 h L I T E N Kcl bSsNsEMNH ikhéeK &) QREEspicsr kN BN KT n |

TnGgnj O6 &S GINT rKd

mods- config/files - eduroam/authorize

ONeéel T fnr Of
systemctl stop freeradius.service
freeradius - X
(stop debugging with CTRL+C)

I

ON&FT Ar OO

cd /etc/freeradius/3.0/tool

Jrad_eap_test -H127.0.0.1 -P 1812
- U 'eduroam@ abc.uxx.ac.th
-p' TESTING PASSWORD\
-v -m IEEE8021X \
- s eduroam
access - accept; 0
RADIUS message: code=2 (Access
length=187
Attribute 27 (Session
Value: 600
Attribute 1 (User
Value: 'eduroam@
Attribute 79 (EAP
Value: 03080004
Attribute 80 (Message

abc.xx.ac.th

| KNE&#H O iNhdi8p_K

~

§ KEMIKH @&l @71 K NOENE | n |

-Stestingl 23\

\

-e PEAP -2 MSCHAPV2

- Accept) identifier=8
- Timeout) length=6

- Name) length=21

- Message) length=6

- Authenticator) length=18
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Value: 4f334b7622ec20537163ac31c1926d84
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AE NKT NBI?2NOBR@pIgND@E 6F J Ok T nG§ i

6] RT ENKT NAT nRE B 6 NNSIINK hBeSNER0IE T il € No OF
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PasswordPhksword)

ENKI EADEUSISENGEN h T §) B & Kjm KifEdo® B BEB O Qo p |

416 e KEL KBRENORIchDic @l O

~

TniclelKENKONET e BESIDRE pt épEe&e ol JOkj O6d

dn: dc=uxx,dc=ac,dc=th
objectClass: top
objectClass: organization
dc:u

dn: ou=People,dc=uxx,dc=ac,dc=th
ou: People

objectClass: top

objectClass: organizationalUnit

dn: ou=Group,dc=uxx,dc=ac,dc=th
ou: Group

objectClass: top

objectClass: organizationalUnit

dn: cn=Users,ou=Group,dc=uxx,dc=ac,dc=th
cn: Users

objectClass: posixGroup

gidNumber: 1001

description: Group of Users on Unix System

dn: uid=user,ou=People,dc=uxx,dc=ac,dc=th
cn: User

sn: User

objectClass: top
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objectClass: posixAccount

objectClass: shadowAccount

objectClass: inetOrgPerson

objectClass: s ambaSamAccount

uid:  user

uidNumber: 1001

gidNumber: 1001

loginShell: /bin/bash

homeDirectory: /home/user

gecos: User User

description: User User

displayName: User User

sambaAcctFlags: [U ]

sambalMPassword: CBDFD5AC0546E95DFF17365FAF1FFE89
sambaNTPassword: 2C47AA9B5AC02360473ECE87B6800920
sambaSID: ...

sambaPrimaryGroupSID: ...

userPassword::
e1INTSEF9YOF1dXBVNURIbVFhakxxaDFSU2VVTHISWI9ONQ1dISXM=

427 NhT A RE @Gpbe bn§ & §
T Nk rh bR KeD@IpQ6é @ i GEBENGE J Ok é NE O
apt install freeradius -ldap -y

4.3 OE Oqegrtioed) ¢gd|O gjl ¢ b £p m_ k

rr

] KAT OEOElI celJk Q6 G1 NNénhl nrlT e EOE©G®é
cd /etc/freeradius/3.0

nano sites - available/eduroam -inner - tunnel



e OnJP? B G BN bt qiaay ik @i @ @43k O

# Read the 'users - eduroam’ file
files - eduroam {
# return if match
ok = return
update = return
}
#
# for LDAP
Idap - eduroam {
# return if match
ok = return
update = return
}
# for Active Directory
#mschap - eduroam {

# # return if match
# ok = return

# update = return
#}

# for MySQL

#sgl - eduroam {

# # return if match
# ok = return

# update = return
#}

}

authenticate {

# PAP Authentication
Auth - Type PAP {

pap
}
#
# MSCHAP Authentication
# for file - eduroam and/or LDAP and/or MySQL

Auth - Type MS - CHAP {

| KNE&I) ©O1 iINhdi®d K ErKK,J éd , Jn N1 GT I KqOJ
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mschap

}

# MSCHAP Authentication
# for Active Directory
#Auth - Type MS - CHAP {
# mschap- eduroam
#}

# Allow EAP authentication.
eap- eduroam

4.4 O E Sloerd loedd jediis p ko

=N
—(
—

6h] | KniT OESNBEPNDYEP®ICPET 6 EOL A J
cd /etc/freeradius/3.0
nano mods - available/ldap - eduroam

ldap Idap - eduroam {

# server="  your -Ildap - server -host - name"# Idap.uxx.ac.th
server ="  your -ldap - server -host -ip "# 192.168.1.2
#  port =398
#  identity =" cn=admin,dc=uxx,dc=ac,dc=th
# password = mypass
basedn =" dc=uxx,dc=ac,dc=th
update {
control:Password - With - Header += 'userPassword'
# control:NT - Password .= 'ntPassword'
control:NT - Password = sambaNTPassword '

| KNE&I) ©O1 iINhdi®d K ErKK,J éd , Jn N1 GT I KqOJ
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}

;J”ser {
1;ill.ter ="( uid =%{%{Stripped - User - Name}: - %{User - Name}})"
;ccess_attribute =" uid '

}

4506 | huh GEgb® BN Ipdnd ik Ok O

cd /etc/freeradius/3.0/mods - enabled

In -s./mods - available/ldap - eduroam

4606 kNArj T LNTTNSIKNDIFo&ONEl E&l EclJk (]

chown - R freerad:freerad /etc/freeradius/3.0
A7T AL T ENKTJISBNYENO Qrosd tj g OO EJ ©6& NE O
T eNéel T nar O/

systemctl stop freeradius.service
freeradius - X
(stop debugging with CTRL+C)

'TeN&LF T Aar 00
cd /etc/freeradius/3.0/tool

| KNE&I) ©O1 iINhdi®d K ErKK,J éd , Jn N1 GT I KqOJ
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Jrad_eap_test -H127.0.0.1 -P 1812 - Stestingl23 \
-u' user@uxx.ac.th ' -p' Asdfl234 ' \
-v -mIEEE8021X \
-seduroam -e PEAP -2 MSCHAPV2

access - accept; 0

RADIUS message: code=2 (Access - Accept) identifier=8
length=187
Attribute 27 (Session - Timeout) length=6
Value: 600
Attribute 1 (User - Name) length=21
Value:' user@uxx.ac.th '
Attribute 79 (EAP - Message) length=6
Value: 03080004
Attribute 80 (Message - Authenticator) length=18

Value: 4f334b7622ec20537 163ac31c1926d84
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BDENKT MwI@OQRRISh R IJ&E @ J Ok T nGgij

(e}

TARED®G QSprhegBLJ AT NI R
1 6h] OKEVBQNOINEg NI é o JOkj O6

O ERT &I KO
i Oi 7 O

Z‘ O\
—_
ot (D¢

] O7 1
KNénh?oO

M —¢

freeradimysql
50 ¢ KE LI KaDd ®IQ: Pr EIp O

I Eé Cl][ K N EIEINIKIERTh @ NEIRIT rédai o #0i i iigeo | O © &g
g0l JOkj] OEPATH NBE FOT eied EdToN K NK § Dror@y @

mysql> select * from radcheck ;

S N o R —— +

| id | username | attribute | op | value |

+ S S—— S + S +

| 1|user | Cleartext - Password | := | Asdf1234 |

+ S S—— S + S +
mysql> select * from radcheck ;

S N — S Fom e +
| id | username | attribute | op | value |

TS S S +
| 1|user |NT - Password | := | 2C47AA9B5AC02360473..|

| 2|user |LM - Password | := | CBDFD5AC0546 E95DFF1..|
+ S S S +

54 NhT dRE &pweqbof 8 @
T Nkd rh bR KodIpQ 66 (36 i &It Ok € NE O

apt - get install freeradius -mysqgl -y
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5.3 E Ogegtioedlggd]O gjl 4 s£dob £ p m_ Kk

] KAT OEGEI celJk Q6 G1t NNénhlnrl e EOEOG®é

cd /etc/freeradius/3.0

nano sites

authorize {

- available/eduroam

-inner - tunnel

group {

# Read the 'users - eduroam’ file
files - eduroam {
# return if match
ok = return
updated = return
}
#
# for LDAP
#ldap - eduroam {
# # return if match
# ok =return
# updated = return
#}
# for Active Directory
#mschap - eduroam {
# # return if match
# ok =return
# updated = return
#}
# for MySQL
sqgl - eduroam {
# return if match
ok = return
updated = return
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}

authenticate {

# PAP Authentication

Auth - Type PAP {
pap

}

# MSCHAP Authentication
# for file - eduroam and/or LDAP and/or MySQL
Auth - Type MS - CHAP {

mschap

}

# MSCHAP Authentication
# for Active Directory
#Auth - Type MS - CHAP {
# mschap- eduroam
#}

eap - eduroam

5.4 E Sloerdoety) Kk @1]j© b sjpan_ Ko |

] KAT OEOEl celJk Q6 G1 NNénhlnrl e EOE©G®é

cd /etc/freeradius/3.0

nano mods - available/sql - eduroam
sgl sgl - eduroam {
#

driver = "rim_sql_mysql"
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dialect = "mysql"

# Connection info:

server ="  <mysgl_server_host_address> "#192.168.1.2
#port= 3306

login =" radius

password =" radpass "

radius_db =" radius "

acct_tablel =" radacct

acct_table2 =" radacct

55 E Oledtetdk U®©- qoj -kEbghbmkWwgami dscpgcoc

] KAT OEOEI celJk Q6 G1t NNénhlT nrl e EOE©G®é

EKHﬁjﬁgNTéeljO@ﬁ@@@:@@@@@@@E@&@E@m
61 Nrl & 661N INNLIJEAT 6é KELKONE&®OF JOkI
cd /etc/freeradius/3.0
nano mods - config/sgl/main/mysqgl/queries - eduroam.conf
# Query config: Username
sql_user_name = "%{%{Stripped - User - Name}: - %{%{User - Name}: - DEFAULT}}"
#sgl_user_name = "%{User - Name}"
# Authorization Queries
authorize_check_query =" \
SELECT id, username, attribute, value, op \

FROM ${authcheck_table} \
VWHERE username ='%{SQL - User - Name} \

| KNE&I) ©O1 iINhdi®d K ErKK,J éd , Jn N1 GT I KqOJ



e OnJP? B G BN bt qiaay ik @i @ @Bk O

ORDER BY id "

authorize_reply_query =" \
SELECT id, username, attribute, value, op
FROM ${authreply_table} \
WHERE username = '%{SQL - User - Name}' \
ORDER BY id "

#group_membership_query =" \

# SELECT groupname \

# ORDER BY priority"

#authorize_group_check_query =" \
# SELECT id, groupname, attribute, \

# ORDER BY id"

#authorize_group_reply_query =" \
# SELECT id, groupname, attribute, \

# ORDER BY id"
568 | huh Ggb® En Ipdnd ik Ok O

cd /etc/freeradius/3.0/mods - enabled

In -s./mods - available/sqgl - eduroam

56) knarjJ TELNITTNSIKRDIO&ONEI!

chown - R freerad:freerad /etc/freeradius/3.0
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T @Ne&él T nr O/

systemctl stop freeradius.service
freeradius - X
(stop debugging with CTRL+C)

'T ON&FT fir OO0
cd /etc/freeradius/3.0/tool

rad_eap_test -H127.0.0.1 -P 1812 - Stestingl23 \
-u' user@uxx.ac.th ' -p' Asdfl234 ' \
-v -mIEEE8021X \
-seduroam -e PEAP -2 MSCHAPV2

access - accept; 0

RADIUS message: code=2 (Access - Accept) identifier=8
length=187
Attribute 27 (Session - Timeout) length=6
Value: 600
Attribute 1 (User - Name) length=21
Value:' user@uxx.ac.th
Attribute 79 (EAP - Message) length=6
Value: 03080004
Attribute 80 (Message - Authenticator) length=18

Value: 4f334b7622ec20537 163ac31c1926d84
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Server Manager * Dashboard Manage Tools View  Help

%8 Dashboard ROLES AND SERVER GROUPS
Roles:3 | Servergroups: 1 | Servers total: 1

@1 Fg

| Add Roles and Features

Remove Roles and Features

Add Servers

i Local Server Create Server Group

& Al Servers i-i-i AD DS 1 i Local Serve Server Manager Properties
il ADDs

2 DNs @ Manageability @ Manageability

g File and Storage Services P Enars Events

1Tl repeTj eNE O @ KD E¢Qjc brOg midb ey & @mp cj |
OKN&NeXNE| nkJ O

0T nr @t ®ONp c@WNEd O 'kcJeOg | O
0

O1T firQd jodNa m ® i FelepEaSarvgr imdmale segpver paolO
OkNI E6 GNKAQ)IINekt KAle NEKN] ENKOOk Né k N

o1 nr QdjedNad m@AIEEOR fradd®dei kP oticy and Access Service

Select server roles
Before You Begin Select one or more roles to install on the selected server.

Installation Type Roles Description

erver S5zlection

|| Active Directory Federation Services

[] Active Directory Lightweight Directory Services
[] Active Directory Rights Management Services
[] Device Health Attestation

L_| Hyper-v

[ MultiPint Services

R =twork Policy and Access Service

[] Print and Document Services
] Windows Server Update Services

MNetwork Policy and Access Services
provides Network Policy Server
(NPS), which helps safeguard the
security of your network.

| < Previous | | Mext = | nsta

Cancel

O«

Add Features

TAr?h©ONd o NEOpcqOr f

_r O_pc @xdNEY gykd]
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Add features that are required for Network Policy and
Access Services?

The following tocls are required to manage this feature, but do not
have to be installed on the same server.

4 Remote Server Administration Toals

4 Role Administration Tools
[Tools] Network Policy and Access Services Tools

Include management tools (if applicable)

Add Features

Cancel

61 nrQdjona mEldKOR freisEg mjkd g0

Select server roles

Before You Begin

Installation Type

Server selection

Server Roles

Select one or more roles to install on the selected server,

Roles

|| Active Directory Federation Services
[] Active Directory Lightweight Directory Services
[ Active Directory Rights Management Services

DESTINATION SERVER
ADLRDLOCAL

Description

~ Network Policy and Access Services
provides Network Policy Server
(NPS), which helps safeguard the

Featurss [] Device Health Attestation security of your netwark.
L_| Hyper-v
[] MultiPoint Services
Metwork Policy and Access Service
[] Print and Document Services
] Windows Server Update Services
| < Previous | | Next > Install
51T nrDd cid M@dEk J O
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DESTIMATIOMN SERVER

Se | ect ]Ce atures ADUXX LOCAL

Before You Begin Select one or more features to install on the selected server.

Installation Type Features Description
Server Selection ENNET Framework 3.5 Feature P .MET Framework 3.5 combines the
Server Roles b [ .NET Framework 4.6 Features (2 of 7 installed) B
i [ Background Intelligent Transfer Service (BITS) APIs with new technologies for
eatures [] BitLocker Drive Encryption bmldm.g appllcghcms that offer
Network Policy and Acces... [ BitLocker Network Unlock S TR [l
[] BranchCache your customers' personal identity

~rnfirmn atinn

[] isMS Server service
71 LPR Port Monitor

| < Previous | | Mext = | Install

OTHArkLd ©ONmpiNEDM| graMieRt ] KIO? aacqggqOQc p

DESTINATION SERVER

Network Policy and Access Services ADUXCLOCAL

Before You Begin Metwork Policy and Access Services allows you to define and enforce policies for network access,
Installation Type authentication and authorization using Metwork Policy Server (NPS).
Server Selection .

! Things to note:

Server Roles o ) )
* You can deploy NP5 as a Remote Authentication Dial-In User Service (RADIUS) server and proxy.

Features After installing NPS using this wizard, you can configure NPS from the NPAS home page using the
MNPS console,

Metwork Policy and Ac

rnfirmatinn

| < Previous | | Mext = | Install

61 fArAmOWNp kQEIOG k B jamk d @1 Oqcj car gml
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DESTIMATION SERVER

Confirm installation selections ADUXCLOCAL
Before You Begin To install the following roles, role services, or features on selected server, click Install.
Installation Typs [] Restart the destination server automatically if required
Seryer Selection Cptional features (such as administration tools) might be displayed on this page because they have

~ - been selected automatically. If you do not want to install these optional features, click Previous to clear
SErVErRolEs their check boxes.

Features

Network Policy and Acces. . MNetwork Policy and Access Services

TR Remaote Se r\.fer..-l.dmin.istration Tools

Role Administration Tools
MNetwork Policv and Access Services Tools

Export configuration settings
Specify an alternate source path

< Previous Mext = | Install | | Cancel |

—_

OFrKAEENERSNG
Installation progress o e oca,

View installation progress

o Feature installation
e

Installation succeeded on AD.UXX.LOCAL

MNetwork Policy and Access Services
Remote Server Administration Tools
Role Administration Tools
Metwork Policy and Access Services Tools

W mmm mlmmm dhie faimmed il b fb e i s i Baelee W ban s memmrme e e s Hli

< Previous MNext > Close Cance

6.2 K@¥NgBeO ¢ b OAcprgla _rc

6 6] huhWinhdesws Bdwérgnell

O L KNGO ¢ thGA § perSg\Nan r rEcO@& EI 7 KKT A h

PS C: \ > New- SelfSignedCertificate
- DnsName eduroam.uxx.ac.th

Ve Ve

] KNE&IH) ©O1 i

|—(

0

h

N T GINKrT _Njhjé & kg ik GNaE@inkeOx

r

NhdiBd K £rKK,J éd JnfNT G T | KAOJ
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- CertStorelLocation cert: \ LocalMachine \ My
- NotAfter (Get - Date).AddYears(  10)

ESNIT Kgafmihd mdd QOcr umpi ONmj gawOQc |

o1 nr &érverdvianadge® 6 J 1 O Am@IB-N&tvok Pl Serviid 6 J 1
ITnracKOBK) ONNEYg awODOPT § A NEBSE | ES J I

(Local) k © 1 Regidber derded ih Active Directory
Ok Nj] FIKATT KNFRASNOT NT ENKT nl ce] T Ok

O«

€ Network Policy Server - O X
File Action View Help
==
& s o e
| RADIUS Import Configuration
=] Policies Export Configuration
85 Account MPS) allows you to create and enforce organization-wide network access policies for connection request
* Templat Start NPS Service nection request authorization.
Stop NP5 Service
Register server in Active Directory ~
n e
Properties

OT nrédcKOBMKI OKMj] & &WND O REKEWSKHEWDTToBN & |
802.1X Wireless or Wired Cénkddti@emigiirke 8E.4XJ] O

€ Network Policy Server - O X
File Action View Help

&= |7 H

& s o st

| RADIUS Clients and Servers

~
Standard Configuration -

Select a configuration scenario from the list and then click the link below to open the scenario wizard.

RADIUS server for 802.1X Wireless or Wired Connections ~

RADIUS server for 802.1X Wireless or Wired Connections
‘When you configure NPS as a RADIUS server for 802 1X connections, you create network policies that allow NPS to autherticate
and authorize connections from wireless access points and authenticating switches (also called RADIUS clients).

B Configurs 802.1% B Leammore

01T nrQdjedNad mANE.0O0 § kF2dd Wireless Longextibing © N & h
Next

| KNE&I) ©O1 iINhdi®d K ErKK,J éd , Jn N1 GT I KqOJ
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l Select 802.1X Connections Type

o el

Type of 802_1X connections:
(®) Secure Wireless Connections

When you deploy 8021 wirsless access paints on your network:, MPS can authenticate and authorize
connection requests made by wireless clients connecting through the access poirts.

() Secure Wired (Ethemet) Connections
L 1.7 | FRPEE S PN PRS2 F o B T ST IR E U § S R -
Name:

This default text is used as part of the name for each of the policies created with this wizard. You can use the
default text or maodify it .

——rmrim =l d . RIS o Ll aro o d al

Secure Wireless Connections

nr QOmOad o WEe. Mif)..n\kQQu gr af c g O

l Specify 802.1X Switches

Flease specify 802.1% switches orWireless Access Points (RADIUS Clients)

RADIUS clients are network access servers, such as authenticating switches and wireless access point.

RADIUS clients are not client computers.
To specify a RADIUS client, click Add.

RADIUS clients:

Add...

Previous Finish Cancel

ITdrkld OAP 7@EEDE K A ERg?hE Gk IBUECHERS] pindchHpHoD
Ok NeolFI ESNEkM&) BERRL ON6 E NKOOK BE I

- Friendly nasderoaRadius
-Address (IP odBAI$H8.1.1

Ve

] KNE&IH ©OI i

Ve

|—<

NhdiNg K £rKK,J éd ,.dn Nl @1
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-(0) Manual
-Shared secret/Confirm shX$RX$XEXXXOOSOSNXT | T O/ 4 OT n

Mew RADIUS Client

~

T

Settings

Select an existing template:

Mame and Address
Friendhy name:

|eu:|un:uam-Hau:|ius |

Address (IF ar DMNS):
152.168.1.1 || Verfy..

Shared Secret
Select an existing Shared Secrets template:

Mone w

To manually type a shared secret, click Manual. To automatically generate a shared
secret, click Generate. You must configure the RADIUS client with the same shared
secret entered here. Shared secrets are case-sensitive.

(®) Manual () Generate
Shared secret:

Confirm shared secret:

Cancs

é OnJP? B G BN bt qiaay ik @ip@ @Bk O
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I Specify 802.1X Switches
]

Flease specify 802.1% switches orWireless Access Points (RADIUS Clients)

RADIUS chents are network access servers, such as authenticating switches and wireless access point.
RADIUS clients are not client computers.

To specify a RADIUS client, click Add.

RADIUS clients:
eduroam-Radius Add...

Previous Firish Cancel
I ArAmlotié sNEO | beO? I3 HEWCHGNBA$KBDOg m| OK
Protected EAP (BRAR)&Confdare.n k J O
J - Configure an Authentication Method

Ox¢

o Tl

Select the EAP type for this palicy.

Type (based on method of access and network configuration):

Microsoft- Protected EAP (PEAF) v

Previous Mext Finish Cancel
ST ArcCh @ ON mrﬁro«n & At pierOuCt? sidOrdantugxepats @kt @
Ok N EOKNE] nk
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Edit Protected EAP Properties *

Select the certificate the server should use to prove its identity to the dient.
A certificate that is configured for Protected EAP in Connection Reguest
Policy will override this certificate.

Certificate issued to: = Te LrEise i -
Friendly name: eduroam.uxx.ac. th

Issuer: eduroam.uxx.ac. th

Expiration date: 22§12/2572 18:21:55

Enable Fast Reconnect
[ Disconnect Clients without Cryptobinding

Eap Types
Secured password (EAP-MSCHAP w2 Mowve Up
Movwve Dawn

Add Edit Remove Cancel
I 11 Ang@dldndAutBedticatior Methiedyv m k J O
Configure an Authentication Method

Select the EAP type for this policy.

Type (based on method of access and network configuration):

Microsoft: Protected EAP (PEAP) v

Previous Mext Finish Cancel

TArOn ©aNg qyWE 8¢ m@BE Oms n g O
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Specify User Groups

i
J Users that are members of the selected group or groups will be allowed or denied access
= S based onthe network policy Access Permission setting.

To select User Groups, click Add. F no groups are selected, this policy applies to all users.

Groups

Previous Firish Cancel
I irAmlotié siNEORNexd P DA ml r pmj qO
Configure Traffic Controls
#‘ﬂ' Usevirtual LANs (VLANs) and access control lists (ACLs)to control network traffic.

ff your BADIUS clients (authenticating switches or wireless access points) support the assignment of traffic
controls using RADIUS tunnel attibutes, you can corfigure these attibutes here. i you configure these attibutes,
MPS instructs RADIUS clients to apply these settings for connection requests that are authenticated and

authorized.
if you do not use traffic controls ar you want to configure them later, click Mext.

Traffic control corfiguration
To configure traffic control attibutes, click Configure.

Corfigure...

Previous Finish Cancel
OT fr Amemj qqMNd&lOe OLcuOGCCCO6. 0,/ VOQc
P ? B G SexOfatgsigrnekl Jr @ O



e OnJP? B G BN bt qiaay ik @i @ @gBk O

Completing New IEEE 802.1X Secure Wired and
‘ ' Wireless Connections and RADIUS dients

“ i

You have successfully created the following policies and configured the following RADIUS clients.

* To view the configuration details in your default browser, click Configuration Details.
* To change the configuration, click Previous.

* To save the corfiguration and close this wizard, click Finish.

RADIUS clients:
eduroam-Radius (192.168.1.17)

Connection Request Policy:
Secure Wireless Connections

Network Policies:
Secure Wirsless Connections

Previous Mext Cancel
i KESNI T hRRMBAESIQ Ghd cNpdtEciipr @ d nEpr@ 6Dl 0 & 1+ ¥
RADIUS Cijetiurba@aditts] O nRBDIKSIGlients KNo-SBABISIS
Clients NI NKT | KA1 OT nEeh 6

File Action View Help
Ll ARcs) il 7|

O«

@ s o
w || RADIUS Clients and Servers
EI RADIUS Clients g. RADIUS clients allow you to specify the network access servers, that provide access to your netwarlk.
55 Remote RADIUS Server
v [=f Policies
~| Connection Request Po|| Friendly Name IP Address  Device Manufacturer  Status
7 Network Policies Ffeduroam Radus  192.168.1.1 RADIUS Standard _ Enabled |
8 Accounting
Wl Templates Management

0] KESNI T hRRMBAQESIQ g cNpdtEcipr @ d nEpn@ 60l 0 & 4
Connection Request § da@ireQVireless ConheftionsREIciKSNP E N
Connection Request Pdicies K7 | KA T OT n E ceh ©

r ¥
N K
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oL AR:alenll 7 Ho:

€ NPS (Local)
s || RADIUS Clients and Servers
EI RADIUS Clients

Connection Request Policies

* Connection request policies allow you to designate whether connection requests are processed locally or

= f rded t ote RADIUS )
33 Remote RADIUS Server J Terwardedio remote Servers
v J Policies

( Connection Request Po|| Policy Name
| Metwork Policies 1
& Accounting
Wl Ternplates Management

0j K ESNI T hR)BESSA@SDNLE Wirele§s br MirédOornectios
Network Poligi@gacureQNireless ConhectiongREIciKSN-P Heudrio
PolicigsNJ NKT ] KnT OT n Eceh ©

File Action View Help

& = | Z 5|
& NPS (Local)
w || RADIUS Clients and Servers

ﬂ RADIUS Clients Netwaork policies allow you to designate who is authorized to connect to the network and the circumstances
:'El R te RADIUS S under which they can or cannot connect.
emote Erver .

v |Z[ Policies
~| Connection Request Po|| Policy Name
(' Network Policies

& Accounting i Connections to Microsoft Routing and Remote Access server Enabled 2
Wl Templates Management I_annnedinns to other access servers

Status Processing Order  Source
Unspecified
Unspecified

Use Windows authentication for all users Enabled 2

Network Policies

Status Processing Order  Access Type S
J ‘Secure Wireless Connections

Enabled 1 Grant Access

Deny Access U
Enabled 3 Deny Access U

6.5 IPNTr@EP®EO®gt c OBgpcar mpw

and Trusts

Ol nr pKOEKDBgpcak NEWOR dhk _@F@@NBEG
K N JA&ineitectory Domains addk T@us®rapddtie€ 5 J T OO
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&2 Active Directory Domains and Trusts - O X
File Action View Help
=% [ E - HE

% )_lcti\.re Directory Domains and Trust!| piame Torme Actions
15 UXHLOCAL Change Forest...

Change Active Directory Domain Controller..,

Active Directory Domains and Trusts [ .. &

More Actions
Operations Master...

Raise Forest Functional Level...
View »

Refresh
Export List...

Properties

ST nr?aoiit qaAEPp c ar mp wOB nkiPkyrHio@a I| B O
Alternative UPN suffixes.k © [Addd N E ¢OIPK BIDnHKLINGRT L n
Active Directory Domains and Trusts [ ADLUHLOCAL ... ? >

UPN Suffies

The names of the cument domain and the root domain are the default user
principal name (PN} suffies. Adding altemative domain names provides
addttional logon securty and simplfies user lagon nameas.

If you wart attemative UPM suffies to appear during user creation, add
them to the following list.

Altemative UPN suffies:

|u:o;.au: ih| | | Add
wocscth V-
K Cancel Apply Help

6. EmmEGO n Ggnj O6EH 6

?NaTr g G 68 i BACEN (EQO@Epcod¢ G LOK N E O
T GICEBBI%@GH@@MIEWGEIM@@&Q@E@ eh el ]
ceEp K QI O

rr N~

Servg¢rdvianage® 6 J 1 O AddIbHAdtiVe ®iretiddyeUsersErid J

| KNE&I) ©O1 iINhdi®d K ErKK,J éd , Jn N1 GT I KqOJ



e OnJP? B G BN bt a0y ik @i @ @gek O

OTNr @aKQE K DB g p c ag knp vtONS qiizeyidirEodm Th AN
Users andaraters>{XXX.DOMAIN-AXsdrs
O El KNj ENKT AGagnOEI ©é k NENP Min adihrogNd ¢ |

] Active Directory Users and Computers c O >
opy..
File Action View Help Add to a group...
G| rE FEXEd BEI P aETER Disable Account
: Active Directory Users and Computers || pame - Type Reset Password.. 1 ~
= EJ?XEEILC?CUEEES H2 eduroam Users Security Move...
v . B i %Enterpriseﬁ\dmins Security Open Home Page 1 administrat
. CUI " " %Enterprise Key Admins Security Send Mail of this group
| Computers . . . .
57 Domain Controllers %Enterprlse.Read-only Domain ... Secur?ty All Tasks . thh_ls group
| ForeignSecurityPrincipals EE»,Group Policy Creator Owners Security n this group «
: Managed Service Accounts E‘JGUESt User £ count for gue
| Users EE»,KE}rAdmins Security Delete of this group
%Prntected Users Security Rename of this group
EE,RAS and A5 Servers Security his group car
%Read-unl}r Domain Controllers  Security Properties of this group
Sch Admi Securi | adrninistrat
Eg, chema Admins ecurity Help administrat
m v

¢

o1 Aar I T eNIT&SHbap ik SAdidReoD 6 «KPBEH® O
& NEKNJ EN @lxx.acd Bug&gNDjr © @ ®RO Aagdnl O
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Uszer User Properties 7 >
Member Of Dial-in Environmenrt Sessions
Remote contral Remote Desktop Services Profile COM=

General Address Accourt Profile Telephones Crganization

|User logon name:

|USEF | @wocac th "
User logon name (pre-Windows 2000): %LP?(..LDCAL
|L|H"'- | user

Logon Hours... Log On To...

[ ] Unlock account

Account options:

[ User must change password at next logon
] User cannet change password

Password never expires

[ Store password using reversible encryption W

Account expires

(®) Never
() End of: |21 unTAy 253

Cancel Applhy Help
6.6 IPNT @EPIO® g t O® BNPEFHHODNVGCE @ a PO EH ©1 n R

I NET &P cEEPN&Bg t NSy OIRBDE Ejed® @i & e pOgenEGE T n F
LNINKTANITQ6rkhOkN6oKAn] EEgOLeKN] T QL

a s

https://gallery.technet.microsoft.com/scriptcenter/Add - new-
domain - suffix - and- 9f42e43f

6.7 OE Omeé e x @O, a ml d

rr N~ Ve

6hj] | Kni OE ©® G kegossepirh 6kh,j amind 7 & NE celJk QO


https://gallery.technet.microsoft.com/scriptcenter/Add-new-domain-suffix-and-9f42e43f
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cd /etc/freeradius/3.0

nano radiusd.conf

# Change some configurations in radiusd.conf as show below

# PROXY CONFIGURATION

#

proxy_requests =yes
$INCLUDE proxy.conf

# eduroam

$INCLUDE proxy - eduroam.conf

# CLIENTS CONFIGURATION

#

$INCLUDE clients.conf

# eduroam

$INCLUDE clients - eduroam.conf

6.8 0E Ornegew @®  k , a ml d
| KAT OEOEI celJk A6 GI NNénhl nrlT eF EOE©®é
cd /etc/freeradius/3.0

nano proxy - eduroam.conf

# home server for local service at NPS

#

home_servernps -uxx-ac-th {
type = auth
ipaddr = XXX.XXX.XXX.XXX #192.168.1.3
port = 1812
secret =  XXXXXXXXXXXXXXXX
#src_ipaddr = XXX.XXX.XXX.XXX
require_message_authenticator = yes

Ve
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status_check = request
username =" status_check user " #"check@u00.ac.th"

password =" don't use

#check_interval = 30
#check_timeout = 8

#revive_interval = 360

#response_window = 60
#response_timeouts = 8

#num_answers_to_alive = 3
#zombie_period = 60

}

#

# home server pool for local service at NPS

#

home_server_pool nps -uxx-ac-th {
type = fail - over
home_server =nps - uxx - ac-th

}

#

# realm for local service at NPS

#

realm nps. uxx.ac.th {
auth_pool = nps - Uxx - ac- th
nostrip

}

6.90E Oqegioat)xgJjO " j c- cbspm_KkK

| KnT OEOEI ek o6 GI NNénhTnrl o EOEO®xé

cd /etc/freeradius/3.0
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nano sites - available/eduroam

authorize {

# Change realm to be LOCAL for local user

if( ("%{Realm}" =~/ uxx.ac.th  $%/)) {
if( ("%{Realm}" =~ /" uxx.ac.th  $%/) ) {
#

# If user database is on local (file, LDAP,...),
# uncomment this block

#

#update control {

# Proxy - To- Realm := LOCAL

#}

#

# - OR-

# If user database is on NPS, uncomment ...
#

update control {
Proxy - To- Realm :="nps. uxx .ac.th"

}

610 AL T T KI élgdp m@idiiKBONEg® & N E O

cd /etc/freeradius/3.0/tool

Jrad_eap_test -H 192.168.1.3 -P 1812 - S XXXXXXXXXXXXXXXA
-u' user@uxx.ac.th ' \
-p' Asdfl234 ' \
-v -mIEEE8021X \
-seduroam -e PEAP -2 MSCHAPV2
access - accept; 0
RADIUS message: code=2 (Access - Accept) identifier=8
length=187

Ve ~ A~
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Attribute 27 (Session - Timeout) length=6
Value: 600

Attribute 1 (User - Name) length=21
Value:' user@uxx.ac.th '

Attribute 79 (EAP - Message) length=6
Value: 03080004

Attribute 80 (Message - Authenticator) length=18

Value: 4f334b7622ec20537 163ac31c1926d84

6.11 AL T ENKI S NP NBISB@IGEpDryorEor GOELNNEQD € K Dt

I eNeél T nr O/

systemctl stop freeradius.service
freeradius - X
(stop debugging with CTRL+C)

I eNél T nr OO0
cd /etc/freeradius/3.0/tool

Jrad_eap_test -H127.0.0.1 -P 1812 - Stestingl23 \
-u' user@uxx.ac.th " \
-p' Asdfl234 ' \
-v -mIEEE8021X \
-seduroam -e PEAP -2 MSCHAPV2

access - accept; 0

RADIUS message: code=2 (Access - Accept) identifier=8
length=187
Attribute 27 (Session - Time out) length=6
Value: 600
Attribute 1 (User - Name) length=21
Value:' user@uxx.ac.th '
Attribute 79 (EAP - Message) length=6
Value: 03080004
Attribute 80 (Message - Authenticator) length=18

Value: 4f334b7622ec20537163ac31¢c1926d84

| KNE& iINhdI R K ErKK,J éd ,J
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7)E N K T_NKrg Tarp Rnkey Grird jr IGiPRAI1 r ggt 1 ¢80l gJpQrkal r nnt

5] RT ENKT NhT A RE B G NENSIWNKD hkeGphERMiGT Kindl F ND 212
BgpeaPmpbwiKi ¢e2af gOOEB OpOET mpdyn| OO0 EQ

[T¢
Z
A

NKT SRBIBNIBE@ petlelprd ni 11 &l E @A ®GjE | md
ENE&SNOS| RIgl_ @& PKHNDSIN G LiNaINEKLT gil tT N D! M- R 0T C
710EQxé @kpGOmjt, aml d
| KAT OEOEl celJk Q6 GI NNénhl nrl e EOE©G ®é

nano /etc/resolv.conf

search uxx.local
nameserver <dc_server_address> #192.168.1.3
nameserver <other_dns_server> #8.8.8.8

720E6®eé @Kk GO r q
] KAT OEOElI celJk Q6 G1 NNénhlnrl e EOE©®é

nano /etc/hosts

<dc_server_address> ad.uxx.local ad.uxx.ac.th ad
#192.168.1.3 ad.uxx.local ad.uxx.ac.th ad

73T NhT AREOI @ 0kEe Olu@DY Tg3lmSEnr j | EAT O

apt install samba winbind krb5 -user krb5 -config -y

| KNE&I) ©O1 iINhdi®d K ErKK,J éd , Jn N1 GT I KqOJ
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Default Kerberos version 5 realm:
UXX.LOCAL

Kerberos servers for your realm:
ad.uxx.local

Administrative server for your Kerberos realm:
ad.uxx.local

~

TONeIni T I'T ©Nél ENKT AREeénNOLNJNKT ESN
dpkg - reconfigure - plow krb5 - config

740EQCxé e q®° -gk >, aml d

| KAT OEOEl celJk A6 GI NNénhlnrlT e EOEG®E O

nano /etc/samba/smb.conf

# Change this to the workgroup/NT - domain name ...
workgroup =  UXX

# Add new all lines below to this location
security = ADS
realm = UXX.LOCAL
encrypt passwords = yes
client use spnego = yes

idmap config *:backend = tdb

idmap config *:range = 1000 - 9999
idmap config UXXbackend = ad

idmap config UXXschema_mode = rfc2307
idmap config UXXrange = 10000  -99999

winbind nss info = rfc2307
winbind trusted domains only = no

| KNE&I) ©O1 iINhdi®d K ErKK,J éd , Jn N1 GT I KqOJ
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winbind use default domain = yes
winbind enum users =yes
winbind enum groups = yes
winbind refresh tickets = yes

750E0®é @k O3, aml d
] KAT OEGEI celJk Q6 G1t NNénhlnrl e EOEOG®é

nano /etc/krb5.conf

[libdefaults]
default_realm = UXX.LOCAL

dns_lookup_realm = false
dns_lookup_kdc = true
forwardable = true

[realms]
UXXLOCAL =/{
kdc = ad.uxx.local
admin_ server =  ad.uxx.local
}
[domain_realm]
. uxX.local = UXX.LOCAL
uxx .local = UXX.LOCAL

76KALT N(EQkd] KOEKJ O

/etc/init.d/samba restart

7.7 Joid e RPVPB CE@ORcRPEHPI NOBYEOar mpwOBmM

net ads join - U Administrator

| KNE&I) ©O1 iINhdi®d K ErKK,J éd , Jn N1 GT I KqOJ
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Enter Administrator's password: <Admi ni stratordéds passw
Using short domain name --  UXX
Joined 'YOUR - RADIUS SERVER' to dns domain'' UXX.LOCAL

7.8KNA LT N qkOayNDO EgKII O

/etc/init.d/samba restart
/etc/init.d/winbind restart

791 h L | HjnigdERIPKBOG E@I0ON)c R Eh P NBBYEOar mp

wbinfo -u

administrator
user
and other users

' NEoed n ochadorj «tOBSDE B Mb @ AN adikodie ndFsl J 7 n T |

710 h LI T E§Pd radgstdalQ BOgepde) soré migevD

/usr/bin/ntim_auth -- domain= UXX.LOCAL -- username= user \
-- password= Asdf1234

NT_STATUS_ OK: Success (0x0)

7.1 1 Nt J L NTR NB GE d@) @k oiead in ol kel et bkOKBE) LS

chown root:winbindd_priv /var/lib/samba/winbindd_privileged

| KNE&I) ©O1 iINhdi®d K ErKK,J éd , Jn N1 GT I KqOJ
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usermod -a - G winbindd_priv freerad
7120 E Ol lmed)jk TP k mm@a f k n
| KAT OEOEl celJk Q6 G1 NNénhl nrl e EOE©G®é
cd /etc/freeradius/3.0
nano modules/mschap - eduroam

mschap mschap - eduroam {
use_mppe = yes

require_encryption = yes
require_strong = yes

ntim_auth = "/usr/bin/ntim_auth -- request -nt -key --
domain=UXX.LOCAL -- username=%{Stripped - User - Name} -
- challenge=%{mschap:Challenge: -00} -- nt-

response=%{mschap:NT - Response: - 00}"

#ntlm_auth_timeout = 10

7.10 E Oqegrioed) ¢gd|O_ gjl ¢ b £p m_ k

rr

] KAT OEOElI celJk Q6 G1 NNénhl nrlT e EOE©G®é

nano sites - available/eduroam -inner -tunnel
authorize {
group {
# Read the 'users - eduroam' file

files - eduroam {
# return if match

| KNE&I) ©O1 iINhdi®d K ErKK,J éd , Jn N1 GT I KqOJ
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ok = return
updated = return
}
#
# for LDAP

#ldap - eduroam {

#  #return if match

# ok =return

# updated = return

#}

# for Active Directory

mschap- eduroam {
# return if match
ok = return
updated = return

}

# for MySQL

#sqgl - eduroam {

# # return if match
# ok =return

# updated = return

#}

}

authenticate {
# PAP Authentication
Auth - Type PAP {
pap
}

# MSCHAP Authentication

# for file - eduroam and/or LDAP and/or MySQL
#Auth - Type MS - CHAP {

# mschap

#}

# MSCHAP Authentication
# for Active Directory

| KNE&I) ©O1 iINhdi®d K ErKK,J éd , Jn N1 GT I KqOJ
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Auth - Type MS - CHAP {
mschap- eduroam

}

eap- eduroam

7.146 | huh @G&ggeaE M s Jrh &k O

cd /etc/freeradius/3.0/mods - enabled

In -s./mods - available/mschap - eduroam

719 ) kArf T LNTTNSITKNDFo&EONEl E&l EmlIk (]

chgrp - R freerad /etc/freeradius
718 h LI T ENKT SaVEQNtT ch@B g g c0eor@jpoe N E O
T eNéel T nar O/

systemctl stop freeradius.service
freeradius - X
(stop debugging with CTRL+C)

'TeN&LF T Aar 00
cd /etc/freeradius/3.0/tool

Jrad_eap_test -H127.0.0.1 -P 1812 - Stestingl23 \
-u' user@uxx.ac.th " \
-p' Asdf1234 ' \
-v -mIEEE8021X \
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-s eduroam -e PEAP -2 MSCHAPV2

access - accept; 0

RADIUS message: code=2 (Access - Accept) identifier=8
length=187
Attribute 27 (Session - Timeout) length=6
Value: 600
Attribute 1 (User - Name) length=21
Value: 'user@uxx.ac.th '
Attribute 79 (EAP - Message) length=6
Value: 03080004
Attribute 80 (Message - Authenticator) length=18

Value: 4f334b7622ec20537163ac31c1926d84
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ENKU N ji RdE GDAMD w kp g K@ PPaDdBaiSIQOINTgpl tr

RADIUS SéMeroadé ged)ik ipleg@hidrpy® k , a ml d
O IGNOJI KN & @ KD BN g OEDac qgqgqg ONmg | r
cd /etc/freeradius/3.0

nano clients.conf

client <ip_or_network_of_access_point_or_wlc> {
secret=  testingl23
shortname = my_access_point

client 172.16.11.8 {
secret = secret_for_ 172 16 11 8
shortname =ap 172 16 11 8

}

client 192.168.0.0/24 {
secret = secret_for_net 192 168 0 0 24
shortname =ap_in_net 192 168 0 0 24

Cisco Wireless Controller

1. Add/Edit RADIUS profile
SECURI'TY > AAA > RADIUS > Authentication > |

Server IP Address(lpv4/Ipv6): <radius_server_ip_address>
Shared Secret Format: ASCII

Shared Secret: <secret_shared _with _radius_server>

Confirm Shared Secret: <secret_shared_with _radius_server>
Key Wrap: [ ]

Port Number: 1812
Server Status: Enabled
Network User: [/] Enable

Ve
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) Illnl l" Save Configuration ~ Ping ~ Logout Refre
CISco MONITOR WIANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK
Security RADIUS Authentication Servers Apply New...
~ AAA
Auth Called Station ID Type | AP MAC Address:SSID ¥
General
« RADIUS .
Authentication # Use AES Key Wrap (Designed for FIPS customers and requires a key wrap compliant RADIUS server)
Accounting
Fallback MAC Delimiter Mo Delimiter ¥
DNS
Downloaded AVP Network Server
¥ TACACS+ User Management Index Server Address(Ipv4/Ipv6) Port IPSec Admin Status
LDAP
e @ 1 203.158.192.3 1812 Disabled Enabled 2
MAC Filtering v 3 203.158.192.13 1812 Disabled Enabled [ -]

Disabled Clients
User Login Policies
AP Palicies
Password Policies

MONITOR. WLANs CONTROLLER WIRELESS SECL..rY MANAGEMENT COMMANDS HELP FEEDBACK

Security RADIUS Authentication Servers > New
- AA#
Server Index (Priority) 2 T
General
» RADIUS Server IP Address(Ipvd/Ipve) 20_.057.1.0 1.
Authentication h
Accounting Shared Secret Format ASCIT ¥

Fallback
T Shared Secret (
Downloaded AVP Confirm Shared Secret

¥ TACACS+

LDAP J . . .
Local Net Users key Wrap (Designed for FIPS customers and requires a key wrap compliant RADIUS server)
MAC Filtering Port Number 1812
Disabled Clients
User Login Policies Server Status Enabled ¥
AP Policies 5 rt for RFC 3576 Disabled ¥
Password Policies upport for isable
» Local EAP Server Timeout 2 seconds
Ll
Advanced EAP MNetwork User Enable r
} Priority Order Management || Enable
) Certificate IPSec Enable

SECURITY > AAA > RADIUS > Accounting > [ Newé
Server IP Address(Ipv4/Ipv6): <radius_server_ip_address>
Shared Secret Format: ASCII
Shared Secret: <secret_shared_with _radius_server>
Confirm Shared Secret: <secret_shared_with _radius_server>
Port Number: 1813
Server Status: Enabled
Network User: [/] Enable

MONITOR WILANs CONTROLLER WIRELESS SECURIFY MANAGEMENT COMMANDS HELP FEEDBACK

Security RADIUS Accounting Servers __Apply | _ New.. |
A MA(
Acct Called Station 1D Type AP MAC Address:SSID v
General
= RADIUS“. MAC Delimiter Mo Delimiter ¥
Authentication
Accounting
Fallback Network Server Admin
DNS User Index Server Address(Ipv4/Ipv6) Port IPSec Status
Downloaded AVP v 1 273757100 1813 Disabled Enabled -]
» TACACS+ . .
D T 3 207.173..97.1 1813 Disabled Enabled -]

Local Net Users

MAr Eiltarinn
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MONITOR  WLANs CONTROLLER WIRELESS SECU' .. MANAGEMENT COMMANDS HELP FEEDBACK

Security RADIUS Accounting Servers > New

v AAA{
= | Server Index (Priority) 2 r
enera
« RaDIUSAC 535"_3" wo i1 312 L h
Authentication Address(Ipv4/Ipve)
Accounting * Shared Secret Format ASCII ¥
EﬂEaCk Shared Secret b

Downloaded AVP Confirm Shared Secret |.....| F

» TACACS+

LDAP Port Number 1813
Local Net Users

. X Server Stat Enabled ¥
MAC Filtering Srver statds nabe
Disabled Clients Server Timeout 2 seconds

User Login Policies

AP Policies MNetwork User ¥ Enable #

Password Policies IPSec Enable

b Local EAP

2. Add/Edit Wireless LAN profile
WLANs > WLANs > WLANs > [Create newé] or
Type: [WLAN]
Profile Name: <wlan_profile>
SSID: <wlan_ssid>

MONITOR  WLANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP EEEDBACK

WLANSs WLANs E
¥ WLANs Current Filter: MNone [Chanae Filter] [Clear Filter] Create New v iI «
WLANSs

b Advanced
WLAN ID  Type Profile Name WLAN SSID Admin Status Security Policies
2 WLAN RMUTI-WiFi RMUTI-WiFi Enabled [wPa2][Auth(802.1X)] [~]
3 WLAN RMUTI-WiFi-CL-Park CL-Park Enabled Web-Auth [~]
a WLAN eduroam eduroam Enabled [wPA2][Auth(802.1X)] [~]
12 WLAN RMUTI-WiFi-Misc RMUTCON Disabled Web-Auth [~}
128 WLAM RMUTI-Register RMUTI-Register Enabled Web-Passthrough [~]
256 WLAN FlexConnect RoboNet Enabled MNone [ ~]

WLANs WLANSs > New < Back | Apply |
v WLANSB Type WLAN v }
WLANS
» Advanced Profile Name eduroam
ss1D leduroam| & ]
o) 1 v

WLANs > WLANs > WLANSs > [wlan_profile] > Security > Layer 2
Layer 2 Security: WPA+WPA2

WPA+WPA2 Parameters

WPA Policy: []
WPA2 Policy - AES: [/]
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Authentication Key Management
802.1X: [/] Enable

»
[+ MONITOR gu\:s CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK
WLANSs WLANs E
v WLANs Current Filter:  Mone [Change Filter] [Clear Filter] Create liew v el
WLANSs

» Advanced
WLAN ID  Type Profile Name WLAN SSID Admin Status Security Policies
2 WLAN RMUTI-WiFi RMUTI-WiFi Enabled [WPAZ][Auth(802.1X]] [~]
i! WLAN RMUTI-WiFi-CL-Park CL-Park Enabled Web-Auth ﬂ
4 WLAN eduroam eduroam Enabled [WPAZ][Auth(802.1X)] [~]
12 WLAN RMUTI-WiFi-Misc RMUTCON Disabled Web-Auth [~}
128 WLAN RMUTI-Register RMUTI-Register Enabled Web-Passthrough [~]
256 WLAN FlexConnect RoboMet Enabled MNaone [~]

MONITOR W.ANs CONTROLLER  WIRELESS SECURITY MANAGEMENT COMMANDS

WLANSs WLANs > Edit 'eduroam’

v WLANs

e ‘ | General | SECL’IW | QoS | Policy-Mapping | Advanced |

» Advanced Layer 2 | Layer 3 | AAA Servers |

Layer 2 Security & | WPA+WPA2 v h

MAC Filtering2

Fas" «Fa 50 "I

WPA+WPA2 Parameters

WPA Policy

WPAZ Policy-AES "] h

Authentication Key Management

B02.1X #| Enable h

CCKM Enable
PSK Enable
FT 802.1X Enable

WLANSs > WLANs > WLANSs > [wlan_profile] > Security > AAA Server
Authentication Servers Accounting Servers
[/] Enabled [/] Enabled
Server1l | auth_radius_ip:port ]
[ acct_radius_ip:port ]

Radius Server Accounting
Interim Update: [/]
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MONITOR  WLANS

WLANSs WLANSs > Edit ‘edurgam’
v WLANs —— 44 > N o
General I Securl | Qos | Policy-Mapping | Advanced |

WLANSs *
» Advanced " Layer 2 | Layer 3 | AAA Servers | “

Si'ec” FAAservesae' 1 t ~ver ler ea. "ef=ull ierver= nthi- WL ™

CONTROLLER. WIRELESS SECURITY MANAGEMENT COMMANDS  HELP

Radius Servers

Radius Server Overwrite interface Enabled
Authentication Servers Accounting Servers EAP Parameters
¥| Enabled ¥| Enabled r Enable
Server 1 |IP:2C7.75¢ 172,17, Port:1812 ¥ || IP:20_ LT3.772.73, Port:1813 ¥
Server 2 | None ¥ || None v

Radius Server Accounting

Interim Update L4 h Interim Interval 600

INAP Serusrs

MONITOR. WIANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

WLANs WLANSs > Edit 'eduroam’
il W\LIjI:s | General | Security | QoS | Policy-Mapping | Advanced |
» Advanced | Layer2 | Layer 3 | AAA Servers |

Server 2 | None ¥
Server 3 | None ¥

Local EAP Authentication

Local EAP Authentication Enabled

Authentication priority order for web-auth user

Not Used Order Used For Authentication

LOCAL
LDAP

RADIUS Up

Down

Aruba Wireless Controller

1.Create RADIUS Server profile
Configuration > Security > Authentication > Servers > RADIUS Server
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Maintenance Plan

Diagnostics
Authentication > Servers

Wizard: 1

Reports

[ Save Configuration]

Secugi
AP wiizard
Switch Wizard Servers ddd Profiles L2 Authentication L3 Authentication User Rules
WLAN Wizard
License Wizard [#  Server Graup RADIUS Server
Network Instance
Switch =] RADIUS Serwver RML [i . .aCu. §
WLl RM Ti vadius RMuTi Rudi 5-€.] ronan
Ports
RECITIF diu -ed o n |edurc|arn | -‘:'-dd|

Cellular Profile

IF
[* LDAP Server
Security
| Authentication | B Internsi OB

Access Contral

2. Edit RADIUS Server profile

Configuration > Security > Authentication > Servers > RADIUS Server > €

Maintenance

Security > Authentication > Servers

Monitoring Diagnostics

Wizards
AP Wizard

Switch Wizard
WLAR Wizard

Aa4 Profiles L2 suthentication L3 Authentication

User Rules

Servers

Licenss Wizard RADIUS Server > eduroam

Advanced

Logout .

Show Reference | Save As | Reset

[#  Server Group
Network '(
Switch = RADIUS Ser 4
swic - - - y.a ) -.p
Parts ‘ o tia o3 ] ¥ ype: Ll
Cellular Profils L Radhus [oonveres”™ ]
IF RM T “adius - e *aroca Auth Port 1812 Acct Port 1813
Securit; |
Authenticatih # Loap sarver Retransmits Timeout sec
Wireless [#  Internal DB
Use MDS5 Mad v
AP Configuration =e e
¥ Tacacs Account Hing Server

AP Installation

3. Create Server Group profile

&

Apply

Configuration > Security > Authentication > Servers > Server Group

Monitoring Diagnostics

Reports

[ Save Configuration]

St Security > Authentlcatlon > Servers
AP wizard
Switch Wizard ars Add Profiles L2 Authentication L3 authentication LUser Rules
WLAN Wizard
License Wizard =] Server Group e Server Group
Metwork Instance
Zwitch dafault
gl default
WLANS internal .
internal
PEE EML i5e ears RFITSE. N 5
Cellular Profile
P RE IT Ser rs-ear m RM 1w S FWE G - BT )
Security leduroam | -°-'2|d|

Authentication | = RADIUS Server

Access Control eduroarn

4.Add RADIUS to Server Group profile

Ve
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Configuration > Security atibatheBtiosers > Server Group > eduroam

Save Configuration Logout ad

wizards ’ Servers

AP Wizard y

Switch wizard vers Ab4 Profiles L2 Authentication L3 Authentication User Rules Advanced

WLAN Wizard

Lieznse Wizard =] server Group Server Group > eduroam Show Reference Save As | Reset
Network

Switch default

WLANS sdluraam R U [

Ports internal Servers

Cellular Profils Name Server- Type trim-FQDN Match-Rule Actions

P R New
Security EMI Tz - du Server Rules

Authentication | pan e A bbb L [T — Tun POREN al ¥ Tiarad L

Access Contral [#  RADIUS Server
Wireless Servers

AP Configuration B LDAP Server Name. Server-Type trim-FQDN Match-Rule Actions

erver Name Trim FQDN Match Rules
AP Installation
[# Internd OB |eduruam (Radius) & r Match Type Operator Match String
Management
Authstring = contains

Gz [#  Tacacs Accoun ting Serwer

P add Rule | Delete Rule |

Certificates [#  TACACS Server Add Server Cancel

SHMP

gt [#] XML APT Server Servers

Name Server-Type trim-FQDN Match-Rule Actions
Elocie B RFC 3576 Server eduroamn Radius Mo i
Gusst Provisioning Lt | pelete |4 7]

Captive Portal New N
SMTR
Bandwidth Calculatar Apply

5.Create L2 Authentication profile
Configuration > Security > Authentication > L2 Authentication > 802.1X Al
Profiles

[ Save Conﬁguration]

Wizards z L2 Authentication

AP Wizard
Switch Wizar Servers Ans Profiles L2 authentication L2 Authentication User Rules
Wi LAM Wizard
License Wizard [ mMac authentication Profile 802.1X Authentication Profile
Metwork g Instance
Switch =l g02.1% authentication Prahle default
WLAN
e default default-psk
Ports .
default-psk dot1x_Authentication

Cellular Profile
dot1x_eduroam

Ir z dot 1x_Authentication
Securit
! dotlx_edurcam A eduroam Add

Authentication

Acocess Control
[ Stateful 202.1% Authentication Profile

6. Edit L 2 Authentication profile
Configuration > Security > Authentication > L2 Authentication > 802.1>
Profiles > eduroam




Wizards
AP wizard

Switch Wizard
WLAN Wizard
License Wizard

Network
Switch

WLANSs
Parts

Cellular Profile

1P I ‘
Security

Authentication

Access Control
wireless

AP Configuration

AP Installation
Management

Bandwidth Calculator
Advanced Services

Redundancy

TRk

e OnJP? B G BN bt qiaOy ik @i @ @K O

Servers Abs Profiles

[#  MAC Authentication Profile
[=] 602,13 Authenticstion Profile
default
default-psk
datlx_Authentication
dottx_eduroam

edurosm

[#]  Stateful 802.1 Authentication Profile

L2 Authentication

Save Conl

L2 Authentication

Logout

L3 Authentication User Rules Advanced
802.1% Authenticati nﬁrﬂfile > eduroam Show Reference Save As | Reset
Basic Advanced
Machine Authentication: [ ——-
Enforce Machine Authentication || Dafault Machine Rals guest
Machine Authentication Cache Blacklist on Machine
Timeout 24 hr(s) Authentication Failure [m]
Machine Authentication: [ ——- Interval between Identity
Default User Role quest Requests £ see
i el iy otz 30 sec Reauthentication Interval 56400 sec
Authentication
Uss Server provided Multicast Key Rotation Time
Reauthentication Interval [ Interval 1800 see
Unicast Key Rotation Time ano s Authentication Server Retry a0 et
I teryal Tnterval
Termination [l Termination EAP-Type [T eaptls [~ eap-peap
Termination Inner EAP-Type [T eap-mschapv2 [~ eap-gtc | Token Caching [l
WPA-Fast-Handover r L ‘

7.Create AAA Authentication profile
Configuration > Security > Authentication > AAA Authentication

Apply

N



