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ANINLINADULALLATIAS19NILADUNY

¥
[

JUvaeTTUUUUAN1suazlUsSUNIY freeradius NIARAT

nsinsawazivuanuatAvedusunsulugionisiaga RADIUS server dm3uusn1s eduroam i3y
AHUNTUNYRITEUUULURANNS Debian Linux 10.2 uaglusunsy freeradius Ju 3.0 wio1vanunsati1tu

mounsanannsluusuldiussuuUfianstu vielusunsy freeradius JuBuiiu

[

Az lndagandmussuuuuinisuaglusunsuy freeradius Fpasidenlimdsegiegndes el
- Debian 10.2 (buster)

cat /etc/debian version
- Freeradius 3.0

freeradius -v

TAs9a519:A30918U5LNBUNISANAY

wa A & o . a & 2/
AasaNUAIEN1IATAINITIUYedlUsunsy freeradius wazu3nsusenau aslulunulaseasnanis

WousalAsavesanInsa Ul

+—-——] eduroam—-TH |

|
| 202.28.112.6
|
|

+-—-—| RADIUS server | Main Realm
t-——— - + eduroam@uxx.ac.th
radius.uxx.ac.th (192.168.1.1)

+---| RADIUS server | Sub-Realm
| e e T + eduroam@abc.uxx.ac.th
| radius.abc.uxx.ac.th (192.168.1.111)
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|

|

|

| +------—-——————————— +

+---| LDAP/MySQL server | 1ldap.uxx.ac.th

- + user@uxx.ac.th

ldap.uxx.ac.th (192.168.1.2)

mysqgl.uxx.ac.th (192.168.1.2)
(radius:radpass@mysgl.uxx.ac.th/radius)

or
o +
+---| Microsoft NPS | ad.uxx.local/UXX.LOCAL
- + user@abc.uxx.ac.th
ipaddr = XXX.XXX.XXX.XXX

I
| ad.uxx.ac.th (192.168.1.3)
|
| port = 1812

| secret = XXXXXXXXXXXXXXKXX
|

+-——[ WLC or AP ]

== Hosts Account/Password ==
Linux: root/asdf
Windows: Administrator/Asdfl234
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1) N15AAAALNAFIUTUNUFIY

(%
wa A

Junmshndsuazinunnaueaudffiugiuli RADIUS server anunsavinaulasmesiies Usznaudienisin

<3

[
Y

ATLUIUNTH ARFIunANINUGIU ARsunanativayy Andslusunsudmsunegeu wilvauaudin
31U uagnageun sy Tnenisnaaeulziideagiduuulnadeniuiiieglla user-eduroam.conf

19U

1.1 SWNIALNANIFFALASUNANINUFIY

apt update
apt upgrade -y
DIMDITANNTNLAT B

apt install ntp -y
service ntp restart

1.2 AAASLWALND freeradius WASLWALNSTUHYU

apt install freeradius -y
apt install easy-rsa -y
apt install wget -y

update-rc.d freeradius enable

1.3  anulnaauwazaaulnansasliedvsunagau

Wuesaailansalusunsudmsuldnaaaunisvinaulusda RADIUS Server Tnganunsanagauiu RADIUS

Server \ignfu WPA-Enterprise 839 phase-2 1

apt install gcc make pkg-config -y
apt install libssl-dev libnl-3-dev libnl-genl-3-dev -y

cd /etc/freeradius/3.0
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wget \
http://www.rmuti.ac.th/user/prakai/p/2020-01-freeradius-test-t
ool.tar.gz

tar vxfz 2020-01-freeradius-test-tool.tar.gz

cd tool/wpa supplicant-2.7/wpa supplicant

cp -f defconfig .config

nano .config

#CONFIG DRIVER NL80211=y

CONFIG_EAPOL TEST=y

make eapol test
cp eapol test ../../bin

ref: http://deployingradius.com/scripts/eapol test

1.4 ailvanyalndnaauifdisagy

Julvdauaniididaguaglasunisusuunsandudsunsdinliugy

cd /etc/freeradius/3.0

wget \
http://www.rmuti.ac.th/user/prakai/p/2020-01-freeradius-3-debi
an-eduroam.tar.gz

1.5  unnlWdaaaudfdnsagy
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<

wanlndnaaudidsegy Inglvdauaudfdnsaguiivanglng lasunisusuussandudsunsaiuliuda

Y
[ ¥

sudslesnA1asune (comment) aanly wWisldanlulnddanunsedud

tar vxfz 2020-01-freeradius-3-debian-eduroam.tar.gz

2
a v A

3 va o @
emshildnuandiduiaguiined

AniaTAVANYeA freeradius 3.0 Wateisudmsuudlulnddagdu
radiusd-eduroam.conf

nsfansetnBilivie realm filsignéios
edurocam-realm-checks.conf
edurocam-mon-checks.conf

UsznAlgdn3onsusnisues freeradius 115U eduroam WUU Main realm %38 Sub-realm
sites-available/eduroam-main
sites-available/eduroam-sub
sites-available/eduroam-inner-tunnel
sites-available/eduroam-status

ns@eurey radius 1ASEIBU WU NRO, Main realm %3e Sub-realm
proxy—-eduroam-main.conf
proxy-eduroam-sub.conf
clients-eduroam-main.conf
clients-eduroam-sub.conf

AauURAluga EAP uag attr filter
mods-available/eap-eduroam
mods-config/attr filter/pre-proxy
UnyArlduwuulng

mods-available/files-eduroam
mods-config/files-eduroam/accounting
mods-config/files-eduroam/pre-proxy
mods-config/files-eduroam/authorize
ﬁ’zg%pfﬂ%’mﬂ LDAP server

mods-available/ldap-eduroam

Uny@l¥a1n Microsoft Active Directory

mods-available/mschap-eduroam
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o ﬁ@%;ﬂﬁmﬂ MySQL server
mods-available/sgl-eduroam

mods-config/sgl/main/mysqgl/queries-eduroam.conf

1.6 whlvlna radiusd.conf

Tngusuuianggalagisuaintig radiusd-eduroam.conf

cd /etc/freeradius/3.0

nano radiusd.conf

# Change some configurations in radiusd.conf as show below

# PROXY CONFIGURATION
#

proxy requests = yes
SINCLUDE proxy.conf

# eduroam

SINCLUDE proxy-eduroam.conf

# CLIENTS CONFIGURATION

#

SINCLUDE clients.conf

# eduroam

SINCLUDE clients-edurocam.conf

1.7 dwunlnadmsunmsidudliusnisudn (Main Realm) vasaaniu

onllnddnsu Main Realm

cd /etc/freeradius/3.0
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cp proxy-eduroam-sub.conf proxy-eduroam.conf
cp clients—-eduroam-sub.conf clients-eduroam.conf
cp sites-available/eduroam-sub sites-available/eduroam

1.8 udlvlna proxy-eduroam.conf

4

Ysuuilulndanizgaisauily

cd /etc/freeradius/3.0

nano proxy-eduroam.conf

# Realm abc of UXX.AC.TH at local service
#

realm abc.uxx.ac.th {
auth pool = localhost
nostrip

1.9 wAlvlng sites- available/eduroam

USuunlulwdiamegandsaudly

cd /etc/freeradius/3.0

nano sites-available/eduroam

authorize {

# Change realm to be LOCAL for local user
if( (&Realm =~ /"abc.uxx.ac.ths$s/) ) {

#
# If user database is on local (file, LDAP, MySQL),

# uncomment this block.
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#
update control {
Proxy-To-Realm := LOCAL
}
#
# - OR -
# If user database is on NPS, uncomment this block
#
#update control {
# Proxy-To-Realm := "nps.abc.uxx.ac.th"
#}

pre-proxy {

# Update Operator-Name to IdP
if (!Operator-Name) {
update proxy-request {
Operator-Name := "labc.uxx.ac.th"

1.10 snvantuaiy wazialyloe v

cd /etc/freeradius/3.0/sites-enabled

rm -f default

rm —-f inner-tunnel

ln -s ../sites-available/eduroam

In -s ../sites-available/eduroam-inner-tunnel
ln -s ../sites-available/eduroam-status

cd
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1.11 L"TJﬂTfiﬁu@Ja eap-eduroam Kag files-eduroam

cd /etc/freeradius/3.0/mods-enabled

In -s ../mods-available/eap-eduroam
In -s ../mods-available/files-eduroam
cd

1.12 @319lWa Certificate

Ysuuilulndanizgaisauily

cd /etc/freeradius/3.0/certs

rm *
cp /usr/share/doc/freeradius/examples/certs/*

nano ca.cnf
[ CA default ]
default days = 3650

[certificate authority]

countryName = TH

stateOrProvinceName = Bangkok

localityName = -

organizationName = XX University

emailAddress = eduroam@uxx.ac.th

commonName = "UXX Wi-Fi Certificate Authority"
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nano server.cnf

[ CA default ]

default days = 3650
[server]

countryName = TH

stateOrProvinceName = Bangkok

localityName = =

organizationName = XX University
emailAddress = eduroam@uxx.ac.th
commonName = "UXX Wi-Fi Certificate"

nano client.cnf

[ CA default ]

default days = 3650
[client]

countryName = TH

stateOrProvinceName = Bangkok

localityName = =
organizationName = XX University
emailAddress = eduroam@uxx.ac.th
commonName = eduroam@uxx.ac.th

nano Makefile

$ (OPENSSL) dhparam -dsaparam -out dh $(DH KEY SIZE)

./bootstrap
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cd

1 I3
1.13 wWasudnsvsadnvasvasing

chown -R freerad:freerad /etc/freeradius/3.0

1.14 NAFBUAITINULUUNUFIY

Q@%gﬁﬁﬂﬁﬁﬁﬁwmamﬁ@%ﬂWﬁmods—config/files—eduroam/authorize

nano mods-config/files-eduroam/authorize

eduroam Cleartext-Password := "TESTING-PASSWORD"
M99 1

service freeradius stop

freeradius -X

(stop debugging with CTRL+C)
wihveil 2

cd /etc/freeradius/3.0/tool

./rad eap test -H 127.0.0.1 -P 1812 -S testingl23 \
-u 'eduroam@abc.uxx.ac.th' \
-p 'TESTING-PASSWORD' \
-v -m IEEE8021X \
-s eduroam -e PEAP -2 MSCHAPV2
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access—accept; 0
RADIUS message: code=2 (Access-Accept) identifier=8
length=187
Attribute 27 (Session-Timeout) length=6
Value: 600
Attribute 1 (User-Name) length=21
Value: 'eduroam@abc.uxx.ac.th'
Attribute 79 (EAP-Message) length=6
Value: 03080004
Attribute 80 (Message-Authenticator) length=18
Value: 6668fe5c30e59946dc91ad7200c0a810
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2) NM15WalRaNULASaYIIUSN1sVan (Main-Realm) va9aa1uy

2.1 wAlWlWE radiusd.conf

TngUsuuilanzgalagisuaintig radiusd-eduroam.conf

cd /etc/freeradius/3.0

nano radiusd.conf

# Change some configurations in radiusd.conf as show below

# PROXY CONFIGURATION
#

proxy requests = yes
SINCLUDE proxy.conf

# eduroam

SINCLUDE proxy-eduroam.conf

# CLIENTS CONFIGURATION

#

SINCLUDE clients.conf

# eduroam

SINCLUDE clients-edurocam.conf

2.2 uhlulWa proxy-eduroam.conf

4

Ysuuilulndanizgaisauily

cd /etc/freeradius/3.0

nano proxy-eduroam.conf
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# home server for UXX.AC.TH -- Main Realm
#
home server edurocam-uxx-ac-th {
type = auth+acct
ipaddr = xxXX.xXXX.xXXX.xXxx # 192.168.1.1
port = 1812
secret = XXXXXXXXXXXXXXXX

#src ipaddr = xXXX.XXX.XXX.XXX
status check = status-server
require message authenticator = yes

#check interval = 30
#check timeout = 8

#revive interval = 360
#response window = 60
#response timeouts = 8
#num answers to alive = 3
#zombie period = 60
}
#
# home server pool for UXX.AC.TH -- Main Realm
#
home server pool edurocam-uxx-ac-th {
type = fail-over
home server = eduroam-uxx-ac-th
}
#
# realm for UXX.AC.TH -- Main Realm
#
realm eduroam {
auth pool = edurocam-uxx-ac-th
nostrip
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2.3 wilulWa clients-eduroam.conf

Ysuuilulndanizgaisauily

cd /etc/freeradius/3.0

nano clients—-eduroam.conf

# UXX.AC.TH server -- Main Realm
#

client eduroam-uxx—-ac-th {
ipaddr = xXXX.XXX.XXX.xxx # 192.168.1.1
netmask = 32
secret = XXXXXXXXXXXXXXXX
require message authenticator = no
shortname = eduroam-uxx-ac-th
nastype = other
virtual server = eduroam

2.4 NAFaUMIINUREELY eduroam aniazaslviuinisuan (Main Realm) vasanadu

Tilddmsunsveaeveglulwaniesadliiusnisuanvesantu

mods-config/files-eduroam/authorize
w999 1

service freeradius stop
freeradius -X
(stop debugging with CTRL+C)

P97 2
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cd /etc/freeradius/3.0/tool

./rad eap test -H 127.0.0.1 -P 1812 -S testingl23 \
-u 'eduroam@uxx.ac.th' \
-p '"TESTING-PASSWORD' \
-v -m IEEE8021X \
-s eduroam -e PEAP -2 MSCHAPV2

access—accept; 0
RADIUS message: code=2 (Access-Accept) identifier=8

length=187
Attribute 27 (Session-Timeout) length=6
Value: 600
Attribute 1 (User-Name) length=21
Value: 'eduroam@uxx.ac.th'

Attribute 79 (EAP-Message) length=6
Value: 03080004

Attribute 80 (Message-Authenticator) length=18
Value: 4f334b7622ec20537163ac31¢c1926d84
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3) n1shnaslaedl LDAP Server \ugiudayatndgld

v

Jumshnsdsuazinunraueaudffiugiuli RADIUS Server aunsaviia1uiu LDAP server (OpenLDAP)

a

el agldanguteya LDAP deyadndgldaisinisiiusianuluguuuy NT/LM Hash

Y Y

(NT-Password, LM-Password)
A3¥I9UYBI RADIUS Server azinselnenssluss LDAP server iulugadifioglu RADIUS Server

3.1 laseadredayalu LDAP Server

Areenalassaavanlaegevestoyanlilu LDAP Server

dn: dc=uxx,dc=ac,dc=th
objectClass: top
objectClass: organization
dc: u

dn: ou=People,dc=uxx,dc=ac,dc=th
ou: People

objectClass: top

objectClass: organizationalUnit

dn: ou=Group,dc=uxx,dc=ac,dc=th
ou: Group

objectClass: top

objectClass: organizationalUnit

dn: cn=Users, ou=Group, dc=uxx,dc=ac,dc=th
cn: Users

objectClass: posixGroup

gidNumber: 1001

description: Group of Users on Unix System

dn: uid=user,ou=People, dc=uxx,dc=ac,dc=th
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cn: User

sn: User

objectClass: top

objectClass: posixAccount

objectClass: shadowAccount

objectClass: inetOrgPerson

objectClass: sambaSamAccount

uid: user

uidNumber: 1001

gidNumber: 1001

loginShell: /bin/bash

homeDirectory: /home/user

gecos: User User

description: User User

displayName: User User

sambaAcctFlags: [U ]

sambalMPassword: C8DFD5AC0546E95DFF17365FAF1IFFESO
sambaNTPassword: 2C47AA9B5AC02360473ECE87B6800920
sambaSID:

sambaPrimaryGroupSID:

userPassword::
elINTSEF9Y0OF1dXBVNUR1bVFhakxxaDFSU2VVTH15Wi9NQ1d1lSXM=

3.2 AAAINALNY freeradius-ldap

AnRs module L3y tolyi freeradius KWnfiatayadn LDAP 1

apt install freeradius-ldap -y

3.3 wAlulwd sites-available/eduroam-inner-tunnel

Yuunlulwdiameaanasauily

cd /etc/freeradius/3.0
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nano sites-available/eduroam-inner-tunnel

authorize {

group {
# Read the 'users-eduroam' file
files-eduroam {
# return if match

ok = return
update = return
}
#
# for LDAP

ldap-eduroam {
# return if match
ok = return
update = return

}

# for Active Directory

#mschap-eduroam {

# # return if match
# ok = return

# update = return
#}

# for MySQL

#sgl-eduroam {

# # return if match
# ok = return

# update = return
#}

authenticate {
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# PAP Authentication
Auth-Type PAP {

pap

#
# MSCHAP Authentication
# for file-eduroam and/or LDAP and/or MySQL
Auth-Type MS-CHAP {
mschap

# MSCHAP Authentication
# for Active Directory
#Auth-Type MS-CHAP {

# mschap-eduroam

i}

# Allow EAP authentication.

eap-eduroam

3.4 udlalWa modules/\dap-eduroam

InguSuunmnanlvignaes duiusiu LDAP server

cd /etc/freeradius/3.0

nano mods-available/ldap-eduroam

ldap ldap-eduroam {

# server = "your-ldap-server-host-name" # ldap.uxx.ac.th
server = "your-ldap-server-host-ip" # 192.168.1.2
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# port = 398

# identity = "cn=admin, dc=uxx,dc=ac,dc=th"
# password = mypass
basedn = "dc=uxx,dc=ac,dc=th "
update {
control:Password-With-Header += 'userPassword'
# control:NT-Password := 'ntPassword’
control:NT-Password := 'sambaNTPassword'
}
user {
filter = "(Uid=%{%{Stripped-User-Name}:-%{User-Name}})"
access attribute = 'uid'

3.5 WUaldeuluga ldap-eduroam

cd /etc/freeradius/3.0/mods-enabled

In -s ../mods-available/ldap-eduroam

= a £ o
3.6 WasuaNSYIaR1vaIvadtng
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chown -R freerad:freerad /etc/freeradius/3.0

3.7 MNAEIUNSINUAEELYRIN LDAP Server

o =
“uaNn 1

service freeradius stop
freeradius -X
(stop debugging with CTRL+C)

P97 2

cd /etc/freeradius/3.0/tool

./rad eap test -H 127.0.0.1 -P 1812 -S testingl23 \
-u 'user@abc.uxx.ac.th' -p 'Asdf1234' \
-v -m IEEE8021X \
-s eduroam -e PEAP -2 MSCHAPV2
access-accept; 0
RADIUS message: code=2 (Access-Accept) identifier=8
length=187
Attribute 27 (Session-Timeout) length=6
Value: 600
Attribute 1 (User-Name) length=21
Value: 'user@abc.uxx.ac.th'
Attribute 79 (EAP-Message) length=6
Value: 03080004
Attribute 80 (Message-Authenticator) length=18
Value: 4£f334b7622ec20537163ac31cl1926d84
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4) nshnnslaed MySOL WugiudeyatnIdly

(%

ugulii RADIUS Server anunsavihaulaedndegiudeyaddnnulilu

a

Junshnsanazivuneuaudd

\B5es MySQL

Toyavnyddlinnuluguiuuresgudoyatiu anunsoiilassasslails Juegiuumivedueaniuuuas

Y Y

Y @ 1 o & v a LY < v aa & .
LAY LLG]EL‘UQNBU ‘US’E]'N’ENE‘ULL‘U‘Uﬂ'ﬁ"ﬂ(ﬂLﬂUﬂ@HﬁmWNUﬁﬂWiWUﬁWU‘U@Q freeradlus-mysqt

4.1 laseadredoyaly MySQL Server

aadUsznoUNUg IUNanvaINsInnudeyataild muguuuuves freeradius-mysal Wu dayar ey

v Y

(%
Y v A

WAullum1519 Y8 radcheck figuuuuvestayagly dail

Y

mysqgl> select * from radcheck;

et e - +
| id | username | attribute | op | value

Fo— e —— o o —— +
| 1 | user | Cleartext-Password | = | Asdfl234 |
et e - +

Fom Fom e e et +
| id | username | attribute | op | value

o —— o o +
| 1 | user | NT-Password | := | 2C47AA9B5AC02360473..|
| 2 | user | LM-Password | := | C8DFD5ACO0546ES5DFF1.. |
et o ———— e e +

4.2 fARILWALNY freeradius-mysql

AnRs module La3u Lely freeradius Whtiadayaann MySQL L
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apt-get install freeradius-mysqgl -y

4.3 wAlWlWg sites-available/eduroam-inner-tunnel

USuunlulwdiameaannsaudly

cd /etc/freeradius/3.0

nano sites-available/eduroam-inner-tunnel

authorize {

group {
# Read the 'users-eduroam' file
files-eduroam {
# return if match
ok = return
updated = return
}
#
# for LDAP
#ldap-eduroam {
# # return if match
# ok = return
# updated = return
#}
# for Active Directory
#mschap-eduroam {
# # return if match
# ok = return
# updated = return
#}
# for MySQL
sgl- eduroam ({
# return if match

ok = return
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updated = return

authenticate {

# PAP Authentication
Auth-Type PAP {

pap

# MSCHAP Authentication
# for file-edurocam and/or LDAP and/or MySQL
Auth-Type MS-CHAP ({

mschap

# MSCHAP Authentication
# for Active Directory
#Auth-Type MS-CHAP {

# mschap-eduroam

#}

eap-eduroam

4.4 uhlulWd mods-available/sql-eduroam

Yuunlulwdiameaanasauily

cd /etc/freeradius/3.0
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nano mods-available/sgl-eduroam

sgql sgl-eduroam {

#

driver = "rlm sgl mysqgl"
dialect = "mysqgl"

# Connection info:

server = "<mysql server host address>" # 192.168.1.2
#port = 3306

login = "radius"

password = "radpass"

radius db = "radius"

acct tablel = "radacct"

acct table2 = "radacct"

4.5 unlvlna mods-config/sqVmain/mysql/queries-eduroam.conf

Uuunlulwdiameganasaudly

nstlfiguteyatay@dlinliduluauguuuuves freeradius-mysql Sludesuiludda SQL wieli
wingauiulassaiadeyativ
cd /etc/freeradius/3.0

nano mods-config/sgl/main/mysgl/queries-eduroam.conf

# Query config: Username
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sql user name = "${%{Stripped-User-Name}:-%{%{User-Name}:-DEFAULT}}"

#sgl user name = "${User-Name}"
# Authorization Queries

authorize check query = "\
SELECT id, username, attribute, wvalue,
FROM ${authcheck table} \
WHERE username = '${SQL-User-Name}' \
ORDER BY id"

authorize reply query = "\
SELECT id, username, attribute, wvalue,
FROM ${authreply table} \
WHERE username = '${SQL-User-Name}' \
ORDER BY id"

#group membership query = "\

# SELECT groupname \

# ORDER BY priority"
#authorize group check query = "\

# SELECT id, groupname, attribute, \
# ORDER BY id"
#authorize group reply query = "\

# SELECT id, groupname, attribute, \
# ORDER BY id"

4.6 Waldawluga ldap-eduroam
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cd /etc/freeradius/3.0/mods-enabled

In -s ../mods-available/sgl-eduroam

4.7 Wasuansvsed1vasvadlng

chown -R freerad:freerad /etc/freeradius/3.0

4.8  MagaUNMTINUME LTI MySQL

P97 1

service freeradius stop
freeradius -X
(stop debugging with CTRL+C)

P97 2

cd /etc/freeradius/3.0/tool

./rad eap test -H 127.0.0.1 -P 1812 -S testingl23 \
-u 'user@abc.uxx.ac.th' -p 'Asdfl234' \
-v -m IEEE8021X \
-s eduroam -e PEAP -2 MSCHAPV2
access—-accept; 0
RADIUS message: code=2 (Access-Accept) identifier=8
length=187
Attribute 27 (Session-Timeout) length=6
Value: 600
Attribute 1 (User-Name) length=21
Value: 'user(@abc.uxx.ac.th'
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Attribute 79 (EAP-Message) length=6
Value: 03080004

Attribute 80 (Message-Authenticator) length=18
Value: 4£f334b7622ec20537163ac31¢c1926d84
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5) n1shnaslagld Microsoft NPS Wunanediifegrutioyatnddld

nstinantulUyaldeglu Microsoft Active Directory UnLASa Microsoft Windows Server 2012 4y

Y

v A

W 2zfilsunsuidugemdlunisdnfieguteyadayddlilaglisesdniiauinis Microsoft Active

Y
[ [

Directory 1ngnsa TWswnsuil Microsoft Warwnduanlildilfe Microsoft NPS (Network Policy Service)

TUsunsu Microsoft NPS figasnisnisliusniswuifieniuiu RADIUS wasgiu detu nsdlilunisiivue
AautRvedlusunsy freeradius Tidwian1sasvaluds Microsoft NPS uaglusunsa Microsoft NPS 9

AiunInsIvae Ul Yl Microsoft Active Directory 8ntu

natmuanaantRtdun1svinli freeradius vimiiidu proxy U Microsoft NPS 3@ wilefinis
F0venTI9a0UUNTL TN freeradius TUsuNTY freeradius agddsianisTosvariaualugs Microsoft
NPS waglumanduiu lUsunsu freeradius 9 5URANNT304U83N Microsoft NPS wavdssialugs

\wIBIRUN1NToswen1InTIRae U TN LY

Tugfiofsuusimarmunauaudilasd Microsoft Active Directory agudn umdedunsumssiiiu
15 2 d war 1 dasu Usenaume

1) miaméﬂgqLLazﬁqwummamﬁa%ﬂﬂmmu Microsoft NPS (5.1 - 5.3)

2) (i) iy Realm 15 Active Directory (5.4 - 5.6)

3) msfvuanaudRluswnsy freeradius (5.7+)

51 finu3n1s Microsoft Network Policy and Access Service lu Microsoft Windows Server

® JlUsunsu Server Manager AdNs19n15 Dashboard #is18n15A1UE1e

® JLuUMUUEYI AANKIY Manage >> Add Roles and Features
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Tools View Help

Manage

)1 Iy

Server Manager * Dashboard

| Add Roles and Features

Remove Roles and Features

E Dashboard ROLES AND SERVER GROUPS
Roles:3 | Servergroups: 1 | Servers total: 1 Add Servers

B Local Server Create Server Group

BE All Servers i-i-i AD DS 1 i Local Serve Server Manager Properties
i ADDS

8 DNs @ Manageability @ Manageability

¥§ File and Storage Services P sl SRk

a

® 153 Before you begin AanUal Next
finieing Select installation type L@9n Role-based and feature-based installation LazAan
U3l Next

® Jintising Select destination server ian Select a server from the server pool iden
WSM8391NTI8N15 wazAanUy Next

® Jntimne Select server roles Tus18n1s Role 1don Network Policy and Access Service

DESTINATIOMN SERVER

Select server roles dotrsadtiony

Before You Begin Select one or more roles to install on the selected server.

Instaliation Type Roles Description

server Selection || Active Directory Federation Services i Metwork Policy and Access Services
[] Active Directory Lightweight Directory Services provides Network Policy Server
. _ [] Active Directory Rights Management Services (NPS), which helps safeguard the
PesilEngs [[] Device Health Attestation security of your network.
L_| Hyper-v
[ MultiPaint Services

[N twork Policy and Access Service

[1 Print and Document Services
] Windows Server Update Services

5T
'

| < Previous | | Mext = | . Install -

® Jiniiea Add features that are required for Network Policy and Access Service? ﬂaﬂﬂu

Add Features
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Add features that are required for Network Policy and
Access Services?

The following tocls are required to manage this feature, but do not
have to be installed on the same server.

4 Remote Server Administration Toals

4 Role Administration Tools
[Tools] Network Policy and Access Services Tools

Include management tocls (if applicable)

Add Features Cancel

® ntisina Select server roles Tus18n15 Role AanUal Next

DESTINATION SERVER

Select server roles dosprsiaiion

Select one or more roles to install on the selected server,

Before You Begin

Instaliation Type Roles Description
Server Selection || Active Directory Federation Services ~ Network Palicy and Access Services
[] Active Directory Lightweight Directory Services provides Network Policy Server
[] Active Directory Rights Management Services (NPS), which helps safeguard the
Features [] Device Health Attestation security of your network.
L_| Hyper-v

[1 MultiPaint Services
MNetwork Policy and Access Service
[] Print and Document Services

E Windows Server Update Services &

< Previous | | MNext > | Install Cancel

® ntieing Features AANUYN Next
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Select features

Befors You Begin
Installation Type

Server Selection

Server Roles

Metwork Policy and Acces

ranfiren ating

Select one or more features to install on the selected server.

Features

W NET Framework 3.5 Features

[ [m] .MET Framework 4.6 Features (2 of 7 installed)
[ Background Intelligent Transfer Service (BITS)
[ BitLocker Drive Encryption
[] BitLocker Metwork Unlock
[] BranchCache
[] isMS Server service
[ LPR Port Monitor

DESTINATIOMN SERVER
ADLCLLOCAL

Description

NET Framework 3.5 combines the
power of the .NET Framework 2.0
APls with new technologies for
building applicaticns that offer
appealing user interfaces, protect
your customers' personal identity

| < Previous || Mext »

Install | Cancel

® 7inihe1a Network Policy and Access Service AaNYs Next

Network Policy and Access Services

Before You Begin
Installation Type
Server Selection
Server Roles

Featuras

Metwork Policy and Acces...

rnfiren atine

Metwork Policy and Access Services allows you to define and enforce policies for network access,
authentication and authorization using Network Policy Server (NPS).

Things to note:

* You can deploy NPS as a Remote Authentication Dial-In User Service (RADIUS) server and proxy.
After installing NPS using this wizard, you can configure NPS from the NPAS home page using the

MPS console,

DESTINATION SERVER
ADUXLOCAL

| < Previous || Mext =

|

Install

Y

® ivtirna Confirm installation selection AaNYa Install
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. . . . DESTINATION SERVER
Confirm installation selections 4D LOCAL
Before You Begin To install the following roles, role services, or features on selected server, click Install.
Installation Type [] Restart the destination server automatically if required
Server Selection Optional features (such as administration tools) might be displayed on this page because they have

been selected automatically. If you do not want to install these optional features, click Previous to clear

server Roles their check boxes.

Features

Network Policy and Acces... Network Policy and Access Services

Remote Server Administration Tools

Confirmation

Role Administration Tools
Metwork Policv and Access Services Tools

Export configuration settings
Specify an alternate source path

< Previous Mext > | Install || Cancel

® widanalunARfIUINSIEIESY It Installation progress AdnUu Close

DESTINATICMN SERVER

Installation progress ADUXCLOCAL

View installation progress

o Feature installation
e ]

Installation succeeded on AD.UXX.LOCAL.

MNetwork Policy and Access Services
Remote Server Administration Tools
Role Administration Tools
Network Policy and Access Services Tools

Wena mmm ol Hhic taimned st s b febnee ndinm seonmimes facke Wian barls mrmmicnr e s mnne Hhis

| =Previous | | MNext> | Close | Cancel

5.2 @314 Self-signed Certificate

® Unluswnsy Windows PowerShell

® @319 Self-signed Certificate muAas (luussviane)
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PS C:\> New-SelfSignedCertificate
-DnsName edurocam.uxx.ac.th
-CertStoreLocation cert:\LocalMachine\My
-NotAfter (Get-Date) .AddYears (10)

5.3 ﬁﬂwuﬂﬂmauﬁa Microsoft Network Policy Service

AlUsunsy Server Manager ﬁLuHﬁmuu‘Um ﬂﬁmm‘g} Tools >> Network Policy Service
lUsunsu Network Policy Service ARNYNAIUYMLVBANNENTIEN1TALEE 518715 NPS

(Local) LLﬁataaﬂLuH Register server in Active Directory uazgensunsaaiiiunisaeluau

(% <
LALE?

@ Network Policy Server

File Action View Help

« |5

@ NPS (Local) |
> [Z] RADIUS Import Configuration
¥ I_EJ Paolicies

Export Configuration
-l;ﬁ Account NPS) allows you to create and enforce organization-wide network access policies for connection request
b3 ! Templat Start MPS Service nection request authorization.
Stop NP5 Service
Register server in Active Directory = =
n
Properties

o from the list and then click the link below to open the scenario wizard.

® lusunsu Network Policy Service 189n519N15Na19MEU1989 518715 RADIUS server for

802.1X Wireless or Wired Connections Wazmaandsd Configure 802.1X

€ Network Policy Server = | X
File Action View Help

«= @ 8

€ NPS (Local) NPS (Local)
5 [ RADIUS Clients and Servers

Standard Configuration -

Select a configuration scenario from the list and then click the link below to open the scenario wizard.

| RADIUS server for 802.1X Wireless or Wired Connections w i

RADIUS server for 802.1X Wireless or Wired Connections

When you configure NP5 as a RADIUS server for 802.1X connections, you create network policies that allow NPS to authenticate
and authorize connections from wireless access points and authenticating switches (also called RADIUS clients).

B Configure 802.1X B Leammore
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® Jinthsing Select 802.1X Connections Type L@9n Secure Wireless Connections warAanyy

Next

! Select 802.1X Connections Type

Type of 802_1X connections:
(®) Secure Wirsless Connections

When you deploy 802,71 wireless access points on your network:, MP5 can authenticate and authorize
connection requests made by wirgless clients connecting through the access points.

() Secure Wired (Ethemet) Connections

Name:

This default text is used as part of the name for each of the policies created with this wizard. You can use the
default test or modify it .

Secure Wireless Connections

Previous Finish . Cancel

® vt Specify 802.1X Switches AANU Add...

Specify 802.1X Switches
"
A Please specify 8021 switches or'Wireless Access Points (RADIUS Clients)

RADIUS clients are network access servers, such as authenticating switches and wireless access point.
RADIUS clients are not client computers.

To specify a RADIUS client, click Add.

RADIUS clients:

Add...
Edt..

Remove

Previous Firizh Cancel

® %19 New RADIUS Client T#insansieaztdenvad RADIUS Server U84 eduroam wagde

° = Y a1 = Y
NIURUAVDINIITDHT LLajﬂaﬂﬂ}I Next I@ﬂﬁqﬂagLaﬂﬂﬂigﬂaU@nﬁ
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- Friendly name: eduroam-Radius

- Address (IP or DNS): 192.168.1.111

- (0) Manual
- Shared secret/Confirm shared secret: XXXXXXXXXXXXXXXX (X 91431 16 §17)
Mew RADIUS Client 4
Settings
Select an exdsting template:

Mame and Address
Friendhy name:

|edumam-Hadius |

Address (IP ar DNS):
192.168.1.1 || Verfy..

Shared Secret
Select an exdsting Shared Secrets template:

Mone w

To manually type a shared secret, click Manual. To automatically generate a shared
secret, click Generate. You must configure the RADIUS client with the same shared
secret entered here. Shared secrets are case-sensitive.

(®) Manual () Generate
Shared secret:

Corfirm shared secret:

® vt Specify 802.1X Switches AN Next
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Specify 802.1X Switches
"
A Please specify 8021 switches orWireless Access Points (RADIUS Clients)

RADIUS clients are network access servers, such as authenticating switches and wireless access point.
RADIUS clients are not client computers.

To specify a RADIUS client, click Add.

RADIUS clients:
eduroam-Radius .Pudd
Edit..
Remove

Previous Firizh Cancel

® it Configure and Authentication Method L@ans18n13 Type (): 10U Microsoft:

Protected EAP (PEAP) uagaanyu Configure...

! Configure an Authentication Method

Select the EAP type far this palicy.

Type (based on method of access and network configuration):

Microsoft- Protected EAP {PEAF) v

Previous MWext Finish Cancel

® Jiniiea Edit Protected EAP Properties 1&on Certificate issued to: eduroam.uxx.ac.th

uagAaNUL OK
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Edit Protected EAP Properties et

Select the certificate the server should use to prove its identity to the dient.
A certificate thatis configured for Protected EAP in Connection Request
Policy will override this certificate.

Certificate issued to:

R v
Friendly name: eduroam.uxx.ac. th
Issuer: eduroam.uxx.ac. th
Expiration date: 22/12/2572 18:21:55

Enable Fast Reconnect
[ pisconnect Clients without Cryptobinding

Eap Types
Secured password (EAP-MSCHAP w2 Mave Lip
Mave Dawn

Add [ | Edit | Remove Cancel

® Jinthsing Configure and Authentication Method AanUs Next

: ! Configure an Authentication Method

Select the EAP type for this policy.

Type (based on method of access and network configuration):

Microsoft: Protected EAP (PEAP) v

Previous _ Mext Firish _ Cancel

® finihsna Specify User Groups AaNUy Next
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Specify User Groups

A LIsers that are members of the selected group or groups will ba allowed or deniad access
3 : based onthe network policy Access Permission setting.

To select User Groups, click Add. f no groups are selected, this policy applies to all users.

Add...

Groups
Remove

Previous . Finizh Cancel

fiieing Confisure Traffic Controls AanUy Next
Configure Traffic Controls

]
A Usevirtual LANs {WLANs)and access control lists (ACLs) to control network traffic.

I your RADIUS clients (authenticating switches or wireless access points) support the assignment of traffic
controls using RADIUS tunnel attibutes, you can corfigure these attributes here. i you corfigure these attributes,
MPS instructs RADIUS clients to apphy these settings for connection requests that are authenticated and

authorized.
If you do not use traffic controls or you want to configure them later, click Mext.

Traffic control corfiguration
To configure traffic control attibutes, click Corfigure.

Cunﬁgum...

Previous . Finish Cancel

® it Completing New IEEE 802.1X Secure Wired and Wireless Connections and

RADIUS clients manyy Finish
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® narvuaRaLURNITU RADIUS server for 802.1X Wireless or Wired Connections #3uvas

Completing New IEEE 802.1X Secure Wired and
Wireless Connections and RADIUS clients

You have successfully created the following policies and configured the following RADIUS clierts.

* Ta view the corfiguration details in vour default browser, click Corfiguration Details.

* To change the configuration, click Previous.
* To save the configuration and close this wizard, click Finish.

RADIUS dlients:
eduroam-Radius (152.168.1.1)

Connection Request Policy:
Secure Wirgless Connections

Network Policies:
Secure Wirgless Connections

Previous Mext Cancel

RADIUS Client %a eduroam-Radius a&ﬂm’lﬁm’li RADIUS Clients and Servers >> RADIUS

Clients anunsauSunssle

File

Action  View Help

o= | 2 HE

€& NPS (Local)

Rl |

v EJ' Policies

& Accounting
> Wl Templates Management

RADIUS Clients and Servers
5 RADIUS Clients

;' RADIUS clierts allow you to specify the network access servers, that provide access to your network:.
iﬂ Remote RADIUS Server g

| Connection Request Pg|| Friendly Name IP Address  Device Manufacturer  Status

| Metwork Policies ﬂ eduroam-Radius 152.168.1.1 RADIUS Standard Enabled

® naivuaRaLURNEITU RADIUS server for 802.1X Wireless or Wired Connections #1781

Connection Request Policies %o Secure Wireless Connections agﬂui’lami Policies >>

Connection Request Policies @1315auU5uuasla
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File Action View Help
& =| &
@ MPS (Local) Connection Request Policies
w || RADIUS Clients and Servers

a RADIUS Clients  Connection request policies allow you to designate whether connection requests are processed locally or
25 Remote RADIUS S forwarded to remote RADIUS servers.
emote erver || —

v E:J Policies
¢ Connection Request Po|| Policy Name
[ MNetwork Policies
B Accounting
> Ml Templates Management

Status Processing Order  Source
|51 Secure Wireless Connections Enabled 1

Unspecified

=J Uze Windows authentication for all users Enabled 2 Unspecified

® i vuaRaLURNEITU RADIUS server for 802.1X Wireless or Wired Connections #31vas

Network Policies @ Secure Wireless Connections agﬂm’l‘ami Policies >> Network
Policies @1unsauSuwaale

File Action View Help
€ = | 25|

@ MPS (Local) Network Policies
~ [ RADIUS Clients and Servers

i RADIUS Clients [ Network policies allow you to designate who is authorized to connect to the network and the cincumstances
ﬁ R te RADIUS S ] under which they can or cannot connect.
emote erver || ——
v Ef Policies
| Connection Request Po|| Policy Name
¢ Network Policies

B Accounting Connections to Microsoft Routing and Remote Access server Enabled 2
5 ly Templates Management ﬁ&nnedions to other access servers

Status Processing Order  Access Type S
Secure Wireless Connections Enabled 1

Grant Access
Deny Access U
Enabled 3 Deny Access U

54 i Realm 19 Active Directory

n3aifiTn5UsZNA Active Directory Tnedl Realm niSedolulaseadna (Forest) linsatunisidaunes
eduroam sJugearilii Active Directory & Realm n59 w3ald3En1sifiu Realm Wnlululpssadadiy
® {ilusunsu Server Manager ﬁLmHé’muumw AANLIY Tools >> Active Directory Domains
and Trusts
® §ilUsunsu Active Directory Domains and Trusts AANUNFUYAMEIMNETTIEN ST

3181013 Active Directory Domains and Trusts LLé”JLaaﬂLﬂiH Properties
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File

;;;‘ Active Directory Domains and Trusts

Action View Help

G EEEI

% Active Directory Domains and Trust!| name Tana
@ UXLOCAL Change Forest...

Change Active Directory Domain Controller...
Operations Master...

Raise Forest Functional Level...
View »
Refresh

Export List...

Properties

Actions

Active Directory Domains and Trusts [ ...«
More Actions »

5.5

® Jinihea Active Directory Domains and Trusts [ AD.XXX.DOMAIN.XXX ] Wil Realm Tutos

Alternative UPN suffixes: abc.uxx.ac.th uénantu Add uagaanta OK Liledugn

IPM Suffoces

additional logon security and simplifies user logon names.

them tao the following list.
Altemative UPN suffices:

Active Directory Domains and Trusts [ ADLUCCLOCAL ...

T

The names of the cument domain and the root domain are the default user
principal name {UPN) suffices. Adding atemative domain names provides

ff you wart attemative LUPMN suffices to appear durng user creation, add

X

|Ln:x.ac.th|

Add

OK | Cancel || Apply

| Remove

Help

wiily Realm T4 Uwﬁiﬂ%’

Ineun@vny3gltlu Active Directory 9dl Realm suialulasiasna (Forest) whin usmndesnisldiduy

Uy eduroam 1duspsuily Realm vaadgdldvae lneniswdeuain Realm wWuluidu Realm

Twad

® JlUsunsu Server Manager ﬁmyéﬁuuumw ﬂammé Tools >> Active Directory Users and

Computers
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® 7lusunsu Active Directory Users and Computers AANTIBN1TATUGY Active Directory
Users and Computers >> [XXX.DOMAIN.XXX] >> Users

® Tusremsvyd Windnundiurnndydndesnisuilutoya uwandenuy Properties

] Active Directory Users and Computers e O >
File Action View Help Add to a group...
$$| = | & H | XE 4 | -l 3; w2 Disable Account
| Active Directory Users and Computers || pame Type Reset Password... 5 ~
§ ; aﬁiggﬁ:es %eduroam Users Security Move...
v <= gt %Enterpriseﬁ\dmins Security Open Home Page 1 administrate
'.:]I CUI " A %Enterprise Key Admins Security Send Mail of this group
- omputers i i i .
T T — -.% Enterpnselﬂead-onl}r Dornain ... Secur!ty Al Tacks - of th.|5 group
-.% Group Policy Creator Owners Security n this group

» ] ForeignSecurityPrincipals

» || Managed Service Accounts s Guest User b count for gue
| Users H2 Key Admins Security Delete +f this group
:%Protected Users Security Bonamns of this group

%RAS and |AS Servers Security his group car

% Read-only Domain Controllers  Security Froperties af this group

%Schema Admins Security 1 administrats

e 1o D

wRuanURvesly (User’s Properties) AANWIY Account widien Realm 91n31813

® g

v v A

aaUnyTlY Wy @abe.uxx.ac.th uazadn OK Livedugn

=~ =p.
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User User Properties 4 *
Member Of DialHdn Environment Sessions
Remate control Remote Desktop Services Profile COM+

General Address Account Profile Telephones Crganization

|User logon name:

|user | (@wocac th -
[@LG LOCAL
IUser logon name (pre-Windows 2000): G aCih
|le | user
Logon Hours... . Log On Ta...
[ ] Unlock accourt
Account options:
[ User must change password at next logon "
[ User cannaot change password
Fassword never expires
[ Store password using reversible encryption "
Account expires
(@) Mever
() End of: 21 wnTwme 2563

e

5.6 iy Realm 19 Active Directory wazufly Realm Tliny@gldvisszuudng Script

mndosnsiiid Realm 19 Active Directory waguly Realm To Jeyas w[, N2 UUAIE Script @113

ailvanuazSonldansuidsaguled

https://gallery.technet.microsoft.com/scriptcenter/Add-new-domai
n-suffix-and-9f42e43f

5.7 wilula radiusd.conf
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TngUsuuianggalagisuaintig radiusd-eduroam.conf

cd /etc/freeradius/3.0

nano radiusd.conf

# Change some configurations in radiusd.conf as show below

# PROXY CONFIGURATION
#

proxy requests = yes
SINCLUDE proxy.conf

# eduroam

SINCLUDE proxy-eduroam.conf

# CLIENTS CONFIGURATION

#

SINCLUDE clients.conf

# eduroam

SINCLUDE clients-eduroam.conf

5.8 unlulwa proxy-eduroam.conf

Uuunlulwdiameganasaudly

cd /etc/freeradius/3.0

nano proxy-eduroam.conf

# home server for local service at NPS

#

home server nps-uxx-ac-th {
type = auth
ipaddr = xxXX.XXX.xXxXxX.xxxX # 192.168.1.3
port = 1812
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secret = XXXXXXXXXXXXXXXX
#src_ipaddr = XxXX.XXX.XXX.XXX

require message authenticator = yes

status check = request
username = "status check user" #"check@uOO.ac.th"
password = "don't use"

#check interval = 30
#check timeout = 8

#revive interval = 360
#response window = 60
#response timeouts = 8
#num answers to alive = 3
#zombie period = 60

}

#

# home server pool for local service at NPS

#

home server pool nps-uxx-ac-th {
type = fail-over
home server = nps-uxx-ac-th

}

#

# realm for local service at NPS

#

realm nps.uxx.ac.th {
auth pool = nps-uxx-ac-th
nostrip
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5.9 wAlulwa sites- available/eduroam

Yuunlulwdiameaanasauily

cd /etc/freeradius/3.0

nano sites-available/eduroam

authorize {

# Change realm to be LOCAL for local user

if( ("${Realm}" =~ /abc.uxx.ac.ths$s/) ) {
#
# If user database is on local (file, LDAP,...),
# uncomment this block

#

#update control {

# Proxy-To-Realm := LOCAL

#}

#

# - OR -

# If user database is on NPS, uncomment
#

update control {
Proxy-To-Realm := "nps.uxx.ac.th"

= v

5.10 NAFIUAIIAFIUUTE AN Microsoft NPS Iaensa

v oy

cd /etc/freeradius/3.0/tool

./rad_eap test -H 192.168.1.3 -P 1812 -5 XXXXXXXXXXXXXXXX \
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-u 'user@abc.uxx.ac.th' \
-p 'Asdf1234"' \
-v -m IEEE8021X \
-s eduroam -e PEAP -2 MSCHAPV2
access—-accept; 0
RADIUS message: code=2 (Access-Accept) identifier=8

length=187
Attribute 27 (Session-Timeout) length=6
Value: 600

Attribute 1 (User-Name) length=21
Value: 'user@abc.uxx.ac.th'

Attribute 79 (EAP-Message) length=6
Value: 03080004

Attribute 80 (Message-Authenticator) length=18
Value: 4£f334b7622ec20537163ac31¢c1926d84

5.11 nagaumsvinaudiedldainiedes RADIUS 1Uss Microsoft NPS

P97 1

service freeradius stop
freeradius -X
(stop debugging with CTRL+C)

P97 2

cd /etc/freeradius/3.0/tool

./rad eap test -H 127.0.0.1 -P 1812 -S testingl23 \
-u 'user@abc.uxx.ac.th' \
-p 'Asdf1234' \
-v -m IEEE8021X \
-s eduroam -e PEAP -2 MSCHAPV2

access—-accept; 0
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RADIUS message: code=2 (Access-Accept) identifier=8
length=187
Attribute 27 (Session-Timeout) length=6
Value: 600
Attribute 1 (User-Name) length=21
Value: 'user@abc.uxx.ac.th'
Attribute 79 (EAP-Message) length=6
Value: 03080004
Attribute 80 (Message-Authenticator) length=18
Value: 4£f334b7622ec20537163ac31cl1926d84
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6) n13fnAslaed Microsoft Active Directory Wugniudayatadld

(%
wa

JunsfnsanasivunemaudAnug iyl RADIUS Server anunsaviaiusauiu Microsoft Active

<3

Al Active Directory

Y

Directory \onsiaaauiliaindeyd

159119114284 RADIUS Server agnsiaaauminuvasyldiulusinsuniewen fe samba %38 winbind

e ndusesivunnuauifives samba w38 winbind Tianunsafnmariu Active Directory \danau

6.1 uwdlvlna /etc/resolv.conf

Yuunlulwdiameaanasauily

nano /etc/resolv.conf

search uxx.local
nameserver <dc_server address> # 192.168.1.3
nameserver <other dns server> # 8.8.8.8

6.2 wilulwa /etc/hosts

Ysuuilulndanizyaisauily

nano /etc/hosts

<dc_server address> ad.uxx.local ad.uxx.ac.th ad

#192.168.1.3 ad.uxx.local ad.uxx.ac.th ad

6.3 AAALWALNTUUAYULABINY samba, krb5 wag winbind
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apt install samba winbind krbb-user krbS5-config -y

Default Kerberos version 5 realm:
UXX.LOCAL

Kerberos servers for your realm:

ad.uxx.local

Administrative server for your Kerberos realm:

ad.uxx.local

onlanuntinensaaan amnsaimueRuaNtRaNASY
dpkg-reconfigure -plow krbb-config

6.4 wAlWING /etc/samba/smb.conf

Ysuwilulidiamegaideudly waziiiu

nano /etc/samba/smb.conf

# Change this to the workgroup/NT-domain name
workgroup = UXX

# Add new all lines below to this location
security = ADS
realm = UXX.LOCAL
encrypt passwords = yes

client use spnego yes

idmap config *:backend = tdb
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idmap config *:range = 1000-9999

idmap config UXX:backend = ad

idmap config UXX:schema mode = rfc2307
idmap config UXX:range = 10000-99999

winbind nss info = rfc2307
winbind trusted domains only = no
winbind use default domain = yes

winbind enum users = yes
winbind enum groups = yes
winbind refresh tickets = yes

6.5 wilulwa /etc/krb5.conf

A 9n158A5a RADIUS Server 81msUu3n15 eduroam - Sub realm - 2020-01 - 56/82

Ysuuilulndanizyaisauily

nano /etc/krb5.conf
[libdefaults]
default realm = UXX.LOCAL
dns lookup realm = false
dns lookup kdc = true
forwardable = true

[realms]
UXX.LOCAL = {
kdc = ad.uxx.local
admin server = ad.uxx.local

[domain realm]
.uxXx.local = UXX.LOCAL
uxx.local = UXX.LOCAL

6.6 San1IMLUSLNSU samba
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/etc/init.d/samba restart

6.7 Join 1389 RADIUS Server Tiusun@nuas Active Directory Domain

net ads join -U Administrator

Enter Administrator's password: <Administrator’s password>

Using short domain name -- UXX
Joined 'YOUR-RADIUS-SERVER' to dns domain 'UXX.LOCAL'

6.8 Sam1snlUswNsy samba waz winbind

/etc/init.d/samba restart
/etc/init.d/winbind restart

6.9 WNAFIUNANIT Join \A399 RADIUS Server Tuidugan@nves Active Directory Domain

wbinfo -u

administrator

user
and other users

mnlallsna laediuladn Active Directory v waglvdnaautfgneies Tiaduniseilude 35-37

6.10 nagaulivsy¥Eldain Active Directory
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/usr/bin/ntlm auth --domain=UXX.LOCAL --username=user \
--password=Asdfl1234

NT STATUS OK: Success (0x0)

ya o

6.11 a5 IgldAsuTwswa RADIUS Server Wlunguuasléfisulusiva winbind

chown root:winbindd priv /var/lib/samba/winbindd privileged

usermod -a -G winbindd priv freerad

6.12 unlvlna modules/mschap-eduroam

Ysuuilulndanizgaisauily

cd /etc/freeradius/3.0

nano modules/mschap-eduroam
mschap mschap-eduroam {
use mppe = yes

require encryption = yes

require strong = yes

ntlm auth = "/usr/bin/ntlm auth --request-nt-key
—-—-domain=UXX.LOCAL --username=%{Stripped-User-Name}
--challenge=%{mschap:Challenge:-00}
--nt-response=%{mschap:NT-Response:-00}"

#ntlm auth timeout = 10
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6.13 wAlulwa sites-available/eduroam-inner-tunnel

Uuunlulwdiameaanasaudly

nano sites-available/eduroam-inner-tunnel

authorize {
group {
# Read the 'users-eduroam' file
files-eduroam ({
# return if match
ok = return

updated = return

}

#

# for LDAP
#ldap-eduroam {

# # return if match
# ok = return

# updated = return
#}

# for Active Directory
mschap-eduroam {
# return if match
ok = return
updated = return
}
# for MySQL
#sgl- edurocam {

# # return if match
# ok = return
# updated = return
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#}

authenticate {
# PAP Authentication
Auth-Type PAP {

pap

# MSCHAP Authentication

# for file-eduroam and/or LDAP and/or MySQL
#Auth-Type MS-CHAP {

# mschap

#}

# MSCHAP Authentication
# for Active Directory

Auth-Type MS-CHAP {
mschap-eduroam

eap-eduroam

6.14 Waldawluga mschap-eduroam

cd /etc/freeradius/3.0/mods-enabled

In -s ../mods-available/mschap-eduroam

6.15 WagUaNS1IoR1va9vadlng
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chgrp -R freerad /etc/freeradius

6.16 NAFAUNISIIUAEELYRN Active Directory

o =
N 1

service freeradius stop
freeradius -X
(stop debugging with CTRL+C)

P97 2

cd /etc/freeradius/3.0/tool

./rad eap test -H 127.0.0.1 -P 1812 -S testingl23 \
-u 'user@abc.uxx.ac.th' \
-p 'Asdf1234"' \
-v -m IEEE8021X \
-s eduroam -e PEAP -2 MSCHAPV2
access-accept; 0
RADIUS message: code=2 (Access-Accept) identifier=8
length=187
Attribute 27 (Session-Timeout) length=6
Value: 600
Attribute 1 (User-Name) length=21
Value: 'user@abc.uxx.ac.th'
Attribute 79 (EAP-Message) length=6
Value: 03080004
Attribute 80 (Message-Authenticator) length=18
Value: 4£f334b7622ec20537163ac31cl1926d84
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N15AARY Wireless Controller 38 Anonymous Access Point 910U RADIUS Server

RADIUS Server: wAlalna clients.conf %38 clients-eduroam.conf

Wiy IP address #38LA39U18UDY Anonymous Access Point

cd /etc/freeradius/3.0

nano clients.conf

client <ip or network of access point or wlc> ({
secret = testingl23
shortname = my access point

client 172.16.11.8 {
secret = secret for 172 16 11 8
shortname = ap 172 16 11 8

client 192.168.0.0/24 {
secret = secret for net 192 168 0 0 24
shortname = ap in net 192 168 0 0 24

Cisco Wireless Controller

1. Add/Edit RADIUS profile
SECURITY > AAA > RADIUS > Authentication > [New..] or Edit
Server IP Address (Ipv4/Ipv6): <radius server ip address>
Shared Secret Format: ASCII
Shared Secret: <secret shared with radius server>
Confirm Shared Secret: <secret shared with radius server>

Key Wrap: [ ]
Port Number: 1812
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Server Status: Enabled

Network User: [/] Enable

Save Configuration  Ping  Logout Refred

cIsco MONITOR WIANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK
Security RADIUS Authentication Servers Apply New...
~ AAA
Auth Called Station ID Type | AP MAC Address:SSID v
General e e
« RADIUS
Authentication e AES ke Vidn 7! (Designed for FIPS customers and requires a key wrap compliant RADIUS server)
Accounting : .
Fallback MAC Delimiter | No Delimiter ¥ |
DNS
Downloaded AVP e S
» TACACS+ User Management Index Server Address(Ipv4/Ipu6) Port IPSec Admin Status
LDAP
B iRt e [l @ i 203.158.192.3 1812 Disabled Enabled [~}
MAC Filtering 1 B8 E] 203.158.192.13 1812 Disabled Enabled [ -]

Disabled Clients
User Login Policies
AP Policies

Password Policie

s

MONITOR. WIANs CONTROLLER WIRELESS SECL..rY MANAGEMENT COMMANDS HELP FEEDBACK

Security

-

General
* RADIUS

Authentication h

Accounting Shared Secret Format

RADIUS Authentication Servers > New

Server Index (Priority)

Server IP Address(Ipv4/IpvE)

Fallback
DNS Shared Secret
Downloaded AVP Confirm Shared Secret
F TACACS+
LDAP Key Wrap [~ . : X
Local Net Users | (Designed for FIPS customers and requires a key wrap compliant RADIUS server)
MAC Filtering Port Number 11812
Disabled Clients
User Login Policies Server Status nabled '.i
AP Paolicies f )
Password Palicies Support for RFC 3576 Isable |
» Local EAP Server Timeout 2 | seconds

Advanced EAP Metwork User ¥/ Enable r

» Priority O

} Certificate IP5es

rder Management || Enable

-l Enable

SECURITY > AAA > RADIUS > Accounting > [New..] or Edit

Server IP Address (Ipv4/Ipv6): <radius_ server ip address>
Shared Secret Format: ASCIT

Shared Secret: <secret shared with radius server>

Confirm Shared Secret: <secret shared with radius server>
Port Number: 1813

Server Status: Enabled

Network User: [/] Enable
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MONITOR WLANs CONTROLLER WIRELESS SECURLIY MANAGEMENT COMMANDS HELP FEEDBACK

Security RADIUS Accounting Servers Apply New...
" AAA( T -
Acct Called Station ID Type | AP MAC Address:SSID ¥ |
Cencral [AP-MAG AddTess: SSTD |
- R&DIUS"- MAC Delimiter | No Delimiter ¥
Authentication B
Accounting
Fallback Network Server Admin
DNS User Index Server Address(Ipva/Ipv6) Port 1PSec Status
Downloaded AVP o ¥ 27308100 1813 Disabled Enabled -]
» TACACS+ —
i ¥ 3 207.177..97 1 1813 Disabled Enabled a
Local Net Users
MAF Bibaring

MONITOR WILANs CONTROLLER WIRELESS SECUI'-.. MANAGEMENT COMMANDS HELP FEEDBACK
Security RADIUS Accounting Servers > New
v A.A/
- | Server Index (Priority)
enera
- RADIUSA" Server IP
Authentication Address(Ipv4/Ipv6)
Accounting * Shared Secret Format
Fallback
DNS Shared Secret
Downloaded AVP Confirm Shared Secret
» TACACS+ -
LDAP Port Number |1813
Local Net Users e e
MAC Filtering Server Status fnai_nled i
Disabled Clients Server Timeout 12 seconds

User Login Policies

AP Policies Network User ¥ Enable #

Password Policies IPSec 7] Enable

» Local EAP

2. Add/Edit Wireless LAN profile
WLANs > WLANs > WLANs > [Create new..] or Edit
Type: [WLAN]
Profile Name: <wlan profile>
SSID: <wlan ssid>

MONITOR WlaAnNs CONTROLLER WIRFLESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

WLANs WLANs E
w WLANs G ey iNong [Change Filter] [Clear Filter] T ~] esl| «
WLANS
b Advanced
L] WLANID Type Profile Name WLAN SSID Admin Status Security Policies
] 2 WLAN RMUTI-WiFi RMUTI-WiFi Enabled [WPAZ][Auth(802.1X)] [~ ]
.2 WLAN RMUTI-WiFi-CL-Park CL-Park Enabled Web-Auth [ ]
] 4 WLAN eduroam eduroam Enabled [WPA2][Auth(802.1X)] [~ ]
o 12 WLAN RMUTI-WiFi-Misc RMUTCOM Disabled Web-Auth -]
128 WLAN RMUTI-Register RMUTI-Register Enabled Web-Passthrough
& 256 WLAN FlexConnect RoboNet Enabled None [~]
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WLANs WLANSs > New

< Back | Apply |
» e _
WLANs ine T —
WLANSs = -
» Advanced Profile Name |eduroam
ssID |eduroam| ﬁ
D PR ]

WLANs > WLANs > WLANs > [wlan profile] > Security > Layer 2
Layer 2 Security: WPA+WPA2

WPA+WPA2 Parameters
WPA Policy: [ ]
WPA2 Policy-AES: [/]

Authentication Key Management
802.1X: [/] Enable

MONITOR WlaAnNs CONTROLLER WIRFLESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

WLANs WLANs E
w WLANs G ey iNong [Change Filter] [Clear Filter] T il |
WLANS
b Advanced
] WLANID Type Profile Name WLAN SSID Admin Status Security Policies
2 WLAN RMUTI-WiFi RMUTI-WiFi Enabled [WPAZ][Auth(802.1X)] [~ ]
a ;{ WLAN RMUTI-WiFi-CL-Park CL-Park Enabled Web-Auth [ ]
Oa WLAN eduroam eduroam Enabled [WPA2][Auth(802.1X)] [~ ]
S WLAN RMUTI-WiFi-Misc RMUTCOM Disabled Web-Auth -]
128 WLAN RMUTI-Register RMUTI-Register Enabled Web-Passthrough
256 WLAN FlexConnect RoboNet Enabled None [~]

Usenel U8 (prakai@rmuti.ac.th) ImnssuneunInes un1neaemaluladsI1vnadai



Us)

A 9n158A5a RADIUS Server 81msUu3n15 eduroam - Sub realm - 2020-01 - 66/82

MONITOR W.ANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS

WLANSs WLANS > Edit "eduroam’

+ WLANs

WLARNS h e SEC‘!LW | QoS | Policy-Mapping | Advanced

b Advanced Layer 2 | Layer 3 | AAA Servers |

Layer 2 Security 8 | WPA+WPAZ v h

MAC Filtering® ||

Fas" .fa Si. L

WPA+WPA2 Parameters

WPA Policy ]

WPAZ Policy-AES 2 h

Authentication Key Management

802.1X #| Enable h

CCKM | Enable
PSK | Enable
FT 802.1X L Enable

WLANs > WLANs > WLANs > [wlan profile] > Security > AAA Server
Authentication Servers Accounting Servers
[/] Enabled [/] Enabled
Server 1 [auth radius ip:port]
[acct radius ip:port]

Radius Server Accounting
Interim Update: [/]
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MONITOR WIlANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS  HELP

WLANs WLANSs > Edit ‘edurgam’
. _ 44 _—
General | Securi | Qos | Policy-Mapping | Advanced |

WLANSs *
b Advanced Layer 2 | Layer 3 | AAA Servers | P

Si'ec” PAA sevesue 1 b ~ver ler ea. "ef=uli ierver= n thi- WL ™

Radius Servers

Radius Server Overwrite interface | /Enabled
Authentication Servers Accounting Servers EAP Parameters
" Enabled _ " Enabled r Enable o
Serverl |IP:2C7.05% 172.17, Port:1812 ¥ [[IP:20. L73.7792.75, Port:1813 ¥ |
Server 2 | Maone "’ None '_.'

Radius Server Accounting

Interim Update 4] h Interim Interual:liSDEI

INAP Sorvarc

MONITOR WIANs CONTROLLER WIRELESS SECURITY MANAGEMENT COMMANDS HELP FEEDBACK

WLANSs WLANSs > Edit ‘eduroam’

+ WLANs -' . = ' = = . >
e General | Security | QoS | Policy-Mapping | Advanced

} Advanced ' Layer 2 ] Layer 3 | AAA Servers |

Server 2 |None ¥
Server 3 [Mone ¥

Local EAP Authentication

Local EAP Authentication | JEnabled

Authentication priority order for web-auth user

Not Used

LOCAL 4 | F T ﬂ.RADIUS
[Loap | I;I
| I;l L il

Order Used For Authentication

Aruba Wireless Controller

1. Create RADIUS Server profile

Configuration > Security > Authentication > Servers > RADIUS Server
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Wizard: 5

Maintenance Reports HENSECT

Diagnostics (3
Authentication > Servers

: Secugi
AP wWizard
Switch Wizard Servers ans Profiles L2 suthentication L3 Authentication User Rules
WLAN Wizard
License Wizard # Server Group RADIUS Server
Meturork Instance
Switch [=  RADIUS Setwer RMLTi . .ac. :
VLANS M Ti nadius RMuTiRodi 5-€] ro-m
Forts
Cellular Profile BEAELE dupenedveidn leduroarm | .ﬂddl
IP
E| LOAP Server
Security
| Authentication | B Interns DB
Access Contral
2. Edit RADIUS Server profile
Configuration > Security > Authentication > Servers > RADIUS Server > eduroam

| Configuration |

Monitoring
Wizards

Diagnos

tics | Maintenance | Plan

Security > Authentication > Servers

AP Wizar
Switch Wizard Servers A Profiles L2 Authentication L3 Authentication User Rules Advanced
WLAN Wizard
ticense Wizard B Swson RADIUS Server = eduroam Show Reference | Save As | Reset
Network
Switch [=l RADIUS Ser /
wLans s g L Erraam—
- Host e i1 .3 Key Retype:  Lg#
cellular Profile ¥ 1L Radis *
s RM T adiuz- & *arow.a Auth Port 1812 Acct Part 1813
Securit;
Authenticstit 108 Sarver Retransmits ] Timeout sec
Access Control NAS ID NAS IF
Wireless Internal DB 1
v
AP Configuration b filzk Mode

AP Installation

&

Apply

3. Create Server Group profile

Configuration > Security > Authentication > Servers > Server Group

Monitoring Diagnostics Maintenance Plan Events Reports [ Save Configuration ]
Heates Security > Authentication > Servers
AF Wizard
Switch Wizard ers Ak Profiles L2 Authentication L3 Authentication User Rules
WLAN Wizard
License Wizard = Serwer Group f Server Group
Network Instance
e default ’
default
VLANS irternal P
internal
i RML i5Se ers RN 1T Se.n 3
Cellular Profile
1P Rie IT Ser rs-etwr m RM 1o 7P G - BT t
Security |eduroam | .f\dl:ll

Authentication

[=  RADIUS Server

Access Contral

eduroam
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4. Add RADIUS to Server Group profile

Conﬁguration > Security > Authentication > Servers > Server Group > eduroam

Monitoring | Cenfiguration | Di: cs TEIEETTEl [ save configuration | &

Wiznrds ’ 5 unl:y z Authentlcatmn > Servers
AP Wizard
Switch wizard Vers Ab4 Profiles L2 suthentication L3 Authentication User Rules Advanced
WiLAN wizard

License Wizard

Logout ad

Servenariy Server Group > eduraam shaw Reference Save As | Reset
Network
e dafault z -
ULANS sduroam eI c]
Ports A— Servers
Cellular Profils Name Server-Type trim-FQDN Match-Rule Actions
P RIS Hew
_Security ¥7 RHMI i ! Server Rules
Authentication | L S ol (Mol Bl Mo — PR = Y BT sy e
Access Control [#]  RADIUS Server
Wireless DS
AP Configuration Bl LDAR Server Name Server-Type trim-FQDN Match-Rule Actions
erver Name Trim FQDN Match Rules
AP Installation
SRR # Internal DB [eduroam (Radius) | (m| Match Type Operator Match String
Ge”:ral Authstring =] [contains =] [ ]
T A ting S ==
A miesrarion add Rule | Delete Rule |
Certificates [#  TACACS Serwer s cancsl
SHMP
e [# XML API Server Servers
Name Server-Type trim-FODN Match-Rule Actions
clock I, RCEabneer eduroam Radius Ho i
Guest Provisioning Edit Delete X
Captive Portal New
SMTP
Bandwidth Calculator Aoty

Create L2 Authentication profile

Configuration > Security > Authentication > L2 Authentication > 802.1X Authenticaion

Profiles

Diagn

Monitaring

Secm ity > Authenticatmn > L2 Authentlcatmn

[ Save Conflguratmn]

Wizards
AP Wizard
Switch Wizar Servers Aad Profiles L2 Authentication L3 Authentication User Rules
WLAN Wizard
License Wizard [# MAC Authentication Profile 802.1X Authentication Profile
Metwork K Instance
Switch [=]  802.1% Authertication Praohle default
LAl deFaulk default-psk
Forts —
default-psk dot1x_Authentication

Cellular Profile
IF

daklx_authentication

dotlx_eduroam

Security

Agdumam

datlx_eduroam

| ‘add |

| Authentication |

Access Control

[#]  Stateful 802.1% Authentication Profile

6. Edit L2 Authentication profile

Configuration > Security > Authentication > L2 Authentication > 802.1X Authenticaion

Profiles > eduroam
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| Diagno ik Events Save Configuration | % Logout

Wizards Security > Authenticationg L2 Authentication

AP wizard

Switch Wizard Servers Aah Profiles L2 Authentication L3 Authentication User Rules Advanced

WLAM Wizard

Wi, el B Mac Authentication Prafil 802.1% AuthenticatignfProfile > eduroam Show Reference Save s | | Reset
Network

Switch [=]  802.1% Authentication Profile Bl advanced

YLANS 4

efault

Ports . ) Machine Authentication:
defauipsk Enfarce Machine Authentication [~ R quest

Cellular Profile
P dotbs_Authentication Machine Authentication Cache |5 hris) Blacklist on Machine ]

Timsout Authentication Failurs
Security =
<! - dottx_eduram Machine Authentication: P — Interval between Identity B
Authenticatian Default User Role guest Requests 30 288
Aecess Contrel UG e Al 30 sec Reauthentication Interval 86400 sec
Wireless Authentication £ i
AP Configuration [ Stateful 202.1% Authentication Profie Use Server provided = Multicast Key Rotation Time — oe
Reauthentication Interval Interval 0%
AP Installation
Unicast Key Rotation Time [T a— Authentication ServerRetry |[op |
Management I terval 300 sec et 30 sec
Bandwidth Calculats :
ansu s Termination | Termination EAP-Type [T eaptls [~ eap-peap
Advanced Services —!
Redundanc: ) )
e i Termination Inner EAP-Type [~ eap-mschapvz [~ eap-gte | Taken Caching ]
T Mahili* ¢ o

WwPA-Fast-Handover

|

Y

Apply

7. Create AAA Authentication profile

Configuration > Security > Authentication > AAA Authentication

D
L1 (]

Security > Authentication > Profiles

Diagno Maintenarnce lan Il | save configuration |

Switch Wizard SEervers Apg Profiles L2 authentication L3 authentication Lser Rules
WLARN Wizard
License Wizard = asa profle AAA Profiles Summary
rNetwork MName Role MAC Auth
Syiteh [# captp_AsA_Profile T PR
IF I -‘ R claFabdoblxcpde default-dotlz-psk logon
aecurity. i H  default-mac-auth default-rnac-auth logon  default
Authentication
e [#  default-open default-open logon
Wireless H default-xml-api default-xml-api logon
Certificates [# F1 Ti Yo e Prof.. O O e e = Loigon-
SHMP i *
I naninn
|eduroam &dd | Cancel
Save Configuration | 4 Logout adr

Sécﬁrity > Authentication > Profiles

Servers 44 Profiles L2 suthentication L3 Authentication User Rules Advanced

WiLAN wizard

L\censi Wizard [l aAe Profie 802.1X Authentication Server GUUD > [eduroam =] Show Referencs Save As | Reset
Networ

Switch [#] captp_AsA_Profile

YLANS B default PRI

Ro B default-datix Servers

Cellular Profils B ad Name Server-Type trim-FQDN Match-Rule Actions

P seLream eduroam Radius Mo Edit | Delete | & | ¥
Security MAC Authenticstion Profile T

Authentication MAC Authentication Serw Server Rules

Access Control Group default - - ;

& Priority Attribute Operation operand Type Action value validated Actions
Wireless 021 AuthenticatigBychle  eduroam e

AP Configuration
AP Installation 202.1% Authentication Serwer
Group eduraam

RADIUS Accounting Server Apply

Management
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ca (Ul [seve configuration | 4 Logout
Security > Authentication > Profiles
Servers A4 Profiles L2 authentication L3 Authentication User Rules Advanced

WLAN Wizard

Llcensi Wizard B A profe 802.1X Authentication Profile > [eduroam <] Show Reference Save As | Reset
Networl

Siiteh [# captp_aaa_Profile

Basic Advanced

YLANS B default

Bors B defalt-dotix Enforce Machine Authentication [}

Cellular Profile - — =

o B edurosm Machine Authentication: Default Machine Role [quest =]
Security MAC Authentication Profile Machine Authentication: Default User Role [quest =]

BRI FEE MAC Authentication Sarvgr Reauthentication =}

Access Control Group default

g Termination -
wireless 8021 Authentication Profle  eduroam

AP Configuration

e Tnetalation RS Termination EAP-Type [T eap-tis [T eap-peap

Group

Management RADILS Accounting Server Termination Inner EAP-Type [T sap-mschapv2z [T eap-gte

General A

Administration

Certificates \
SHMP Saaly |

pply
3 Maintenance L Save Configuration | 4 Logout
Security > Authentication > Profiles
Servers L4 Profiles L2 suthentication L3 Authentication User Rules Advanced
WLAN wizard
NL‘:e”si it B anh Profie RADIUS Accounting Server Gra eduroam B Show Reference Save As | Reset
etwor
Eniter ¥ captp_ana_Prafile
YLANS [ default el Cl
B ) ¥ defauli-dotix Servers
Cellular Profile Name Server-Type trim-FQDN Match-Rule Actions
i Bl i edurcam Radius Ho

Edit Delete i v
Securit: MAC Authentication Profile T
Authentication

MAC Authentication Server

Server Rules

fosess Cantrol Graup dafaul

4 Priority Attribute Operation Operand Type Action value validated Actions
Wireless 8021 Authenticstion Profle  edurasm Ve

AP Configuration

AF Tnstallation 802.1% Authenticatio er

Group eduroam
Management
9 RADILS Accounting Server Apply
General e

8. Modify Advanced Authentication

Configuration > Security > Authentication > Advanced

Maintenance eports Save Configuration | 4 Logout

Wizards Security > Authentication > Advanced
AP Wizard
Switch Wizard Servers Aah Profiles L2 Authentication L3 Authentication User Rules Advanced
WlLAN Wizard
] Authentication Timers
Network User Idle Timeout [1&00 | sec =
Suitch Authentication Server Dead Time (min) |1D |
VLAMS
Logon User Lifetime {min} 2 |
Ports

Cellular Profile z
- RADIUS Client

NAS 1P Add B 55 ihhan
Security eSS r
Authentication Source Interface |:| <-- INDHB 'I N

Access Control

Wireless Apply
9. Modify AP Confisuration

Configuration > Wireless > AP Configuration > AP Group
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n | Diagnostics Maintenance Plan Events | Reports Save Configuration |
Configuration > AP Group

Wizards
AP Wizard

Switch Wizard

P Group AP Specific
WLAM Wizard

License Wizard Name

Network --Disabled-- Edit| Delete

Sy wonossoooowdroine b ortern Edit| Delete
VLANS
e default Edit| Delete
arts

cellular Profile t pe  nent o’ Stuc ot Do relopnent Edit| Delete
P T itor Pers _nal Edit| Delete
Security | 1gun._ering & £ chi.ect - Edit| Delete
Etdienieton Fir A & "duc.si ' Desion Edit| Delete
Access Control
t PO Edit| DCelste
Wireless ! J 4

&P Configuration | O~F ™. Edit| Delete
AP Installation TART -0 Edit| Delete

iitoring | i guratio Jiagnostics Maintenance Plan Events Reparts Save Configuration | 4

w::;\fvdi:ard Configuration > AP Group > Edit "default"
Switch Wizard
WLAN Wizard ¥| Profiles Profile Details
License Wizard Wirelass LAM Yirtual APs
Network Wirtual AP Name AdA Profile SSID Profile ¥LAN Forward mode
Switch H DISABLED DISABLED  |default |pISABLED 1111 [tunnel

WLANS
¥ RF Managermnent Add a profile I--NEW-- vl edurcam Add

Forts [ AR
Cellular Profile * Qo= J j
[+ 1Ds

g
- [# Mesh - _
Security ¥Yirtual APs
Authentication MName AAA Profile SSID Profile ¥YLAN  Forwardr
Access Control DISABLED |defalt DISABLED 1111 |tunnel
Wireless
: : eduroams || ed - d BN HAA
AP Configuration | Ie Hroam —I £ouRam —I / /
- default
AP Installation Add a profile Idefault vl DISABLED
Management datlx
General edraan
RMUTI-Reqgister
Administration RMUTI-W!F! )
Certificates RMUI WIEENISE
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E
a
SSID Profile > N

|-—NEW—- lleduraam

Basic dwanced :

SSID enable 4 | ESSID “Ml
[T opensystem
I~ wpa-tkip
[T wpa-aes
Encryption [T wpa-psk-tkip
I~ wpa-psk-aes
W wpaZ-aes
[T wpaz-psk-ass
I~ wpaz-psk-tkip
W wpa2-tkip
DTIM Interval 11 E:siz?:lz _IS_.it;téon el ’iDDT-l 114
Stoct _
ﬁgfcztr;r!lolll;col E‘
(SWP)
-
| »

Manitoring | « f .':r=_' S Maintenarce Plan Reports Save Configuration | &

Wizards

. Configuration > AP Group > Edit "default"
AP izard
Switch Wiz
WLAN Wizard Profiles Profile Details
License Wizard El Wireless LAN Yirtual APs
Network ’E| Wirtusl AP Name wABA Profile 551D Profi ¥LAN Forward mode
Switch [# DISABLED DISABLED |default N DISABLED 1111 [tunnel
shAts ) eduroam eduroam |[eduroam =] |[eduroam 'I 302z |tunnel
Parts
= RF Managerant
Add a profile |default vl Add
SRR 802,11 radio profle default L
LR
i 802,11g radio profile default
Security
Authentication RF Optimization profile default
Access Control RF Evert Threshalds profle deFault

_Wireless = AP N
AP Canfi t
| aP Configuration B S Apply

AP Installation
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A13N52NATIZHUAZATIVEBUNI5IN9TUVBS RADIUS Server

1591197484 RADIUS Server 11 a¥in155Utayan15509u0n15618 (Access-Request) 31nA18ueN
wagadsmailudrsudunisinuauasuiivsenalilulidauands Inedvutudrayazeglulndlydi

Usznald Usznaumelng sites-enabled/eduroam wazlng sites-enabled/eduroam-inner-tunnel
Wl RADIUS Server l9sunisiesve asideyanissesvainluussiananiutuneululng
sites-enabled/eduroam tWulwdusn wazeadewsludinisuszanananielululng

sites-enabled/eduroam-inner-tunnel #3aaswalUds RADIUS Server Lﬂ%@ﬂﬁﬂl‘d

1. MsWeuUn1e unlang 141w RADIUS Server

19 = ~ 9 v a ° % | ~ =
Eﬂ%ﬁ’mﬁﬂlﬂlﬂumwﬁ unlang LwaﬂizmaNaSUEJanJaLLawmauﬁlﬁmﬁmmﬂ@ LU LGUEJULWEJMW?JR]EEJUEU

wuutnyddllimnyan vsedulumunguesnislduinis eduroam Wusu

JULUUYRINT®1 unlang AglnalAesiunw C anunsaleulilinisnsiaaeuavsefiiuls muuaLdu
NNNFINUALFURUUVBINTBTUTUNTY kaEMUUANANITINGY 81315038191 unlang Latudiu

nsUszanadeya W authrize {J, authenticate {} 1usiu

[ [
[y

fuUsveenw unlang aztduiudsnelu llanansausenatiuedls fuUsmindu azduiu 3 du
flo dwrasmavihnuvedluga nnsivuadu Attribute Tulnd dictionary uagdsigninesadnun

YUL5DIVBUINNS

nsmrunalisalus 1l section @ update Tu 3 siunils control, request Wag response faea

update request {
User-Name := "login name"
}
update control {
Proxy-To-Realm := "LOCAL"
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}
update response {
Operator-Name := "labc.ac.th"

N5neeinys 195UluU %{Variable-Name} wu laifaeaniiiunislu section lnq
if( "${Realm}" =~ /rmuti.ac.ths$$/ ) {
reject

Anseiilun1w unlang AuAediulusunsunIw C widlanudaneunit wu

foo =~ bar) Regular expression (match)

NSLUSEUYY

' foo) Negation

foo || bar) Or

foo && bar) And

foo == bar) Equal
)  Not equal
)
)

foo !~ bar) Negate regular expression (not match)

(
(
(
(
(foo != bar
(
(
(foo < bar) Less than
(

foo > bar) More than

N15AINUARN
foo = “value” Add the attribute to the list, if and only if an attribute of the same name is not
already present in that list.
foo := “value” Add the attribute to the list. If any attribute of the same name is already present
in that list, its value is replaced with the value of the current attribute.
foo += “value” Add the attribute to the tail of the list, even if attributes of the same name are
already present in the list. When the right hand side of the expression

resolves to multiple values, it means add all values to the tail of the list.

MegeiUsndninisdnstis amnsaglaainnisiulusunsuwuy Debug Wy
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N1359319 (Request)
Received Access-Request Id 0 from 127.0.0.1:59868 to

User-Name = 'user@rmuti.ac.th'
NAS-IP-Address = 127.0.0.1
Calling-Station-Id = '70-6F-6C-69-73-68"

Framed-MTU = 1400
NAS-Port-Type = Wireless-802.11

N15M8UNAU (Response)
Sending Access-Challenge Id 0 from 127.0.0.1:1812 to
EAP-Message = 0x010100061920
Message-Authenticator = 0x000000000000000000...

Sending Access-Accept Id 9 from 127.0.0.1:1812 to
User-Name := 'user@rmuti.ac.th'
EAP-Message = 0x03090004
Message-Authenticator = 0x000000000000000000. ..

nstimuaLduMIaNIstavedlusunsy aunsalgnisnseyiuuudeneiiugiu fe if else elseif la wu

if( "${Realm}" =~ /rmuti.ac.th$s/ ) {
update control {
Proxy-To-Realm := LOCAL
}
}
else {

update request {
Realm := "eduroam"

2. mMsfansaslyBglinluimanzay
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[ a o v 1 A

WieAnnseslndnRaund s1duspsdeunte unlange WinnlUluled fsgrateadnlumunvan A

o

aa a o

U aNav 1A a | C o wa a wa |
Unynlalfl realm v3olifl @oox wieUdniinanmsvinulpedaluifvesuisszuulfiinis wu

o

3gppnetwork.org Dudu
Tunshnasil lalinsWeun1w unlang ileAnnsesdydnldmnnzauaunlasiuslings lulwa

eduroam-realm-checks.conf waglatlndiluusznauidudiuniavaslngdlad sites-enabled/eduroam

sites-enabled/eduroam

authorize {
SINCLUDE ${confdir}/eduroam-realm-checks.conf

3. nMsnvuaasede limananiuglgnseiu

NI Igldnansgniidenseiues e eNsaiu awnsavilalnensdsloyanuneay VLAN
210 RADIUS Server hUga Wireless Controller (WLC) %38 Access Point (AP) ¢ 198l 1 WLC %58 AP
rAaIUTENIA VLAN meunungauinsanuinaunaulag RADIUS Server AR89y $iadn1shanssning

8197158 (User-Name: txoxxoxx) NULNAN®E (User-Name: sxxoxxxx) W kiA3au18mAN9nundnaasnene

+-- Teacher
fomm - + tomm——————- + VID:100 for Teachers .++.
| RADIUS Server |----| L2 device |======================|AP|
tomm - + fo—— - + VID:200 for Students +--+

+-—- Student

post-auth {
update reply {
Tunnel-Type := "VLAN"
Tunnel-Medium-Type := "IEEE-802"
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if( "%${User-Name}" =~ /"~t*x/ ) |
update reply {
Tunnel-Private-Group-Id := 100
}
}
elseif ( "%{User-Name}" =~ /"s*/ ) {

update reply {
Tunnel-Private-Group-Id := 200

else {

4. N13ANINTTUMIIINNUVasIUUNTULAgazden (Full debuging)

N139533a0UN5YUYelUsiNTL RADIUS Server 1inausgsgnaeswise ity F5nananen1sdesy
TUsunsuruy full debuging TUSUASHAEAUNNANITNNIY Y3BAINTINANATULAYAZLBYDDNNIIIDATN
luirInwllamsasarainnsasulusunss RADIUS Server latfisanilslusunsy feiu minagsulusunsy

WU full debuging 9zdasUnlusunsuiuneu uwazdugamenisiiun CTRL+C nMsandunisilunsdl

service freeradius stop
freeradius -X

psansUuinNani1svinau A lulng
freeradius -X > text.txt

5. nMsvuinianssulu Log

wa o o v = a ° A o Y a o & a A o | o =
F’}ELIEZUUG]Lﬂ&I’Jﬂ‘Uﬂ’]i‘U‘LJ‘Vlﬂﬂ‘i]ﬂ’iiuﬂ'ﬁ‘l/ﬂx‘i’]uﬂ/lﬂ’]‘lﬁuwhﬂ’]iﬁmﬁmu Isglwasimaame LS UATLARUINTITIUUNA

ANNAIAILANTDY RADIUS Server Usznausie
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sites-enabled/eduroam

authorize {

}

# get request from local user and NRO (as IdP and SP)
# config: ${configdir}/ (modules or

mods-enabled) /detail.log

# log:

${logdir}/radacct/<client ip>/auth-detail-<date>
auth log

accounting {

}

# accounting request from local user and NRO (as IdP
# and SP)

# config: ${configdir}/ (modules or

mods—-enabled) /detail

# log: ${logdir}/radacct/<client ip>/detail-<date>
detail

post-auth {

}

# get result after authentication process (as IdP)
# config: ${configdir}/ (modules or

mods-enabled) /detail.log

# log:

${logdir}/radacct/<client ip>/reply-detail-<date>
reply log

pre-proxy {

}

# process and forward request to NRO (as SP)

# config: ${configdir}/ (modules or

mods-enabled) /detail.log

# log:

${logdir}/radacct/<client ip>/pre-proxy-detail-<date>
pre proxy log

post-proxy {

# get response from NRO (as SP)
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# config: S${configdir}/ (modules or

mods-enabled) /detail.log

# log:

${logdir}/radacct/<client ip>/post-proxy-detail-<date>
post proxy log

Fregaienlulig auth-detail

Fri Oct 23 22:39:14 2015
Packet-Type = Access-Request
User-Name = "eduroam@rmuti.ac.th"
NAS-IP-Address = 127.0.0.1
Calling-Station-Id "70-6F-6C-69-73-68"

Stripped-User-Name = "eduroam"
NAS-Port-Type = Wireless-802.11
Realm = "rmuti.ac.th"

fhograiionlulng reply-detail

Sat Oct 24 02:01:00 2015
Packet-Type = Access-Accept
Session-Timeout = 600
User-Name = "eduroam@rmuti.ac.th"

fograilonlulng pre-proxy-detail

Sat Oct 24 00:05:49 2015
Packet-Type = Access-Request

User-Name = "eduroam@rmuti.ac.th"
NAS-IP-Address = 127.0.0.1
Calling-Station-Id = "70-6F-6C-69-73-68"
Realm = "eduroam"

Proxy-State = 0x30
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fgraiionlulng post-proxy-detail

Mon Oct 26 15:33:43 2015
Packet-Type = Access-Accept
Session-Timeout = 600
User-Name = "eduroam@rmuti.ac.th"
Proxy-State = 0x39
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https://www.eduroam.us/node/89

http://confluence.diamond.ac.uk/display/PAAUTH/Using+Active+Directory+as+authenticatio
n+source

https://wiki.samba.org/index.php/Setup_a Samba AD_Member_ Server
http://freeradius.org/radiusd/man/unlang.html

https://www.tobtu.com/tmntlm.php
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